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NEW QUESTION # 28
What statements are true regarding the "store and upload" log transfer option between FortiAnalyzer and FortiGate? (Choose three.)

A. Disk logging is enabled by default on the FortiGate.

B. Only FortiGate models with hard disks can send logs to FortiAnalyzer using the store and upload option.
C. Disk logging is enabled on the FortiGate through the CLI only.

D. Both secure communications methods (SSL and IPsec) allow the store and upload option.

E. All FortiGates can send logs to FortiAnalyzer using the store and upload option.

Answer: B,C,D

NEW QUESTION # 29
What is the purpose of the following CLI command?

# configure sysStEmilgadtbal
set log-checksum mdd
end

A. To add a log file checksum

B. To add the MD's hash value and authentication code

C. To add a unique tag to each log to prove that it came from this FortiAnalyzer
D. To encrypt log commumications

Answer: A

NEW QUESTION # 30
What is the purpose of running the command diagnose sql status sqlreportd?

A. To list the current SQL processes running

B. To display the SQL query connections and hcache status
C. To identify the database log insertion status

D. To view a list of scheduled reports

Answer: B

Explanation:

The command diagnose sql status sqlreportd is used in FortiAnalyzer to obtain specific mformation about the SQL reporting process
and caching status. Here's what this command accomplishes and an analysis of each option:

Command Functionality:

sqlreportd is the FortiAnalyzer daemon responsible for managing SQIL~based reporting processes.

The diagnose sql status sqlreportd command provides information on active SQL query connections and the hcache (historical
cache) status, which helps in monitoring and troubleshooting SQL report generation.

Option Analysis:

Option A - To View a List of Scheduled Reports:

This option is incorrect because the command does not list scheduled reports. Instead, it focuses on SQL reporting processes and
cache details.

Option B - To List the Current SQL Processes Running;

While the command may show active SQL connections, its primary focus is not a detailed list of all SQL processes but rather the
connections and cache status for reporting.

Option C - To Display the SQL Query Connections and hcache Status:

This is correct. The command specifically provides information on SQL query connections related to the reporting process
(sqlreportd) and displays the hcache status.

Option D - To Identify the Database Log Insertion Status:

This is incorrect. The command does not provide details on log insertion status. Log insertion status is typically monitored through
different diagnostic commands focused on database processes and log handling.

Conclusion:

Correct Answe 1 : C. To display the SQL query connections and hcache status This command is used to monitor SQL reporting
activities and cache status, aiding in the analysis of report generation performance and connection health.

Reference:



FortiAnalyzer 7.4.1 documentation on SQL diagnostic commands, particularly those related to reporting (sqlreportd) and caching
mechanisis.

NEW QUESTION # 31
Exhibit.
For partial oulput
FortlAnalyrer 18 get system status FortiAnalyrer 28 get system status Fortlanalyzer 3& get sysie:
Platiorm Type : FAZVMBA-KVM Platform Type : FAZVMES- KV Platform Type
Platform Full Name : FortlAnalyzer-VIMGA-KVM Platform Full Mame : FortiAnalyzer VVIGS- KVM Platform Full Name
Version 1v7.4.1-bulld2308 230831 (GA) Version 2 wT.4.1-bulld2 308 230831 (GA) Version cw7.4 1-bulld2 308 230831 (GA)
Serial Number : FAZ-VMO000065040 Serial Number : FAZ-VMOO0006504 1 Serlal Number : FAZ-VMODO0065042
BIOS version : 04000002 BIOS version 04000002 BIOS version : 04000002
Hostname : FortiAnalyzerl Hostname : FortiAnalyzer2 Hostname FortiAnslyzerd
Max Number of Admin Domains : § Max Number of Admin Domains : 5 Max Number of Admin Domains & S
Admin Domain Configuration  : Enabled Admin Domain Configuration  : Enabled Admin Domain Configur ation Enabled
FIPS Mode : Disabled FIPS Mode : Disabled FIPS Mode . Disabled
HA Mode : Stand Alone HA Mode : Stand Alone HA Mode : Stand Alone
Branch Point 12308 Branch Point - 1308 Branch Point 2308
Release Version information 1 GA Releass Version information GA Release Version Information 1 GA
Time Zone : (GMT-8:00) Pacific Time (US & Canada) | Time Zone 1 (GMT-8-00) Pacific Tima (US & Canada]| Time Zone : (GMT-8:00) Pacific Time (US & Canada)
Dick Usage : Free 43.60GA, Total 58.80GB Disk Usage : Free 45.75G8, Total S8.80G8 Disk Usage : Free 53.06G8, Total 79.80GA
File System : Extd File System Extd File System : Bl
License Status : Valid License Status : Valid Licente Status : valid
Fortianalyzer 18 get system global FortiAnalyzer 12 get system global
adom-mode FortiAnalyzer 2 get system global adom.mode  normal
adom-select : normal adom-mode : normal adom select : enable
adom-status : enable adom-select : enable adom-status : enable
console-output : enable adom-status : anable console-output standard
country-flag 3 ol P : standard country-flag : enable
enc-algorithm : enable country-flag : enable enc-algosithm  high
ha-member-auto-grouping < high enc-algorithm : high ha-membet -auto-grouping : enable
hostname enatile hi-mamber-auto-grouping enable hostname : FortiAnatyzers
log-checksum : FortlAnatyier] hostname Fortianalyzerl log-checksum mdS
log-forward-cache-size : mds log-checksum mds log-torward-cache-size 5
log-mode s log-forward-cache-size s log mode - analyre:
longitude : analyrer log-mode : analyzer longitude + ()
max-aggregation tasks < (ratt) longitude + (raalll} max-aggregation-tasks 10
max running-reports H. max-aggregation tasks 0 max-running reports %
:1 max-running-reports 1 oftp-ssi-protocol tiswl.2
ithwvl.2 oftp-ssl-protocol tthavl.2 sl low encryption dirable
dirable ssl-low-encryption disable 11l protocel :tisvl.d tewi.2
< thwlld twl.2 s3l-protocol tiavl.d thavl.2 task list sire 2000
: 2000 rask-list-size : 2000 waebsarvice.proto tisvl.3 tevl.2
: thewl.3 tevl.2 ‘webservice-proto ttisvl.3 tavl.2

F:=RTINET

Based on the partial outputs displayed, which devices can be members of a FotiAnalyzer Fabric?

A. All devices listed can be members.
B. FortiAnalyzer2 and FortiAnalyzer3
C. FortiAnalayzer! and FortiAnalyzer3
D. FortiAnalyzer] and FortiAnalyzer2

Answer: A

Explanation:

In a FortiAnalyzer Fabric, devices can participate in a cluster or grouping if they meet specific compatibility criteria. Based on the
outputs provided, let's evaluate these criteria:

* Version Compatibility:

* All three devices, FortiAnalyzerl, FortiAnalyzer2, and FortiAnalyzer3, are runningversion v7.

4.1-build0238, which is the same across the board. This version alignment is crucial because FortiAnalyzer Fabric requires that
devices run compatible firmware versions for seamless communication and management.

* Platform Type and Configuration:

* All three devices are configured asStandalonein the HA mode, which allows them to operate independently but does not restrict
their participation in a FortiAnalyzer Fabric. Each device is also on theFAZVM64-KVMplatform type, ensuring hardware
compatibility.

* Global Settings:

* Key settings such as adm-mode, admstatus, and adom-mode are consistent across all devices (adm-mode: normal, adm-status:
enable, adomrmode: normal), which aligns with requirements for fabric ntegration and role assignment flexibility.

* Each device also has thelog-forward-cache-sizeset, which is relevant for forwarding logs within a fabric environment.

Based on the above analysis,all devices(FortiAnalyzer1, FortiAnalyzer2, and FortiAnalyzer3) meet the requirements to be part ofa
FortiAnalyzer Fabric.

References: FortiAnalyzer 7.4.1 documentation outlines that devices within a FortiAnalyzer Fabric should be on the same or
compatible firmware versions and hardware platforms, and they must be configured for integration. Given that all devices match the
version, platform, and mode criteria, they can all be part of the FortiAnalyzer Fabric.

NEW QUESTION # 32
What is the purpose of the following CLI command?



# configure system global
set log—-checksum md5
eR:RTINET

A. To add a log file checksum

B. To add the MD's hash value and authentication code

C. To add a unique tag to each log to prove that it came from this FortiAnalyzer
D. To encrypt log communications

Answer: A
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