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What can be configured on the router so that it can most effectively implement and enforce zones for the shown subnets?

A. Secure Shell
B. MAC-based port security
C. Access control lists
D. 802. 1x protocol

Answer: C

Explanation:
The diagram shows multiple subnets/zones (Levels 0-3) connected via routers and switches. To enforce traffic flow policies between
these zones/subnets, the router should implement Access Control Lists (ACLs) (B).
ACLs can:
Filter traffic between subnets based on IP addresses, ports, and protocols Enforce security boundaries as per ICS segmentation
principles (A) MAC-based port security controls device-level access but is less effective for inter-subnet traffic control.
(C) Secure Shell (SSH) is for secure device management, not traffic control.
(D) 802.1x provides port-based network access control but is less relevant for routing traffic between subnets.
GICSP highlights ACLs as fundamental tools for network segmentation enforcement in ICS.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
NIST SP 800-82 Rev 2, Section 5.5 (Network Segmentation and Filtering)
GICSP Training on Network Security Controls

NEW QUESTION # 34 
Which resource includes a standardized categorization of common software vulnerabilities?

A. CSC
B. CIP
C. CVSS
D. CWE

Answer: D

Explanation:
The Common Weakness Enumeration (CWE) (A) is a comprehensive list and taxonomy of common software weaknesses and
vulnerabilities. It provides standardized names and definitions that help organizations identify and mitigate software security issues.
CVSS (B) is a scoring system used to rate the severity of vulnerabilities but does not categorize them.
CSC (C) refers to Critical Security Controls, a set of best practices, not a vulnerability catalog.
CIP (D) relates to Critical Infrastructure Protection standards, not vulnerability taxonomy.
GICSP includes CWE as an essential resource for understanding and classifying software vulnerabilities within ICS.
Reference:
GICSP Official Study Guide, Domain: ICS Security Governance & Compliance MITRE CWE Website GICSP Training on
Vulnerability Management

NEW QUESTION # 35 



At which offset of ~/GIAC/memdump/raw/key_13does binwalkindicate is the beginning of the binary file?

A. 0x33c1
B. 0x2712
C. 0x3cf1
D. 0x0000
E. 0x5b66
F. 0X5C33
G. 0x3400
H. 0x5df0
I. 0X01d8
J. 0x08el

Answer: E

Explanation:
In memory forensics and file carving - critical areas in GICSP's Incident Response and Forensic Analysis domain - binwalk is used
to analyze binary dumps and identify embedded files or binaries.
Running binwalk against a memory dump file (like key_13) scans for known file signatures or embedded binaries and reports the
offset where such content starts.
According to standard GICSP lab exercises, the beginning of the embedded binary in key_13 is at offset
0x5b66.
This offset marks the start of executable or embedded data critical for reconstructing evidence or analyzing malware payloads in ICS
environments.
Understanding how to interpret binwalk output and memory offsets helps ICS security professionals identify malicious code hidden
within memory dumps.
References:
Global Industrial Cyber Security Professional (GICSP) Official Study Guide, Domains: Incident Response, ICS Protocol Analysis,
and Memory Forensics GICSP Training Labs: File Integrity Verification, PCAP Analysis, Binary File Extraction Practical Exercises
with openssl, Wireshark, and binwalk Tools

NEW QUESTION # 36 
Observe the network diagram. Which of the following hosts is intended to keep ICS process data in a database?

A. 10.10.4.239
B. 10.10.31.217
C. 10.10.4.123
D. 10.10.4.11
E. 10.103.17

Answer: D

Explanation:
The host with IP 10.10.4.11 in the network diagram is labeled as the Historian Server. ICS historians are specialized databases
designed to collect and store process data from control systems over time for analysis, reporting, and feedback to control processes.
10.10.31.217 is a Microsoft Access Workstation (not a database server).



10.10.4.123 represents NTP servers (time servers), not data storage.
10.10.4.239 is an Engineering Workstation.
10.103.17 is an SQL Server, but per the diagram it is outside the ICS network in a different subnet related to public or enterprise
servers.
Thus, 10.10.4.11 (A) is the host intended to store ICS process data.
Reference:
GICSP Official Study Guide, Domain: ICS Data Management & Historian Security NIST SP 800-82 Rev 2, Section 6.3 (Historian
Functionality) GICSP Training on ICS Network Architecture

NEW QUESTION # 37 
An organization wants to use Active Directory to manage systems within its Business and Control system networks. Which of the
following is the recommended security practice?

A. An Active Directory domain for the Business network and a Windows workgroup with a domain controller for the Control
system network
B. Separate Active Directory domains for the Business and Control system networks
C. Shared Active Directory domain with fully functional domain controllers for the Business network and a Read-Only
Domain Controller for the Control system network
D. Shared Active Directory domain with separate domain controllers for the Business and Control system networks

Answer: C

Explanation:
The recommended best practice is to use a shared Active Directory domain while deploying a Read-Only Domain Controller
(RODC) within the Control system network (D). This approach:
Enables centralized management and authentication consistent with the business network Limits the risk of domain controller
compromise in the Control network because RODCs do not store sensitive password information and restrict changes Balances
security and operational efficiency by isolating sensitive environments while still leveraging AD's capabilities Options A and C
increase complexity or risk by fully separating domains or controllers, while B reduces manageability by mixing domain and
workgroup systems.
GICSP highlights RODCs as a means to secure domain services in ICS environments where full domain controllers pose a security
risk.
Reference:
GICSP Official Study Guide, Domain: ICS Security Governance & Compliance Microsoft Active Directory Best Practices
(Referenced in GICSP) GICSP Training on Identity Management and Network Segmentation
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