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Nutanix Certified Professional - Unified Storage (NCP-US) v6.10 Sample
Questions (Q92-Q97):

NEW QUESTION # 92

Question:

A user with Edit Buckets permission has been tasked with deleting old Nutanix Objects buckets created by a former employee.
Why is this user unable to execute the task?

A. The buckets don't have Object Versioning enabled.
B. User is only able to delete buckets assigned to them
C. The buckets don't have a Lifecycle Policy associated.
D. User does not have the Delete Buckets permission.

Answer: D

Explanation:

In Nutanix Objects,bucket management permissionsare granularly controlled. TheEdit Bucketspermission allows a user tomodify
bucket configurations(such as policy changes, tagging, and settings), but it doesnot grant the ability todeletethe bucket.

From the NUSA training;

"The Delete Buckets permission is separate from Edit Buckets. Users with Edit Buckets can change configurations but cannot
remove the bucket itself.” Thus, the user's mability to delete buckets stens fromlacking the explicit Delete Buckets pernission.

NEW QUESTION # 93
After configuring Smart DR, an admmistrator observes that a policy in the Policies tab is not visible within Prism Central (PC).
What is the likely cause of this issue?

A. Port 7515 is not opened between the source and recovery networks.

B. The share permissions include more than one local user.

C. The iitial replication has not completed.

D. The admmnistrator is logged into PC with a local account rather than an AD account.

Answer: A

Explanation:

Smart DR requires port 7515 (TCP) for commumication between source/target clusters and Prism Central. If blocked:

* Policies fail to synchronize with PC.

* Policies become "mvisible" in the UL

Other options are unrelated:

* A: Share permissions don't affect policy visibility.

* B: Initial replication progress appears in Ul even if incomplete.

* C: AD/local login affects permissions, not policy discovery.

Reference:Nutanix Smart DR Administration Guide:

"Ensure port 7515 is open between Prism Central, source cluster, and target cluster. Blocking this port prevents policy metadata
from appearing in PC."(Chapter: "Troubleshooting Smart DR") Nutanix Unified Storage (NCP-US) Study Material:
"Connectivity issues on port 7515 are the primary cause of missing Smart DR policies in Prism Central." (Section: "Smart DR
Deployment Requirements")

NEW QUESTION # 94
An administrator has been asked to protect a Nutanix Files instance between two sites supporting the following capabilities: 1-hour
RPO, four recovery points, and cross-hypervisor capabilities. Which Nutanix feature matches the requirements?

A. Protection Domain
B. Smart DR

C. Protection Policies
D. Smart Sync


https://www.prep4pass.com/NCP-US-6.10_exam-braindumps.html

Answer: B

Explanation:

To protect a Nutanix Files instance between two sites with al-hour RPO (Recovery Point Objective), four recovery points,
andcross-hypervisor capabilities, the administrator should useSmart DR. Smart DR is a disaster recovery feature for Nutanix Files
that enables replication of file shares between primary and recovery sites, supporting automated failover and recovery with
configurable RPOs and retention policies.

TheNutanix Unified Storage Administration (NUSA)course explains that "Smart DR for Nutanix Files supports replication between
sites with configurable RPOs as low as 1 hour, multiple recovery points, and cross-hypervisor compatibility, ensuring seamless
failover and recovery." Smart DR allows the administrator to set a replication schedule to meet the 1-hour RPO requirement, retain
four recovery points by configuring the retention policy, and supports cross-hypervisor environments (e.g,, AHV, ESXi, Hyper-V)
since Nutanix Files operates at the file-share level, independent of the underlying hypervisor.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further states that "Smart DR provides disaster recovery
for Nutanix Files with an RPO as low as 1 hour, the ability to retain multiple recovery points (e.g., four snapshots), and compatibility
across hypervisors, making it ideal for muilti-site file server protection." The feature uses asynchronous replication to copy file share
data to the recovery site, ensuring data consistency and availability.

The other options are incorrect:

* Protection Policies: Protection Policies in Nutanix are used for backup and snapshot schedules, typically for VMs or volumes, but
they are not specific to Nutanix Files and do not support cross-site replication with the specified RPO.

* Smart Sync: Smart Sync is not a Nutanix feature; it may refer to third-party tools or unrelated functionalities and is not applicable
here.

* Protection Domain: Protection Domains are used for VM-level replication and disaster recovery in Nutanix, not for Nutanix Files,
and they are hypervisor-specific, which may limit cross-hypervisor support.

The NUSA course documentation highlights that "Smart DR meets stringent RPO requirements, such as 1- hour intervals, and
supports nutltiple recovery points while ensuring compatibility across hypervisors, making it the optimal solution for Nutanix Files
disaster recovery." References:

Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Smart DR for disaster recovery and
replication." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize Nutanix
Unified Storage, Subtopic: "Smart DR configuration and capabilities for Nutanix Files." Nutanix Documentation
(https//www.nutanix.com), Nutanix Files Administration Guide: "Smart DR setup for multi-site protection."

NEW QUESTION # 95
Which Nutanix Objects metric provides the total input requests per second of a bucket?

A. Gets
B. Puts
C. Throughput
D. NFS Reads

Answer: B

Explanation:

In Nutanix Objects metrics:

* Puts: Measures PUT requests per second (object uploads), representing input operations.

* Gets (Option C): Measures output (download) requests.

* Throughput (Option B): Reports bandwidth (MB/s), not request rate.

* NFS Reads (Option D): Specific to NFS access, not general bucket mput.

Reference:Nutanix Objects Administration Guide:

"The Puts metric tracks the number of successful object write operations (PUTS) per second to a bucket, indicating input request
volume."(Chapter: "Monitoring Object Store Performance") Nutanix Unified Storage (NCP-US) Study Material:
"Use the 'Puts' metric to monitor ingress request rates for capacity planning and performance tuning,"(Section:
"Objects Performance Analysis")

NEW QUESTION # 96
‘When hardening the network for Nutanix Objects, which is the only network endpoint that should be exposed to users?

e A S3
e B.eth0
e C.virbr0



e D.OOB
Answer: A

Explanation:

‘When hardening the network for Nutanix Objects, the **S3 endpoint™** is the only network endpoint that should be exposed to
users. Nutanix Objects is an object storage solution that provides an S3-compatible API for accessing and managing objects. The
S3 endpoint is the designated interface through which users and applications interact with Nutanix Objects, typically over HTTPS to
ensure secure data transfer.

According to the **Nutanix Unified Storage Administration (NUSA)** course, network hardening for Nutanix Objects involves
restricting access to only the necessary endpoints to minimize the attack surface.

The S3 endpomnt, which operates over port 443 (HTTPS) or port 80 (HTTP, though HTTPS is recommended for security), is the
primary entry point for client interactions. Exposing only this endpoint ensures that users can access object storage services while
other internal or management interfaces remain protected.

The **Nutanix Certified Professional - Unified Storage (NCP-US)** study guide emphasizes that Nutanix Objects is designed to
segregate user-facing traffic from internal system traffic. The S3 endpoint is configured during the deployment of Nutanix Objects
and is associated with a virtual [P address (VIP) or DNS name that resolves to the object store. To harden the network,
administrators should configure firewalls and network security groups to allow traffic only to the S3 endpoint, blocking access to
other mnterfaces such as management or internal network endpoints.

The other options are not suitable for user exposure:

- #*yirbr0**: This is a virtual bridge interface typically used for internal virtualization networking (e.g., in KVM-based
environments). It is not a user-facing endpoint and should not be exposed, as it is used for internal commumication between virtual
machines or services.

- **eth0**: This refers to a physical Ethernet interface on a node, which may carry various types of traffic (e.

g., storage, management, or VM traffic). Exposing eth0 directly to users would compromise security by allowing access to internal
system communications.

- *¥*00B (Out-of-Band)**: This refers to out-of-band management interfaces, such as IPMI or iLO, used for hardware
management. These are strictly for administrative purposes and must remain isolated fromuser access to prevent unauthorized
control of the infrastructure.

The NUSA course documentation specifically notes that "Nutanix Objects network hardening requires exposing only the S3
endpoint to external users, typically through a load-balanced VIP, while ensuring all other interfaces, such as management or internal
cluster networks, are isolated." This is achieved by configuring network segmentation, firewalls, and access control lists (ACLs) to
restrict traffic to the S3 endpoint.

References:

- Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Objects: "Network configuration and hardening for
Nutanix Objects, S3 endpoint exposure."

- Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize Nutanix Unified Storage,
Subtopic: "Network security and endpoint configuration for Nutanix Objects."

- Nutanix Documentation (https//www.nutanix.com), Nutanix Objects Admmnistration Guide: "Securing network access to S3
endpoints."
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