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HH #64

A company has a web application that reads from and writes to an Amazon S3 bucket. The company needs to authenticate all S3
API calls with AWS credentials.

‘Which solution will provide the application with AWS credentials?

¢ A. Use Amazon Cognito user pools with access tokens.

¢ B. Use Amazon Cognito identity pools and the Getld APL

¢ (. Use Amazon Cognito identity pools and AssumeRoleWithWebldentity.
¢ D. Use Amazon Cognito user pools with ID tokens.

Ef#: C

A -

Amazon Cognito identity pools provide temporary AWS credentials by exchanging web identity tokens with AWS STS using
AssumeRoleWithWebldentity. According to AWS Certified Security - Specialty documentation, this is the correct mechanism for
granting applications AWS credentials.

User pools authenticate users but do not issue AWS credentials. Identity pools integrate with IAM roles and STS, enabling secure,
temporary access to AWS services.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon Cognito Identity Pools

AWS STS Web Identity Federation

HM #65
Notify when IAM roles are modified.

e A Use Amazon Detective.

¢ B. Use CloudWatch metric filters.

¢ C. Use CloudWatch subscription filters.

¢ D. Use EventBridge with CloudTrail events.

Ef#: D

e«
EventBridge natively consumes CloudTrail management events and provides near-real-time notifications.

E Y # 66

A company's security engineer receives an abuse notification from AWS indicating that malware is being hosted from the company's
AWS account. The security engineer discovers that an IAM user created a new Amazon S3 bucket without authorization.

‘Which combination of steps should the security engineer take to MINIMIZE the consequences of this compromise? (Select
THREE.)

A. Rotate or delete all AWS access keys.

B. Delete any resources that are unrecognized or unauthorized.

C. Encrypt all AWS CloudTrail logs.

D. Change the password for all [AM users.

E. Turn on Amazon GuardDuty.

F. Take snapshots of all Amazon Elastic Block Store (Amazon EBS) volumes.

IEf#: A. B. E

A -

AWS incident response guidance emphasizes immediate containment, credential invalidation, and removal of malicious resources.
According to the AWS Certified Security - Specialty documentation, compromised credentials must be rotated or deleted
immediately to prevent further unauthorized actions. Rotating or deleting access keys directly mitigates ongoing abuse.

Deleting unrecognized or unauthorized resources, such as the malicious S3 bucket, removes the active threat and limits further
damage. Enabling Amazon GuardDuty provides continuous monitoring and helps identify additional compromised resources or



malicious behavior that may not yet be visible.

Changing passwords for all IAM users is disruptive and unnecessary if compromise scope is limited.

Encrypting CloudTrail logs does not reduce active impact. Taking EBS snapshots is primarily for forensic investigation, not
immediate consequence minimization.

AWS best practices recommend GuardDuty activation, credential rotation, and removal of malicious resources as first-response
actions.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS Incident Response Best Practices

Amazon GuardDuty Threat Detection

HMA #67

A company recently experienced a malicious attack on its cloud-based environment. The company successfully contained and
eradicated the attack. A security engineer is performing incident response work.

The security engineer needs to recover an Amazon RDS database cluster to the last known good version. The database cluster is
configured to generate automated backups with a retention period of 14 days. The mnitial attack occurred 5 days ago at exactly 3:15
PM.

‘Which solution will meet this requirement?

e A List all snapshots that have been taken of all the company's RDS databases. Identify the snapshot that was taken closest to
5 days ago at 3:14 PM and restore it.

¢ B. Identify the Regional cluster ARN for the database. List snapshots that have been taken of the cluster.
Restore the database by using the snapshot that has a creation time that is closest to 5 days ago at 3:14 PM.

e C. Identify the Regional cluster ARN for the database. Use the ARN to restore the Regional cluster by using the restore to
point in time feature. Set a target time 14 days ago.

¢ D. Identify the Regional cluster ARN for the database. Use the ARN to restore the Regional cluster by using the restore to
point in time feature. Set a target time 5 days ago at 3:14 PM.

iFfE: D

A :

Amazon RDS supports point-in-time recovery (PITR) using automated backups within the configured retention window. According
to the AWS Certified Security - Specialty Study Guide, PITR allows recovery to any second within the retention period, making it
the most precise recovery method following a security incident.

By restoring the database cluster to a pomnt just before the attack occurred, such as 3:14 PM, the security engineer ensures that the
restored database reflects the last known good state without including malicious changes. This method is more accurate than
restoring from snapshots, which are created at fixed intervals and may not align with the exact recovery time.

Options B and C rely on snapshot timing and may reintroduce compromised data. Option D restores to an arbitrary time and does
not meet the requirement to recover to the last known good version.

AWS documentation explicitly recommends point-in-time recovery for incident response scenarios that require precise restoration.
Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon RDS Automated Backups and PITR

AWS Incident Response and Recovery Guidance

HH #68

A company detects bot activity targeting Amazon Cognito user pool endpoints. The solution must block malicious requests while
maintaining access for legitimate users.

Which solution meets these requirements?

A. Monitor requests with CloudWatch.

B. Enable Amazon Cognito threat protection.

C. Restrict access to authenticated users only.

D. Associate AWS WAF with the Cognito user pool.

IEf#: B

A -
Amazon Cognito threat protection is purpose-built to detect and mitigate malicious authentication activity such as credential stuffing



and bot traffic. It uses adaptive risk-based analysis without disrupting legitimate users.
AWS WAF cannot be directly associated with Cognito user pools.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon Cognito Threat Protection
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