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%| &1 AWS Certified Specialty ANS-C01 2 MZ 2 A (Q146-Q151):

EE #146

A company's web application is deployed on Amazon EC2 instances behind a public Application Load Balancer. The application
flags malicious requests and uses an AWS Lambda function to add the offending IP addresses to the network ACL to block any
further requests for 24 hours Recently, the application has been receiving more malicious requests, which causes the network ACL
to reach its lmit of allowed entries.

‘Which action should be taken to block more IP addresses, without compromising the existing security requirements?

Response:

A. Update the AWS Lambda function to block malicious IPs in security groups rather than the network ACL.

B. Update the AWS Lambda finction to remove blocked entries from the network ACL after 2 hours.

C. Update the AWS Lambda function to block malicious IPs in AWS WAF attached to the Application Load Balancer.

D. Update the AWS Lambda function to add an additional network ACL to the subnets once the limit for the previous ones
has been reached.

HE: C

AR #147

An architecture is being designed to support an Amazon WorkSpaces deployment of 1,000 desktops.
Which architecture will support this deployment while allowing for future expansion?

Response:

A. A VPC with a /20 CIDR and two /23 subnets
B. A VPC witha /16 CIDR and one /22 subnet
C. AVPC witha /16 CIDR and one /21 subnet
D. A VPC with a /20 CIDR and two /21 subnets
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r

: D

EE #148

Which of'the following does not configure Amazon CloudFront cache behaviors to forward cookies to an origin for web
distributions?

Response:

A. Origin server
B. Amazon EMR
C. Amazon S3
D. AWS CLI

o2
m

: C

EE #149

You have a Simple AD deployment, and you wish to use it for your Microsoft Exchange email server. You are having issues finding
the AD server, why might this be?

Note: Answers to this question are not verified by our experts, please study yourself'and select the appropriate answers.
Contribute: Please send the correct answers with reference text/link on feedback@VMexam.comto get up to 50% cashback.
Response:

A. Your firewall is blocking .

B. SSL is not implemented.

C. Simple AD is not a full Active Directory server and will not work with many MS products.
D. Youneed to contact AWS to receive a PTR record for your email server.

He: D



AE #150

A corporate network routing table contains 624 individual RFC 1918 and public IP prefixes. You have two AWS Direct Connect
connectors. You configure a private virtual interface on both connections to a virtual private gateway.

The virtual private gateway is not currently attached to a VPC. Neither BGP session will maintain the Established state on the
customer router. The AWS Management Console reports the private virtual interf aces as Down.

What could you do to address the problem so that the AWS Management Console reports the private virtual interface as Available?
Response:

A. Filter the public IP prefixes on the corporate network from the private virtual interface.
B. Attach the virtual private gateway to a VPC and enable route propagation.

C. Attach the second virtual interface to an alternative virtual private gateway.

D. Change the BGP advertisements from the corporate network to only be a default route.
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