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Salesforce Certified B2C Commerce Architect Sample Questions (Q42-Q47):
NEW QUESTION # 42 
During implementation, the team found that there is a notification controller exposed for an external service that marks the order as
paid when notification is received. The notification URL is sent to the service together with the payment request and contains only the
URL with orderlD as the parameter.
What should the Architect recommend to the team in order to prevent the unauthorized usage of the controller to mark the orders as
paid?

A. Add an order token in the callback URL and match the token against the one stored on the order.
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B. Add a customer number in the callback URL and match the customer number against the one stored on the order.
C. Add HTTPS restriction to the controller start node.
D. Add a session attribute and validate it on the callback.

Answer: A

Explanation:
To enhance the security of the notification controller exposed for marking orders as paid, the recommended approach is to add an
order-specific token to the callback URL (Answer C). This token should be verified against a stored value on the order to ensure
the authenticity and integrity of the payment notification. This method prevents unauthorized use of the controller, as only callbacks
containing the correct, order-specific token would be allowed to mark orders as paid. This strategy is essential in maintaining secure
and reliable transaction processes within Salesforce B2C Commerce.

NEW QUESTION # 43 
An Architect isperforming an audit of production logs via Log Center and finds some potentially dangerous custom log output.
In which two ways It this log output Improper In a production environment? Choose 2 answers

A. The log information includes the order number and customer s email, which violates PCI.
B. Information logs should not be used in a production environment
C. The log information includes the customer s cardname as it appears along with the credit card number (PAN), which
violates PCI.
D. The log information includes the customer's card CW (card security code) and expiration date, which violates PCI.

Answer: A,C

Explanation:
In a production environment, logging sensitive customer information such as credit card details (PAN, CVV, expiration date) can
lead to severe security and compliance issues, specifically violating PCI DSS (Payment Card Industry Data Security Standard)
requirements. The standards strictly prohibit the storage of CVV codes and mandate that any PAN displayed must be masked.
Storing such data in logs is not only a risk for data breaches but also non-compliance with these standards can lead to penalties.
* Option A: Including the customer's card name along with the full credit card number in logs is a clear violation of PCI DSS
requirements, which stipulate that no more than the last four digits of the card number may be displayed.
* Option B: Logging the card security code (CVV) and expiration date is explicitly prohibited by PCI DSS, which requires that
sensitive authentication data, including CVV, must never be stored post- authentication, even if it is encrypted.

NEW QUESTION # 44 
The Client is creating a new Storefront and their requirements include:
* ApplePay support
* Log -n through a standard OAuth2 social media account
* One Okie checkout process
* Ay B testing forpromotions
Which two items require technical documentation for customizing the Storefront Reference Architecture?
Choose 2 answers

A. log in through a standard OAuth2 social media account
B. One Click checkout process
C. A/B testing forpromotions
D. ApplePay support

Answer: A,B

Explanation:
For customizing the Storefront Reference Architecture to meet specific requirements, the following items would require detailed
technical documentation:
* Option A (One Click checkout process): Implementing a one-click checkout process involves significant customization to
streamline the checkout flow, potentially requiring integration with payment providers and modifications to the user session
management.
* Option C (Log in through a standard OAuth2 social media account): Integrating OAuth2 for social media logins involves handling
authentication tokens, user sessions, and potentially syncing user data with the B2C Commerce profiles, all of which require detailed



security and integration documentation.
These customizations require careful planning and implementation to ensure they work seamlessly with existing Storefront Reference
Architecture components and meet security standards.

NEW QUESTION # 45 
The Client has just acquired a new brand and wants toIntegrate the new brand s current ecommerce site into a current realm as a
new site. The acquisition has its own Enterprise Resource Planning (ERP) system for product data and inventory. The new site will
use the existing realm's Order Management System (OHS) and Customer Relationship Management (CRM) system.
What two requirements does the Architect need to keep in mind when creating the technical specification document?
Choose 2 answers

A. A new order export job must be created to export orders.
B. A new customer export Job must be created to export customers.
C. Anew product Import Job must be created to manage products.
D. A new inventory Import Job must be created to manage inventory.

Answer: C,D

Explanation:
When integrating a new brand's ecommerce site into an existing realm, the architect needs to ensure that product data and inventory
from the new brand's Enterprise Resource Planning (ERP) system are correctly managed within the realm. Therefore, creating new
import jobs for products (Answer B) and inventory (Answer C) is essential. These import jobs will facilitate the synchronization of
the new brand's product catalog and inventory levels with the existing Order Management System (OMS) and Customer
Relationship Management (CRM) systems of the realm. Such integration is crucial for maintaining up-to-date product and inventory
information across the systems, ensuring seamless operations and data consistency.

NEW QUESTION # 46 
An Architect is configuring a data replication schedule.
Which task(s) can be removed In order to reduce replication times?

A. Campaign
B. Static content
C. Storefront URLs
D. Search Indexes

Answer: B

Explanation:
Reducing the replication times in data synchronization can be effectively achieved by removing or reducing frequency of tasks that
are less critical or that do not change frequently. Static content, such as images and static texts that do not change often, can be
safely removed from frequent replication schedules (Answer B).
This adjustment will reduce the data load and frequency of updates, thereby speeding up the overall replication process. Unlike
dynamic content like campaigns, search indexes, or URLs that might change frequently and impact user experience or site
functionality if not updated, static content does not typically necessitate immediate replication, making it a suitable candidate for
removal to enhance replication efficiency.

NEW QUESTION # 47
......
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