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%| &l Kubernetes Security Specialist CKS F 2 MEZE Al (Q14-Q19):

AEE#14

You can switch the cluster/configuration context using the following command:

[desk@cli] $ kubectl config use-context stage

Context:

A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace.

Task:

1. Create a new PodSecurityPolcy named deny-policy, which prevents the creation of privileged Pods.

2. Create a new ClusterRole name deny-access-role, which uses the newly created PodSecurityPolicy deny-policy.
3. Create a new ServiceAccount named psd-denial-sa in the existing namespace development.

Finally, create a new ClusterRoleBindind named restrict-access-bind, which binds the newly created ClusterRole deny-access-role
to the newly created ServiceAccount psp-denial-sa
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Create psp to disallow privileged container
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: deny-access-role

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames:

- "deny-policy"

k create sa psp-denial-sa -n development
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding

metadata:

name: restrict-access-bing

roleRef:

kind: ClusterRole

name: deny-access-role

apiGroup: rbac.authorization.k8s.io
subjects:

- kind: ServiceAccount

name: psp-denial-sa

namespace: development

Explanation

master] $ vim psp.yaml

apiVersion: policy/vlbetal

kind: PodSecurityPolicy

metadata:

name: deny-policy

spec:

privileged: false # Don't allow privileged pods!
seLinux:

rule: RunAsAny

supplementalGroups:

rule: RunAsAny

runAsUser:

rule: RunAsAny

Group:

rule: RunAsAny

volumes:

e

master] $ vimcrl.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

namme: deny-access-role

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames:

- "deny-policy"

master] $ k create sa psp-denial-sa -n development
master] $ vimcb1.yaml

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding

metadata:



name: restrict-access-bing

roleRef:

kind: ClusterRole

name: deny-access-role

apiGroup: rbac.authorization.k8s.io

subjects:

# Authorize specific service accounts:

- kind: ServiceAccount

name: psp-denial-sa

namespace: development

master] $ k apply -fpsp.yaml master] $ k apply -fcrl.yaml masterl $ k apply -fcb1.yaml Reference:
https:/kubernetes.io/docs/concepts/policy/pod-security-policy/ masterl $ k apply -fcrl.yaml master] $ k apply -fcb1.yaml
master] $ k apply -fpsp.yaml master] $ k apply -fcrl.yaml masterl $ k apply -fcb1.yaml Reference:
https:/kubernetes.io/docs/concepts/policy/pod-security-policy/

HE#15

You are responsible for securing the software supply chain of your company's applications deployed in a Kubernetes cluster. You
are implementing a CI/CD pipeline that builds, tests, and deploys container images. Currently, your pipeline relies on pulling images
directly from Docker Hub without any security checks. How would you enhance your pipeline to verify the integrity of the images
pulled from Docker Hub?

He:
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Solution (Step by Step):

1. Implement Image Signing;

- Step I: Generate a signing key and certificate pair for your organization.

- Step 2: Configure your CIICD pipeline to sign container images after they are built using the generated key and certificate.

- Step 3: Configure your Kubernetes cluster to only pull and deploy images that are signed with your organization's certificate. This
step involves creating a 'PodSecurityPolicy’ (PSP) or 'PodSecurityAdmissioru (PSA) resource to enforce image signing,

Exanple Code:

Exanmple Code: 2. Integrate SBOM Generation: - Step 1: Configure your CI/CD pipeline to generate a Software Bill of Materials
(SBOM) for each container image. - Step 2: Store the SBOM alongside the container image in your artifact repository. - Step 3:
Implement a process to verify the SBOM against a vulnerability database to ensure the image does not contain any known
vulnerabilities. Example Code: # Example of generating an SBOM with Syft syn packages my-image.tar 3. Utilize Container
Scanning Tools: - Step 1: Integrate container scanning tools like Clair, Anchore, or Trivy into your CI/CD pipeline. - Step 2:
Configure these tools to scan images before deployment for known vulnerabilities. - Step 3: Configure your pipeline to fail the build if
vulnerabilities are detected. Exanple Code: # Example of scanning a container image with Trivy trivy image my-image:latest By
implementing these security measures, you can significantly strengthen your software supply chain, reducing the risk ot vulnerabilities
and malicious attacks.

A2 #16

Create a PSP that will only allow the persistentvolumeclaim as the volume type in the namespace restricted.

Create a new PodSecurityPolicy named prevent-volume-policy which prevents the pods which is having different volumes mount
apart from persistentvolumeclaim.

Create a new ServiceAccount named psp-sa in the namespace restricted.

Create a new ClusterRole named psp-role, which uses the newly created Pod Security Policy prevent-volume-policy

Create a new ClusterRoleBinding named psp-role-binding, which binds the created ClusterRole psp-role to the created SA psp-sa.
Hint:

Also, Check the Configuration is working or not by trying to Mount a Secret in the pod maifest, it should get failed.

POD Manifest:

apiVersion: vl

kind: Pod

metadata:

name:

spec:

containers:

- name:



image:
volumeMounts:
- name:
mountPath:
volumes:

- name:

secret:
secretName:

e

ME.

apiVersion: policy/vlbetal

kind: PodSecurityPolicy

metadata:

name: restricted

annotations:

seccomp.security.alpha.kubernetes.io/allowedProfileNames: 'docker/default, runtime/default’
apparmor.security.beta.kubernetes.io/allowedProfileNames: 'runtime/default’
seccomp.security.alpha.kubernetes.io/defaultProfileName: 'runtime/default'
apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default’ spec:
privileged: false

# Required to prevent escalations to root.

allowPrivilegeEscalation: false

# This is redundant with non-root + disallow privilege escalation,

# but we can provide it for defense in depth.

requiredDropCapabilities:

- ALL

# Allow core volume types.

volurmes:

- 'configMap'

- "emptyDir’

- 'projected’

- 'secret’

- 'downward API'

# Assume that persistentVolumes set up by the cluster admin are safe to use.
- 'persistent Vo lumeClaim

hostNetwork: false

hostIPC: false

hostPID: false

runAsUser:

# Require the container to run without root privileges.

rule: 'MustRunAsNonRoot'

seLinux:

# This policy assumes the nodes are using AppArmor rather than SELinux.
rule: '"RunAsAny'

supplementalGroups:

rule: 'MustRunAs'

ranges:

# Forbid adding the root group.

- min: 1

max: 65535

5Group:

rule: 'MustRunAs'

ranges:

# Forbid adding the root group.

- min: 1

max: 65535

readOnlyRootFilesysterm: false



EE#17

You are deploying a critical application that handles sensitive user dat

a. Your security policy mandates that only specific system calls are allowed for the application container You decide to use seccomp
to enforce this policy- Design a secconp profile that allows only the following system calls: ‘read’, 'write', 'opert, 'close’, 'stat', 'fstat’' ,
"Istat' , 'getpid', 'getuid', 'getgidS , and 'exit_group'.

e

Y.

Solution (Step by Step) :

1. Define the Seccomp Profile:

- Create a 'seccomp-json' file with the following content:

2. Apply the Seccomp Profile to the Container: - You can apply the seccomp profile to the container using the 'securitycontext' in
your deployment or pod spec - Include the following configuration: - 'securityContext.seccompProfile.type: Locar -
'securitycontextseccompprofile. localsre: seccomp.json’

3. Test and Verify: - Deploy the application with the seccomp profile. - Run the application and test its functionality- - Verify that the
application operates as expected and does not attempt to perform system calls that are not allowed by the seccomp profile. - Use
tools like 'straces to monitor the system calls made by the application to confirm that seccomp is enforcing the restrictions.

HAE #18

You need to implement a container image vulnerability scanning solution within your Kubernetes cluster. You want to use an external
vulnerability scarmer API that provides information about vulnerabilities in container images- Explain how you would design and
implement this solution.

He:

HE:

Solution (Step by Step) :

1. choose Vulnerability Scanner:

- Select a reputable vulnerability scanner API that provides a comprehensive database and accurate information about container
image vulnerabilities.

- Some options include Aqua Security, Anchore Engine, Snyk, Twistlock, and more.

- Choose a scanner with a suitable API interface for integration with your Kubernetes environment.

2. Implement a Scanner Service:

- Create a Kubernetes service that will communicate with your chosen vulnerability scanner APL

- This service will act as an intermediary between Kubernetes and the external scanner

- The service should be able to:

- Accept image details (registry, image nae, tag) as input.

- Send requests to the scanner API to retrieve vulnerability information.

- Process the results from the scanner and format them for Kubernetes.

- (Optional) Store the scan results for future analysis and reporting,

3. Design Scanner Workflow:

- You can trigger scans using different methods:

- Automated Scanning; Implement a mechanism (e.g., a cron job or webhook triggered by image pushes) to automatically scan new
mages.

- On-Demand Scanning; Allow users to manually request image scans via a command line nterface (CLI) or a user interface.

4. Integration with Kubernetes:

- You can integrate your scanner service with Kubernetes using several approaches:

- Admission Webh0Ok1 Use a wet)h00k to intercept pod creation or updates. The webhOOk can send the image details to your
scanner service and block pod creation if critical vulnerabilities are detected.

- Custom Resource Definitions (CRDs): Create CRDs to manage image scanning tasks- You can define a "ImageScan" or
"Vulnerabilityscan' resource that represents a scan request.

- Deployment Controller: Use a custom controller or operator to manage the scanning process. This allows you to define rules for
autormatic scanning

and integrate with other Kubernetes resources.

5. Scanner Service Implementation (Example):

- Here's a simplified example using Python and a hypothetical "vulnerability-scanner” APC

python

1mport requests

import json



6. Handle Scan Results: - After scanning, process the vulnerability information received fromthe APL. - You can: - Store the scan
results in a database or log file. - Generate alerts or reports based on the severity of vulnerabilities found. - Integrate with other
security tools or dashboards for analysis and remediation.

ZHWE0| MH Eot x| ITHH o dotfepiH Mo QABHMFE ITAHES HINE2 FSlofF = X| 27t
27 Linux Foundation CKSA|EHS 28 E A4 & 52 AlES| 2 M L. Linux Foundation CKS X o| 2 E ZX| & 2|2
718t &t A A7} ElLCH Linux Foundation CKSEZ & MM AlgE2Me RE 82 T & E|o{d0{ HF 0|
Zmluct.

CKSZ| &1 A& i H| 3§ & 2 : https://www.koreadumps.com/CKS_exam-braindumps. html

* CKSAIHEMNZE HEF0H% 0L FES2 EFAA BEIIS 1 2E ¥ ALO|E v kr.fast2test.com [/ 1744
(CKS) FE C2EECKSAIEMA 7ts 3RAE

o AECHH| CKSAREME 2/ AMHM HEZ ME BA| [ { www.itdumpskr.com } ol M[ CKS |& HMst D FEE
CH22CStMRCKSHEE [ MHE X

o CKSAIHOHHIEZ [|CKSHHE 2[MHH HEZXZ (ICKSES SUES HEIMECIR (1=
www.dumptop.com [1[1118] & Ct2 2 E= CKS «H|0|X|7} X|F [ RILICFCKSAI®CHH| B = 2| Al o2

o HEES CKSAEEAMNZE Hx MEEA 2 [ [ www.itdumpskr.com ] 0l M M0t 5tHy CKS [Iv &
FRECORECE = UELICHCKS Vee

o AMECHH| CKSAIEEAME 2 AHHE HZME 28 »  ( www.passdtestnet ) BALO|EO|A 1 CKS & &1
HAM5l0f R 2 CH2 EECKSE Al AO|0|E AlECHHIAL R

o CKSHHE HIMEZ C}22E [ CKSZ| A HHIOIE ABEHZEAN [ CKSAIEOHH| 2 A HZ (1]
www.itdumpskr.com |0l My’ CKS (v (1§ HM& 1 FEE CIR2EEFMHQCKSHYE 2| AMHM HEALRE

o CKSAHENE HEFOHF 0Ll FE2 EHAA BEIS [ ( kefast2test.com ) BALOIENM I CKS
E Y1 HAMEtol RFE CHRECECKSUSHEEA

e E2 S8 CKSAHENME AMBAZE [ { www.itdumpskr.com } M ( CKS ) & HM5tD R 2 CIREE
2I7|CKSAIEHIA 758 QB S EARE

e CKSZ|IHZ ICKSE2 S HEZME CI2 [ CKSZ|A HOIo|E AIZCHBIRI R [ A2k 5t H-e:
www.passdtest.net [15-[]01| A¢- CKS [1¢:[|F =& CR EECKSAIHOiHIEHT

o CKSHHE X2[AH™ 28 [ CKSHHE 2| MHT EX O CKSAIHEHZOIZ » X[F (
www.itdumpskr.com) S(B) @D FRECORECEE {6l [ CKS | & HMSIMA2LCKSAEHEHISE

e CKS Vce (1 CKS Vee (1 CKSZ[ Al HOIO|EHT QIBEHIZ [ { www.exampassdump.com } | M1 CKS (&
HMSD R 2 CIREE 87|CKSZ| A MO 0|E AIHEZEX

¢ myportal.utt.edu.tt, myportal. utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes.tyc.edu.tw, knowyourmeme.com, Disposable vapes

2|1 KoreaDumps CKS Al EME ol T HEE 22t *E MELAWMORECE £ &L
https/drive.google.convopen?id=1 CvK AHtm80qdqTOUBaTpCQGs96fijzL.8o


https://www.dumptop.com/Linux-Foundation/CKS-dump.html
https://www.koreadumps.com/CKS_exam-braindumps.html
https://kr.fast2test.com/CKS-premium-file.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.koreadumps.com%252fCKS_exam-braindumps.html
https://www.dumptop.com/Linux-Foundation/CKS-dump.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.koreadumps.com%252fCKS_exam-braindumps.html
https://www.pass4test.net/CKS.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.koreadumps.com%252fCKS_exam-braindumps.html
https://kr.fast2test.com/CKS-premium-file.html
https://soulvegsouth.com/?s=%25eb%2586%2592%25ec%259d%2580%20%25ed%2586%25b5%25ea%25b3%25bc%25ec%259c%25a8%20CKS%25ec%258b%259c%25ed%2597%2598%25eb%25ac%25b8%25ec%25a0%259c%25ec%25a7%2591%20%25ec%258b%259c%25ed%2597%2598%25ec%259e%2590%25eb%25a3%258c%20%25f0%259f%2592%2581%20%7B%20www.itdumpskr.com%20%7D%25ec%2597%2590%25ec%2584%259c%25e3%2580%258a%20CKS%20%25e3%2580%258b%25eb%25a5%25bc%20%25ea%25b2%2580%25ec%2583%2589%25ed%2595%2598%25ea%25b3%25a0%20%25eb%25ac%25b4%25eb%25a3%258c%20%25eb%258b%25a4%25ec%259a%25b4%25eb%25a1%259c%25eb%2593%259c%20%25eb%25b0%259b%25ea%25b8%25b0CKS%25ec%258b%259c%25ed%2597%2598%25ed%258c%25a8%25ec%258a%25a4%20%25ea%25b0%2580%25eb%258a%25a5%25ed%2595%259c%20%25ec%259d%25b8%25ec%25a6%259d%25ea%25b3%25b5%25eb%25b6%2580%25ec%259e%2590%25eb%25a3%258c
https://www.pass4test.net/CKS.html
https://lepetitstamm.com/?s=CKS%25ed%258d%25bc%25ed%258e%2599%25ed%258a%25b8%20%25ec%25b5%259c%25ec%258b%25a0%25eb%25b2%2584%25ec%25a0%2584%20%25eb%25ac%25b8%25ec%25a0%259c%20%25f0%259f%2594%25a2%20CKS%25ed%258d%25bc%25ed%258e%2599%25ed%258a%25b8%20%25ec%25b5%259c%25ec%258b%25a0%25eb%25b2%2584%25ec%25a0%2584%20%25eb%25ac%25b8%25ec%25a0%259c%20%25f0%259f%25a7%25ac%20CKS%25ec%258b%259c%25ed%2597%2598%25eb%258d%25a4%25ed%2594%2584%25eb%258d%25b0%25eb%25aa%25a8%20%25e2%259c%25a1%20%25ec%25a7%2580%25ea%25b8%2588%25ef%25bc%2588%20www.itdumpskr.com%20%25ef%25bc%2589%25ec%259d%2584(%25eb%25a5%25bc)%20%25ec%2597%25b4%25ea%25b3%25a0%20%25eb%25ac%25b4%25eb%25a3%258c%20%25eb%258b%25a4%25ec%259a%25b4%25eb%25a1%259c%25eb%2593%259c%25eb%25a5%25bc%20%25ec%259c%2584%25ed%2595%25b4%25e3%2580%258c%20CKS%20%25e3%2580%258d%25eb%25a5%25bc%20%25ea%25b2%2580%25ec%2583%2589%25ed%2595%2598%25ec%258b%25ad%25ec%258b%259c%25ec%2598%25a4CKS%25ec%258b%259c%25ed%2597%2598%25ec%25a4%2580%25eb%25b9%2584%25ea%25b3%25b5%25eb%25b6%2580
https://www.exampassdump.com/CKS_valid-braindumps.html
https://myportal.utt.edu.tt/ICS/icsfs/4264fd89-0c46-4305-864f-1b26944058d4.pdf?target=c2616dc8-8644-400c-bb7e-4bf23edeb0a9
https://myportal.utt.edu.tt/ICS/icsfs/57ff0db4-fc25-48d1-9a8a-d71b3d324dd9.pdf?target=4073e4e3-b503-425e-bd11-f490679c75e1
https://myportal.utt.edu.tt/ICS/icsfs/59ebf12c-ce83-4d42-a665-0f19ed2eb633.pdf?target=b0379440-1269-46fb-ae75-14152d58aee4
https://myportal.utt.edu.tt/ICS/icsfs/5aa5baf6-dfe0-440e-9945-3143386cc19f.pdf?target=94507a15-f53a-4af5-bbbc-a15ea30fb7c6
https://myportal.utt.edu.tt/ICS/icsfs/658d9875-e1da-4563-a9c4-79ca7c456e13.pdf?target=3def1e75-a28b-4cfe-a8b6-c78f8fc0ad11
https://myportal.utt.edu.tt/ICS/icsfs/92cd7417-953b-489d-96ba-ef66b80f6886.pdf?target=25fcb9a0-16ca-43a2-aa07-db281c6ecbb1
https://myportal.utt.edu.tt/ICS/icsfs/9556f23f-c853-4a88-adf8-f922aa2d168b.pdf?target=bf49b322-3e95-4b13-a499-7a5a4323fce2
https://myportal.utt.edu.tt/ICS/icsfs/c415b516-dd4e-48a1-8284-86e1735c6a9f.pdf?target=f1b0f943-d884-4670-89b6-f161b4eefd27
https://myportal.utt.edu.tt/ICS/icsfs/dccd6ed8-51d7-4547-9399-0753bb32c759.pdf?target=287c28a4-d80d-41b1-90f3-0c98d275e393
https://myportal.utt.edu.tt/ICS/icsfs/eb50b7ce-920f-46e3-9455-33903509e399.pdf?target=ea22adec-57ae-4fff-89fd-1788ac0213d3
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3874301
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3873635
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3874622
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3873720
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3875490
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3873912
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3874500
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3874610
https://knowyourmeme.com/users/akamd
https://frvape.com
https://drive.google.com/open?id=1CvKAHtm80qdqT0UBaTpCQGs96frjzL8o

