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GIAC Forensics Examiner Practice Test Sample Questions (Q133-Q138):
NEW QUESTION # 133 
During a forensic investigation, you need to reconstruct a user's browsing history from Firefox. The user is suspected of accessing
unauthorized sites, but they have cleared their history. Which artifacts would you examine to retrieve evidence of their browsing
activities?
(Select three)
Response:

A. Places.sqlite
B. Prefs.js
C. Form history
D. Cookies.sqlite
E. Cache files

Answer: A,C,E

NEW QUESTION # 134 
Which of the following best describes the structure of the places.sqlite file in Firefox?
Response:

A. A cache of downloaded images
B. A plain text file containing user preferences
C. A database storing browsing history and bookmarks
D. A log file of browser errors

Answer: C

NEW QUESTION # 135 
How do forensic analysts use 'anomaly detection' techniques in their investigations?
Response:

A. By tracking the installation of third-party software.
B. By identifying patterns in data that deviate from normal behavior, suggesting potential security incidents or malicious
activity.
C. By monitoring the efficiency of the system cooling components.
D. By logging the updates to user profiles and settings.

Answer: B

NEW QUESTION # 136 
What is the primary purpose of creating a forensic image of a hard drive?

A. To install new software
B. To enhance the performance of the drive
C. To create an exact copy for analysis while preserving the original evidence
D. To recover deleted files

Answer: C

NEW QUESTION # 137 
Which two of the following methods are commonly used to ensure the authenticity of digital evidence?

A. Frequent system backups



B. Hashing evidence files
C. Systematic sampling of data
D. Maintaining an evidence log

Answer: B,D

NEW QUESTION # 138
......
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