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HA #94
A client STA must choose the best AP for connectivity. As part of the evaluation, it must verify compatible data rates. What can the
client STA use to verify that an AP supports the same data rates that it supports?

A. Probe request frames transmitted by other client STAs

B. Data frames sent between the AP and current clients STAs
C. Authentication frames transmitted by the other client STAs
D. Beacon frames transmitted by the AP

Ef#E: D

A -

The client STA can use Beacon frames transmitted by the AP to verify that an AP supports the same data rates that it supports.
Beacon frames are management frames that are periodically broadcasted by the APs to announce their presence, capabilities, and
parameters. Oneof the information elements contained in the Beacon frames is the Supported Rates or Extended Supported Rates,
which lists the data rates that the AP can use for commumication. The client STA can compare its own data rates with those
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advertised by the AP to determine if they are conmpatible. Data frames, authentication frames, and probe request frames do not
contain information about data rates. References: [CWNP Certified Wireless Network Administrator Official Study Guide:
ExamCWNA-109], page 133; [CWNA: Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page
123.

H #95
The IEEE 802.11-2012 standard requires VHT capable devices to be backward compatible with devices using which other 802.11
physical layer specifications (PHYs)?

A. DSSS-OFDM
B. OFDM

C. HR/DSSS

D. ERP-PBCC

IEf#: B

R -

OFDM (Orthogonal Frequency Division Multiplexing) is the physical layer specification (PHY) that VHT capable devices must be
backward compatible with according to the IEEE 802.11-2012 standard. VHT (Very High Throughput) is a PHY and MAC
enhancement that is defined in the IEEE 802.11ac amendment and is also known as Wi-Fi 5. VHT operates only in the 5 GHz band
and uses features such as wider channel bandwidths (up to 160 MHz), higher modulation schemes (up to 256-QAM), more spatial
streans (up to eight), multi-user MIMO (MU-MIMO), beamforming, and VHT PHY and MAC enhancements. VHT can achieve
data rates up to 6.9 Gbps.

According to the IEEE 802.11-2012 standard, VHT capable devices must be backward compatible with devices using OFDM
PHY, which is defined in the IEEE 802.11a amendment and is also used by IEEE 802.11 g, IEEE 802.11n, and IEEE 802.11h
amendments. OFDM operates in both the 2.4 GHz and 5 GHz bands and uses features such as subcarriers, symbols, guard
ntervals, and OFDM PHY and MAC enhancements. OFDM can achieve data rates up to 54 Mbps.

Backward compatibility means that VHT capable devices can interoperate with OFDM devices on the same network by using
common features and parameters that are supported by both PHYs. For example, VHT capable devices can use a channel
bandwidth of 20 MHz, a modulation scheme of BPSK, QPSK, or 16-QAM, one spatial stream, no beamforming, and OFDM
PHY and MAC headers when communicating with OFDM devices. Backward compatibility also means that VHT capable devices
can fall back to OFDM mode when the signal quality or SNR is too low for VHT mode. References: 1, Chapter 3, page 123; 2,
Section 3.2

B #96
‘What statement about the beanmwidth of an RF antenna is true?

e A. When antenna gain is lower, the beamwidth is also lower in both the horizontal and vertical dimensions.

¢ B. Horizontal and vertical beamwidth are calculated at the points where the main lobe decreases power by
3dB.

¢ (. The beamwidth patterns on an antenna polar chart indicate the point at which the RF signal stops propagating,

e D. Vertical beannwidth is displayed (in degrees) on the antenna's Azimuth chart.

IEf#: B

AR :

The beanwidth of an RF antenna is the angular measure of how wide the main lobe of radiation is. The main lobe is the area where
the signal strength is highest and most concentrated. The beanwidth is calculated at the points where the main lobe decreases power
by 3 dB, which means 1t is half of the maximum power. The beamwidth can be measured in both horizontal and vertical planes,
depending on how the antenna is oriented.

The horizontal beannwidth is also called azimuth, while the vertical beanwidth is also called elevation. The beamwidth patterns on an
antenna polar chart indicate how the RF energy is distributed in different directions. References: 1, Chapter 2, page 66; 2, Section
23

B #97
ABC Company is planning a point-to-multipoint outdoor bridge deployment with standalone (autonomous)
802.11 bridge units. 802.1X/EAP will be used for bridge authentication. A Linux-based RADIUS server will be used for



authentication. What device in the bridge implementation acts as the 802.1X Authenticator?

e A The root bridge

¢ B. The RADIUS server
¢ C. Allnon-root bridges
¢ D. The Ethernet switch

Ef#: A

fiR e«

The device in the bridge implementation that acts as the 802.1X Authenticator is the root bridge. The root bridge is the bridge that
connects to the wired network and acts as the central point for all other bridges in the point-to-multipoint topology. The root bridge
authenticates the non-root bridges using 802.1X/EAP and forwards their authentication requests to the RADIUS server. The non-
root bridges act as the 802.1X Supplicants and use EAP methods such as EAP-TLS or EAP-PEAP to authenticate with the root
bridge. References: [CWNP Certified Wireless Network Administrator Official Study Guide: Exam CWNA-

109], page 459; [Cisco Aironet Wireless Bridges FAQ], question 29.

HM #98
What facts are true regarding controllers and APs ina Split MAC architecture?

o A With 802.1X/EAP security, the AP acts as the supplicant and the controller acts as the authenticator.

¢ B. Using centralized data forwarding, APs never tag Ethernet frames with VLAN identifiers or 802.1p CoS.

e C. Management and data frame types must be processed locally by the AP, while control frame types must be sent to the
controller.

¢ D. AnIP tunnel is established between the AP and controller for AP management and control functions.

Ef: D

R -

The fact that is true regarding controllers and APs ina Split MAC architecture is that an [P tunnel is established between the AP and
controller for AP management and control finctions. A Split MAC architecture is a WLAN architecture where some of the MAC
layer functions are performed by the APs (such as encryption, decryption, and frame acknowledgement) and some are performed
by the controllers (such as authentication, association, roaming, and QoS). To communicate with each other, the APs and controllers
establish an [P tunnel that carries the management and control frames between them. The IP tunnel can use protocols such as
Lightweight Access Point Protocol (LWAPP) or Control And Provisioning of Wireless Access Points (CAPWAP). References:
[CWNP Certified Wireless Network Admnistrator Official Study Guide: ExamCWNA-109], page 372; [CWNA: Certified
Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 362.
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