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R #421
According to best practices, how should an application be designed to run in the AWS Cloud?

A. Use infrequently coupled components.
B. Use loosely coupled components.

C. Use tighly coupled components.

D. Use frequently coupled components.

IEf#: B

HR #422
What should a user do ifthe user loses an IAM secret access key?

A. Retrieve the secret access key by using the [AM console.

B. Create a new user with a new access key and a new secret access key.
C. Request a new secret access key from AWS Support.

D. Rotate the secret access key.

EfE: A

B #423

A Cloud Practitioner must determine if any security groups in an AWS account have been provisioned to allow unrestricted access
for specific ports.

What is the SIMPLEST way to do this?

A. Open the AWS IAM console and check the inbound rule filters for open access.

B. In AWS Config, create a customrule that invokes an AWS Lambda function to review rules for inbound access.

C. Run AWS Trusted Advisor and review the findings.

D. Review the inbound rules for each security group in the Amazon EC2 management console to check for port 0.0.0.0/0.

IEf: C

R -
Explanation/Reference: https//docs.aws.amazon.comy AWSEC2/latest/ WindowsGuide/ec2-security-groups.html

H #424
‘Which of the following can be used to identify a specific user who stopped an amazon EC2 instance?

A. Amazon CloudWatch
B. VPC Flow Logs

C. AWS CloudTrail

D. Amazon Inspector

H
R

: C

H #425

A company wants to reconfigure its ecommerce application to automatically scale to meet customer demands. The company wants
the operating system that the application runs on to be automatically updated.

Which AWS service will meet these requirements?

e A AWS Lambda
¢ B. Amazon Lightsail
e C. Amazon EC2



¢ D. Amazon EC2 Auto Scaling
EE: A

B #426
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