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Fortinet FCP_FSA_AD-5.0 Exam Syllabus Topics:

Topic Details

Topic 1
Results analysis: This section involves understanding common attack vectors, analyzing malware behavior,
and interpreting scan job reports to assess threats and make informed security decisions.

Topic 2
Deployment and system settings: This domain covers understanding FortiSandbox deployment within
different stages of the Cyber Kill Chain, along with configuring system settings, high availability (HA)
clusters, and troubleshooting system-related issues.

Topic 3
Integration: This domain explains how to integrate FortiSandbox within the Fortinet Security Fabric and
with third-party tools, as well as identifying ATP deployments and resolving integration-related issues.

Topic 4
Scanning and rating components: This section focuses on FortiSandbox scanning mechanisms, including
scanning components, managing guest virtual machines, and configuring scan options to properly analyze
and rate suspicious files.
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Fortinet FCP - FortiSandbox 5.0 Administrator Sample Questions (Q10-
Q15):
NEW QUESTION # 10 
To allow access to the FortiSandbox GUI the administrator must configure an IP address and a default gateway. Which two
commands must the administrator use to accomplish this task? (Choose two answers)

A. set port1-ip <IP address>
B. set default-gw <IP Address>
C. set admin-port port1
D. set api-port port1

Answer: A,B

Explanation:
From the Deployment and System Settings lesson, the Study Guide explicitly states:
"Initial port1 IP configuration must be performed from the console, using the commands shown on this slide. If your management
computer is on a separate subnet from FortiSandbox, you must specify a gateway address using the commands shown on this slide."
The two required commands are:
set port1-ip <IP address> - to assign the IP address to port1 for GUI access set default-gw <IP Address> - to configure the default
gateway so the management computer can reach FortiSandbox from a different subnet Option B (set api-port port1) is for API
access configuration, and Option C (set admin-port port1) is not a valid FortiSandbox CLI command for this purpose.

NEW QUESTION # 11 
A security analyst is reviewing a scan job report that indicates a true positive match. The job report displays that the malware
attempts to replace vital system executables. Which type of malware is the analyst observing? (Choose one answer)

A. Trojan
B. Rootkit
C. Exploit
D. Dropper

Answer: B

Explanation:
The Results Analysis section gives direct malware-type definitions. It says: "A downloader attempts to download malicious content
from a remote system", "A dropper installs malicious content", "A trojan appears to be a legitimate software application", and most
importantly, "A rootkit attempts to hide its components by replacing valid system files." That exact wording matches the question
statement about malware attempting to replace vital system executables. Replacing valid system files is classic rootkit behavior
because the purpose is concealment and persistence by hiding malicious components behind trusted operating-system files. A
dropper's main role is delivering payloads. A trojan is mainly deceptive software that appears legitimate. An exploit takes advantage
of a vulnerability. None of those definitions match the described behavior as precisely as the rootkit definition in the Study Guide.
Therefore, the malware type being observed is Rootkit.

NEW QUESTION # 12 
Refer to the exhibit.



A network topology is shown. Which two important steps must you take before you enable a BCC adapter on FortiSandbox?
(Choose two answers)

A. Configure the upstream SEG to extract files and URLs from emails and send them to FortiSandbox for analysis.
B. Configure an A record on the DNS server for the FortiSandbox IP.
C. Configure the sub-domain on the upstream SEG to BCC emails to FortiSandbox.
D. Add an MX record on the DNS server for the BCC email sub-domain to resolve to the FortiSandbox IP.

Answer: C,D

Explanation:
From the Deployment and System Settings lesson, the Study Guide states:
"You can submit emails from an upstream MTA server to FortiSandbox using a BCC adapter. FortiSandbox will extract attachment
files and URLs in an email body." For a BCC adapter to function correctly, two critical prerequisites must be in place:
Option C - The upstream SEG must be configured to BCC emails to a FortiSandbox sub-domain so that email copies are routed to
FortiSandbox for analysis Option D - An MX record must be added to the DNS server for the BCC email sub-domain, so that the
sub-domain resolves to the FortiSandbox IP address, allowing the SEG to properly deliver BCC email copies Option A is incorrect
because the BCC adapter handles full email inspection - FortiSandbox itself extracts files and URLs rather than the SEG doing this.
Option B is incorrect because an MX record (not just an A record) is the required DNS configuration for email routing.

NEW QUESTION # 13 
You are troubleshooting long delays between FortiMail file submissions to FortiSandbox and verdicts being returned form
FortiSandbox. Which FortiMail debug tool must you use to troubleshoot this issue further? (Choose one answer)

A. diagnose debug application mailfilterd
B. diagnose debug application deferd
C. diagnose debug application oftpd
D. diagnose debug application hoststatd

Answer: B



NEW QUESTION # 14 
Refer to the exhibit.

Which two inspections will FortiSandbox perform on samples submitted for sandboxing? (Choose two answers)

A. URL rating on HTTP GET requests
B. IP reputation check on callback connections
C. URL rating on FQDN seen in DNS requests
D. Antivirus inspection on downloaded files

Answer: A,C

Explanation:
The exhibit shows the Connectivity and Services widget with VM Internet = GRAY (disabled) while Web Filter = GREEN
(enabled) and Tracer/Rating = GREEN (enabled).
Since VM Internet access is disabled (SIMNET mode), the Study Guide explicitly states what CANNOT be performed:
"When the malware does a DNS query, FortiSandbox responds with an internal IP address. Performing an IP reputation lookup on
an internal IP would be meaningless." - eliminates Option A
"When the malware attempts to download a file, FortiSandbox provides a fake download package. This allows the downloader to
successfully execute; however, FortiSandbox cannot run its antivirus inspection on the file." - eliminates Option B
"If the malware creates a callback connection to an IP, FortiSandbox cannot rate the IP, to determine if it's a botnet server."
However, the Study Guide confirms URL rating CAN still be performed:
"FortiSandbox checks connection attempts to any URLs against the FortiGuard web filtering database."
"Similarly, FortiSandbox assesses all IP connection attempts against the FortiGuard IP rating database to identify known command-
and-control (C&C) servers." Since the Web Filter service is GREEN (active), FortiSandbox can still:
Option C - Perform URL rating on HTTP GET requests using the FortiGuard web filtering database Option D - Perform URL
rating on FQDN seen in DNS requests using the FortiGuard web filtering database These URL rating inspections use
FortiSandbox's own internet connectivity (port1) to query FortiGuard, independent of the VM internet access status on port3.

NEW QUESTION # 15
......
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