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¢ Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and
maintaining persistence within a system. This topic also covers lateral movement within an environment and

e 71 introduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,

ensuring analysts understand the post-exploitation phase’s responsibilities.

¢ Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration

techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
ey 72 purposes. They will also understand which tools to use for these stages, essential for gathering crucial
mformation before performing deeper penetration tests.
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¢ Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize

attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
bEY 73 wireless, and social engineering attacks using appropriate tools. Understanding specialized systenms and
automating attacks with scripting will also be emphasized.

¢ Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing

ey 74 frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and

recommend remediation effectively within reports, crucial for real-world testing scenarios.

¢ Vulnerability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to

discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
hEY 75 phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digital landscape.
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While conducting a peer review for a recent assessment, a penetration tester finds the debugging mode is still enabled for the
production system. Which of the following is most likely responsible for this observation?

A. A full backup restoration is required for the server.
B. Configuration changes were not reverted.

C. The penetration tester was locked out of the system.
D. The penetration test was not completed on time.
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Debugging Mode:

Purpose: Debugging mode provides detailed error messages and debugging information, useful during development.

Risk: In a production environment, it exposes sensitive information and vulnerabilities, making the system more susceptible to
attacks.

Common Causes:

Configuration Changes: During testing or penetration testing, configurations might be altered to facilitate debugging. If not reverted,
these changes can leave the system in a vulnerable state.

Oversight: Configuration changes might be overlooked during deployment.

Best Practices:

Deployment Checklist: Ensure a checklist is followed that includes reverting any debug configurations before moving to production.
Configuration Management: Use configuration management tools to track and manage changes.

Reference from Pentesting Literature:

The importance of reverting configuration changes is highlighted in penetration testing guides to prevent leaving systems in a
vulnerable state post-testing.

HTB write-ups often mention checking and ensuring debugging modes are disabled in production environments.

Reference:

Penetration Testing - A Hands-on Introduction to Hacking

HTB Official Writeups
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A penetration tester writes the following script to enumerate a 1724 network:
1 #!/bin/bash

2 foriin {1..254}; do

3 ping-cl 192.168.1.8i

4 done

The tester executes the script, but it fails with the following error:

-bash: syntax error near unexpected token “ping

Which of'the following should the tester do to fix the error?



A. Add do after line 2.

B. Replace {1..254} with $(seq 1 254).
C. Replace bash with tsh.

D. Replace $i with ${i}.

IEf%: B
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The syntax (1..254) is incorrect in Bash, as it uses brace expansion or seq for looping. The correct syntax should be:
foriin $(seq 1 254)

Also, the missing do is an issue, but the syntax error mentioned points specifically to the loop structure.

Fixing the sequence format resolves it.

Corrected script:

#!/bin/bash

for iin $(seq 1 254); do

ping-cl 192.168.1.8i

done

From the CompTIA PenTest+ PT0-003 Official Study Guide (Chapter 4 - Scanning & Enumeration):

"Bash scripting is commonly used for automation in enumeration. The 'seq’ command generates a sequence of numbers for iteration
in loops."

H #220
A penetration tester is searching for vulnerabilities or misconfigurations on a container environment. Which of the following tools will
the tester most likely use to achieve this objective?

A. Nikto
B. Nmap

C. Trivy
D. Nessus

IEfE: C
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Containers (e.g., Docker, Kubernetes) require specialized scanning tools to detect vulnerabilities.

Trivy (Option B):

Trivy is an open-source vulnerability scanner designed specifically for containers and Kubernetes environments.

It scans container images, repositories, and running containers for known vulnerabilities (CVEs).

Reference: CompTIA PenTest+ PT0-003 Official Study Guide - "Container Security and Vulnerability Scanning” Incorrect options:
Option A (Nikto): Web server scanner, not container-focused.

Option C (Nessus): General network vulnerability scanner, but lacks container-specific scanning,

Option D (Nmap): Network mapper, not a vulnerability scanner.

R #221

A penetration tester performs several Nmap scans against the web application for a client.

INSTRUCTIONS

Click on the WAF and servers to review the results of the Nmap scans. Then click on each tab to select the appropriate vulnerability
and remediation options.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Ef#:

AR :

A screenshot of a computer Description autormatically generated

A screenshot of a computer screen Description automatically generated

Most likely vulnerability: Perform a SSRF attack against App01.example.com from CDN.example.com

The scenario suggests that the CDN network (with a WAF) can be used to performa Server-Side Request Forgery (SSRF) attack.
Since the penetration tester has the pentester workstation interacting through the CDN

/WAF and the production network is behind it, the most plausible attack vector is to exploit SSRF to interact with the internal



services like App01.example.com.

Two best remediation options:

* Restrict direct communications to App01.example.com to only approved components.

* Require an additional authentication header value between CDN.example.com and App01.example.com.

* Restrict direct communications to App01.example.com to only approved components: This limits the exposure of the application
server by ensuring that only specified, trusted entities can communicate with it.

* Require an additional authentication header value between CDN.example.com and App01.example.

com: Adding an authentication layer between the CDN and the app server helps ensure that requests are legitimate and originate
from trusted sources, mitigating SSRF and other indirect attack vectors.

Nmap Scan Observations:

* CDN/WAF shows open ports for HTTP and HTTPS but filttered for MySQL, indicating it acts as a filtering layer.

* App Server has open ports for HTTP, HTTPS, and filtered for MySQL.

* DB Server has all ports filtered, typical for a database server that should not be directly accessible.

These findings align with the SSRF vulnerability and the appropriate remediation steps to enhance the security of internal
communications.

B #222
Which of the following is a rules engine for managing public cloud accounts and resources?

A. Pacu

B. Cloud Brute

C. Cloud Custodian
D. Scout Suite

Ef: C
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Cloud Custodian is a rules engine for managing public cloud accounts and resources. It allows users to define policies to enable a
well managed cloud infrastructure, that's both secure and cost optimized. It consolidates many of the adhoc scripts organizations
have into a lightweight and flexible tool, with unified metrics and reporting.

Cloud Custodian is a tool that can be used to manage public cloud accounts and resources. Cloud Custodian can define policies and
rules for cloud resources based on various criteria, such as tags, filters, actions, modes, or schedules. Cloud Custodian can enforce
compliance, governance, security, cost optimization, and operational efficiency for cloud resources. Cloud Custodian supports
multiple public cloud providers, such as AWS, Azure, GCP, and Kubernetes. Cloud Brute is a tool that can be used to enumerate
cloud platforms and discover hidden files and buckets. Pacu is a tool that can be used to exploit AWS environments and perform
post-exploitation actions. Scout Suite is a tool that can be used to audit cloud environments and identify security issues.
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