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Technologies for CyberOps 300-215 Prüfungsfragen mit Lösungen (Q113-
Q118):
113. Frage 
Which scripts will search a log file for the IP address of 192.168.100.100 and create an output file named parsed_host.log while
printing results to the console?

A. Option B
B. Option C
C. Option A
D. Option D

Antwort: A

Begründung:
To determine the correct script, we evaluate the following requirements:
* The script must search for the IP address 192.168.100.100.
* The output should be written to a file named parsed_host.log.
* The matching lines should be printed to the console.
Analysis of the options:
* Option A: Correct IP regex used and correct output filename, but reads from parsed_host.log instead of a source log file like
test_log.log (not ideal for initial parsing).
* Option C: The IP address used is 192.168.100.101 instead of 192.168.100.100 - incorrect.
* Option D: Same IP address and logic as Option B, but uses print statement without parentheses, which is not valid in Python 3
unless using Python 2 - not ideal.
#Option B:
* Uses correct IP: "192.168.100.100"
* Reads from test_log.log (presumably the source log file).
* Writes to output/parsed_host.log.
* Prints each matching line and writes to output file - satisfying all conditions.
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on "Investigating Host-Based Evidence and Logs"
emphasizes scripting log parsing tasks using Python's regex and file I/O for filtering artifacts like IP addresses. Scripts should ensure
proper source log input, pattern matching, result redirection, and optional output logging for forensics analysis.
ChatGPT said:

114. Frage 
A new zero-day vulnerability is discovered in the web application. Vulnerability does not require physical access and can be
exploited remotely. Attackers are exploiting the new vulnerability by submitting a form with malicious content that grants them access
to the server. After exploitation, attackers delete the log files to hide traces. Which two actions should the security engineer take
next? (Choose two.)

A. Enable file integrity monitoring.
B. Update web application to the latest version.
C. Validate input upon submission.
D. Block connections on port 443.
E. Install antivirus.

Antwort: A,C

Begründung:
* Input validation (A) is a critical countermeasure to defend against command injection and related vulnerabilities, as discussed in the
Cisco guide. Proper validation ensures that malicious commands or payloads are not accepted or executed by the web application.
* File integrity monitoring (E) helps detect unauthorized changes such as log deletion or binary modification, making it a crucial tool
in recognizing and investigating tampering attempts.Blocking port
443 (B) would disable HTTPS and is not a practical solution. Antivirus (C) does not prevent form- based application attacks, and
merely updating the application (D) may not be sufficient without addressing the underlying input validation flaw.
-



115. Frage 
Refer to the exhibit.
What is occurring?

A. Obfuscated scripts are getting executed on the victim machine.
B. The threat actor creates persistence by creating a repeatable task.
C. RDP is used to move laterally to systems within the victim environment.
D. Malware is modifying the registry keys.

Antwort: B

Begründung:
The command in the image usesschtasks /createwith theONLOGONschedule andSystemuser context to executetest.exe. This is a
well-documented persistence technique, where an attacker ensures that a malicious executable is launched automatically at each
system logon. This kind of scheduled task creation aligns with persistence techniques in the MITRE ATT&CK framework (T1053).
-

116. Frage 
Refer to the exhibit.
An engineer is analyzing a TCP stream in Wireshark after a suspicious email with a URL. What should be determined about the
SMB traffic from this stream?

A. It is exploiting redirect vulnerability
B. It is sharing access to files and printers.
C. It is redirecting to a malicious phishing website
D. It is requesting authentication on the user site.

Antwort: B

Begründung:
The Wireshark output shows SMB protocol transactions, including NT Create AndX Response and Write AndX Response,
indicating the transfer of files or objects. SMB (Server Message Block) is a protocol used for file sharing and printer access in
Windows networks. The log does not indicate phishing or redirection behavior but rather normal SMB communication such as
accessing files or shared resources.
-

117. Frage 
Refer to the exhibit. A network administrator creates an Apache log parser by using Python. What needs to be added in the box
where the code is missing to accomplish the requirement?

A. r'\d{1,3}.\d{1,3}.\d{1,3}.\d{1,3}'
B. r'*\b'
C. r''\b{1-9}[0-9}\b'
D. r'\d(1,3),\d(1.3),\d{13}.df{1,3}'

Antwort: A

Begründung:
The goal of the given Python code is to parse an Apache access log and extract IP addresses using regular expressions (regex). In
this context, the most appropriate regex pattern to extract IPv4 addresses from log data is:
* r'\d{1,3}.\d{1,3}.\d{1,3}.\d{1,3}'
This pattern matches typical IPv4 addresses, where each octet consists of 1 to 3 digits separated by periods.
For example, it matches addresses like192.168.1.1or10.0.0.123. The pattern uses:
* \d{1,3}to capture between 1 and 3 digits,
* \.to match the dot (escaped since.is a special character in regex),
* repeated 4 times with proper separation to form the full IPv4 structure.
Options A, B, and C either include incorrect syntax, improper escape sequences, or do not represent a valid IP address pattern.
This type of log analysis and pattern extraction is described in the Cisco CyberOps Associate curriculum under basic scripting and
automation techniques used in log and artifact analysis.



Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Section: "Basic Python Scripting for Security Analysts" and
"Log Analysis and Data Extraction using Regex."

118. Frage
......
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