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complex B2C Commerce systems. Salesforce Certified B2C Commerce Architect certification is recognized globally and is a
valuable asset for professionals seeking to advance their careers in the B2C Commerce domain.

Salesforce Certified B2C Commerce Architect Sample Questions (Q40-Q45):

NEW QUESTION # 40
A B2C Commerce Developer has just finished implementing a new promotion code form on checkout. During review, an Architect
notes that the form it not using CSRF validation correctly.

Which two options are best practice recommendations for dealing with CSRF validation? Choose 2 answers

A. Only use GET methods over HTTPS.

B. Ensure the CSRF protection is validated on form submission.
C. Automatically renew the CSRF Token if expired.

D. Only use POST methods over HTTPS.

Answer: B,D

Explanation:

For implementing CSRF (Cross-Site Request Forgery) protection correctly, especially in forns like promotion code submissions
during checkout, best practices include:

Option A (Ensure the CSRF protection is validated on form submission): It is crucial to validate the CSRF token upon the formi's
submission to ensure that the request originates from a legitimate source and corresponds to the user's intended actions, enhancing
security against CSRF attacks.

Option D (Only use POST methods over HTTPS): Using POST methods for transmitting form data helps mitigate the risk of CSRF
attacks as opposed to GET methods which can be manipulated more easily via URL. Ensuring the communication is over HITPS
encrypts the transmission, securing the data from interception or tampering during transit.

These practices safeguard against common security vulnerabilities and ensure that the application adheres to secure coding
standards.

NEW QUESTION # 41
An integration cartridge implements commumnication between the B2C Commerce Storefront and a third-party service provider. The
cartridge contains the localServiceRegistry code:

How does this code sample acconplish authentication to the service provider?

A. By disabling Basic Auth and executing the service authentication call
B. By Issuing a Basic Auth request to the service provider.

C. By wrapping the authentication service call with Basic Auth.

D. By performing a signed SOAP Auth request using a certificate.

Answer: A

Explanation:

The code sample shows the creation of a service request to a third-party service provider, where the authentication method is
explicitly set to 'NONE' using the line svc.setAuthentication("NONE");. This configuration implies that the request does not use
Basic Authentication or any embedded credentials like client ID and secret in the HTTP headers for authentication purposes.
Instead, it builds the authentication details into the request body, which suggests that the service expects credentials as part of the
payload rather than as part of the standard authentication headers, thus effectively disabling Basic Auth for this transaction.

NEW QUESTION # 42

A client receives multiple feeds from third parties on the same SFTP location:

* Product prices (sftp: prod/prices)

* Stores mformation (sfip: prod/stores;

* Product information (sfip: prod/catalog)

* Categories information (sftp: prod/marketing)

* Content (sftp: prod/marketing)

Some of the feeds are placed on sftp multiple times a day, as the information is updated in the source system
The Architect decides to have only two jobs:

* One that checks and downloads available feeds every hour



* One that imports the files from Webdav once a day before the data replication, using the standards steps available in the Job
Framework Which design is correct for the import Job, taking the steps scope in consideration?

¢ A. - four sibling flows execute steps ki parallel: import products, stores, prices, content
- fifth flow executes: import categories
- last flow executes steps In sequence: reindex

¢ B. -Four sibling flows execute steps in parallel: import products, stores, price, content
-last flow executes steps in sequence: import:categories, reindex

e (. - four sibling flows execute steps in parallel: import products, stores, prices, content
- last flow executes steps in sequence import categories, reindex

e D. - three siting flows Import steps In parallel: import products, stores, prices
- fourth flow executes: import categories
- last flow executes steps in sequece: reindex, Import content

Answer: B

NEW QUESTION # 43
An Architect isperforming an audit of production logs via Log Center and finds some potentially dangerous custom log output.

In which two ways It this log output Improper In a production environment? Choose 2 answers

¢ A The log nformation includes the order number and customer s email, which violates PCL

¢ B. The log information includes the customer's card CW (card security code) and expiration date, which violates PCL

¢ (. The log nformation includes the customer s cardname as it appears along with the credit card number (PAN), which
violates PCI.

¢ D. Information logs should not be used in a production environment

Answer: A,C

Explanation:

In a production environment, logging sensitive customer nformation such as credit card details (PAN, CVV, expiration date) can
lead to severe security and compliance issues, specifically violating PCI DSS (Payment Card Industry Data Security Standard)
requirenents. The standards strictly prohibit the storage of CVV codes and mandate that any PAN displayed must be masked.
Storing such data in logs is not only a risk for data breaches but also non-compliance with these standards can lead to penalties.
* Option A: Including the customer's card name along with the fuill credit card number in logs is a clear violation of PCI DSS
requirenments, which stipulate that no more than the last four digits of the card number may be displayed.

* Option B: Logging the card security code (CVV) and expiration date is explicitly prohibited by PCI DSS, which requires that
sensitive authentication data, including CVV, must never be stored post- authentication, even if it is encrypted.

NEW QUESTION # 44

A client has a single site with multiple domains, locales, and languages. Afterlaunch, there is a need for the client to perform offline
maintenance. The client would like to show the same maintenance page for each locale.

Which version of aliases,Json file below will accomplish this task?

onwp

Answer: D

Explanation:

Option C correctly addresses the requirement for showing the same maintenance page across muiltiple locales by having each
different domain alias ("nto.eu”, "nto.at", "nto.de"") mapped to the same www domain ("www.nto.eu”). This setup allows all traffic,
regardless of the original locale-specific domain, to be directed to a single, unified maintenance page hosted under the "www.nto.eu'"
domain. This ensures consistency in the maintenance message presented to all users, irrespective of their regional domain.

NEW QUESTION # 45
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