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¢ Real-World Case Studies: This section of the exam measures the skills of Cybersecurity Consultants and
mnvolves analyzing real-world breaches, compliance failures, and best practices in PCI DSS

FEw 21 implementation. Candidates must review case studies to understand practical applications of security

standards and identify lessons learned. One key skill evaluated is applying PCI DSS principles to prevent

security breaches.

e PCI DSS Testing Procedures: This section of the exam measures the skills of PCI Compliance Auditors
and covers the testing procedures required to assess compliance with the Payment Card Industry Data
FEwy 22 Security Standard (PCI DSS). Candidates must understand how to evaluate security controls, identify
vulnerabilities, and ensure that organizations meet conpliance requirements. One key skill evaluated is
assessing security measures against PCI DSS standards.

¢ PCI Reporting Requirements: This section of the exam measures the skills of Risk Management
Professionals and covers the reporting obligations associated with PCI DSS compliance. Candidates must
FEwy 23 be able to prepare and submit necessary documentation, such as Reports on Compliance (ROCs) and
Self- Assessment Questionnaires (SAQs). Orne critical skill assessed is compiling and submitting accurate
PCI compliance reports.

¢ PCI Validation Requirements: This section of the exam measures the skills of Compliance Analysts and

evaluates the processes involved in validating PCI DSS compliance. Candidates must understand the
NEw 24 different levels of merchant and service provider validation, including self-assessment questionnaires and
external audits. One essential skill tested is determining the appropriate validation method based on
business type.

¢ Payment Brand Specific Requirements: This section of the exam measures the skills of Payment Security
Specialists and focuses on the unique security and compliance requirements set by different payment
brands, such as Visa, Mastercard, and American Express. Candidates must be familiar with the specific
mandates and expectations of each brand when handling cardholder data. One skill assessed is identifying
brand-specific compliance variations.
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HH #30
Viewing of audit log files should be limited to?

A. Individuals with administrator privileges.

B. Individuals who performed the logged activity.
C. Individuals with a job-related need.

D. Individuals with read/write access.

IEf: C

R -

Audit Log Access Control:

* PCI DSS Requirement 10.7 restricts access to audit logs to individuals with a job-related need to protect the integrity and
confidentiality of the logs.

Rationale for Job-Related Need:

* Limiting access reduces the risk of tampering, accidental modification, or exposure of sensitive information.

Invalid Options:

* AiIndividuals who performed the activity should not necessarily view logs unless required.



* B/C:Read/write access or administrator privileges are not prerequisites for log viewing,

HA #31
An organization has implemented a change-detection mechanism on their systems. How often must critical file comparisons be

performed?

A. At least weekly
B. Periodically as defined by the entity
C. Only after a valid change is installed
D. At least monthly

Ef#: A

R -

PCI DSS Requirement for File Integrity Monitoring (FIM):

* Requirement 11.5 mandates the use of file integrity monitoring to detect unauthorized changes to critical files, and comparisons
nust be performed at least weekly unless otherwise defined and justified in the entity's risk assessment.

Purpose of Weekly Comparisons:

* Ensures timely detection of unauthorized modifications, reducing the risk of compromise.

Invalid Options:

* B/DiThese timeframes are not specific to PCI DSS unless documented as part of a risk-based approach.

* C:Comparisons must occur regularly, not just after changes are installed.

P #32
Where an entity under assessment is using the customized approach, which of the following steps is the responsibility of the
assessor?

A. Perform the targeted risk analysis as per PCI DSS requirement 12.3.2.

B. Monitor the control.

C. Derive testing procedures and document them in Appendix E of the ROC.

D. Document and maintain evidence about each customized control as defined in Appendix E of PCI DSS.

EfE: C

fi .-

Under theCustomized Approach, assessors are responsible forderiving and documenting the testing proceduresinAppendix E of the
Report on Conpliance (ROC). The assessor must ensure the controlimeets the requirement objectiveand validate it throughcustom
testing,

* Option A#Incorrect. Ongoing monitoring is the entity's responsibility, not the assessor’s.

* Option B#Correct. The assessor must derive anddocument testingin Appendix E.

* Option C#lIncorrect. The entity documents control details; the assessor documents test results.

* Option D#Incorrect. Theentitymust perform the targeted risk analysis, not the assessor.

Reference:PCI DSS v4.0.1 - Appendix D (Customized Approach) and Appendix E (ROC Template).

R #33
A sanple of business facilities is reviewed during the PCI DSS assessment. What is the assessor required to validate about the
sample?

A. It includes a consistent set of facilities that are reviewed for all assessments.

B. Every facility where cardholder data is stored is reviewed.

C. The number of facilities in the sample is at least 10 percent of the total number of facilities.
D. All types and locations of facilities are represented.

IEf#: D

A -
PerSection 6 - Sampling for PCI DSS Assessments, the assessor must ensure the sample of business facilitiesincludes all types and
locations, reflecting different operational environments. The goal is to cover variations that might affect compliance, such as data



centers vs. call centers, or regional differences.

* Option AIncorrect. Each assessment may require a different sample depending on the environment.

* Option B:Incorrect. There is no fixed 10% requirement for facility sampling,

* Option C:Incorrect. A full review of every facility isn't required if representative sampling is used appropriately.
* Option D:Correct. The samplingmust include all types and locationsof facilities to be valid.

H #34
Which of the following parties is responsible for completion of the Controls Matrix for the Customized Approach?

A. Entity being assessed.

B. Card brands or acquirer.

C. Either a QSA, AQSA, or PCIP.

D. Only a Qualified Security Assessor (QSA).

EfE: A

R -

UnderAppendix D - Customized Approach, it is clearly stated that theentity is responsiblefor completing theControls Matrixand
theTargeted Risk Analysis (TRA). The assessor may assist in completion, but accountability for content lies with the entity.

* Option Adncorrect. QSAs may assist but are not solely responsible.

* Option B:Incorrect. This overstates who is responsible; only the entity is ultimately accountable.

* Option C:Correct. The entity being assessed is responsible for completing the Controls Matrix and TRA.

* Option Dincorrect. Card brands or acquirers are not involved in document creation.

B #35
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