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Understanding valuable and particular pieces of 350-201 CISCO Performing
CyberOps Using Cisco Security

The going with will be inspected in CISCO 350-201 exam dumps:

e Infer the business for different consistence guidelines (for mstance, PCI, FISMA, FedRAMP,SOC, SOX, PCI, GDPR, Data
Privacy, and ISO 27101)

Apply the occurrence reaction work process

Apply the playbook for a typical situation (for instance, unapproved rise ofadvantage, DoS and DDoS, site destruction)
Compare security tasks contemplations of cloud stages (for instance, [aaS, PaaS)

Describe attributes and spaces of progress utilizing normal occurrence reactionmeasurements

Interpret the segments inside a playbook

Determine the devices required dependent on a playbook situation

Analyze components of a danger exammnation (mix resource, weakness, and danger)

Describe kinds of cloud conditions (for instance, IaaS stage)
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NEW QUESTION # 136
Refer to the exhibit.

a Threat Actor
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A threat actor behind a single computer exploited a cloud-based application by sending multiple concurrent API requests. These
requests made the application unresponsive. Which solution protects the application from being overloaded and ensures more
equitable application access across the end-user community?

A. Add restrictions on the edge router on how often a single client can access the API

B. Reduce the amount of data that can be fetched from the total pool of active clients that call the API
C. Limit the number of API calls that a single client is allowed to make

D. Increase the application cache of the total pool of active clients that call the API

Answer: C

NEW QUESTION # 137
According to GDPR, what should be done with data to ensure its confidentiality, integrity, and availability?

A. Conduct penetration testing
B. Perform awareness testing

C. Conduct a data protection impact assessment
D. Perform a vulnerability assessment

Answer: C

NEW QUESTION # 138
Refer to the exhibit.



Time Source Destinstion

1 0.000000 10,002 10.128.02
2 0.003987 10.128.0.2 10.0.0.2
3 0.005514 10.128.0.2 10002

4 0.008429 10002 10.128.0.2
5 0.010233 10.128.0.2 10002
6 0014072 10.128.0.2 10.0.02

7 0.016830 10.0.0.2 10.128.0.2
8 0.022220 10.128.0.2 10002
9 0.023496 10.128.0.2 10,002

10 0.025243 10.0.0.2 10.128.0.2
11 0.026672 10.128.0.2 10.0.0.2
12 0.028038 10.128.0.2 10,002
13 0.030523 10.128.0.2 10,002
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; Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
+ Ethernet II, Src:42:01:0a:f0:00:17 (42.01:0a:0:00:17), Dst: 42:01:0a:0:00.01 (4270
et Protocol version 4, Src: 10.0.0.2, Dst: 10.128.0.2
Transmi-sion Control Protocol, Src Port: 3341 DstPort: 86 Seq 0,

[Next sequence number: 0 (rel :

Window size value: 512
[Calculated window size: 512]
Checksum: 0x8d5a [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0

& [Timestamps]

‘What is the threat in this Wireshark traffic capture?

e A. Ahighrate of SYN packets being sent from multiple sources toward a single destination IP

e B. A flood of ACK packets coming from a single source IP to muitiple destination IPs

e (. Aflood of SYN packets coming froma single source IP to a single destination [P

e D. Ahighrate of SYN packets being sent froma single source IP toward muitiple destination IPs

Answer: C

NEW QUESTION # 139
Refer to the exhibit.



def map_to_lowercase_letter(s):
return ord('a’) + ((s-ord("a")) % 26)
def next_domain{domain):
dl = [ord(x) for x in list(domain])]
di[0] = map_to_lowercase_letter(dI[0] + dI[3])
di[1] = map_to_lowercase_letter(di[0] + 2*dI[1])
dij2] = map_to_lowercase_letter(dI[0] + dI[2] - 1)
di[3] = map_to_lowercase_letter(di[1] + dI[2] + dI[3])
relurn "join([chr(x) for x in di})
del isBanjorTail(seed):
for cQ in xrange(97,123):
for ¢1 in xrange(97, 123):
for ¢2 in xrange(97.123):
for ¢3 in xrange (97,123)
domain = chr{cO)+chr{c1)+chr(c2#chr(c3)
domain = next_domain(domain)
if seed startswith|{domain):
retumn False
return True
seads = |
“nhcisatformalisticirekb.gom®,
“agfesatformalisticirekB.com®,
“gqwiusatformalisticirekb.com”,
"elijhsatformalisticirekb.com”,
"siowsatformalisticirekb.com”,
"dhansatformalisticirekb.com”,
“ryogsatformalisticirekb com®,
“yaewsatformalisticirekb.com”.
Swanfsatformalisticirekb.com”,
“vixisatformalisticirekb.com”,
"usjssatformalisticirekb.com”,
"selzsatformalisticirekb.com”,
"nzjqsatformalisticirekb.com”,
“kencsatformalisticirekb.com”®,
“fzkxsatformalisticirekb.com®,
“babysatformalisticirekb.com”,

1
for seed in seeds.
print seed isBanjonTail(seed)

‘What results from this script?

A. Alist of domains as seeds is blocked

B. A search is conducted for additional seeds
C. Seeds for existing domains are checked
D. Domains are compared to seed rules

Answer: D

Explanation:

The script provided in the exhibit is indicative of a Domain Generation Algorithm (DGA), which is commonly used by cyber threats
to dynamically generate a large number of domain names. These domain names can serve as potential communication points with
command and control (C2) servers. The script takes a list of seeds and applies a transformation to generate new domain names. It
then checks these domains against a set of rules, such as not starting with "www." If a domain does not meet the specified criteria, it
is flagged as a potential C2 domain. This process is crucial in cyber operations for identifying and mitigating threats that use DGAs
for evasion and maintaining persistence.
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NEW QUESTION # 140
Drag and drop the mitigation steps from the left onto the vulnerabilities they mitigate on the right.

Answer:

Explanation:

NEW QUESTION # 141
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