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Apply the playbook for a typical situation (for instance, unapproved rise ofadvantage, DoS and DDoS, site destruction)
Compare security tasks contemplations of cloud stages (for instance, IaaS, PaaS)
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NEW QUESTION # 136 
Refer to the exhibit.

A threat actor behind a single computer exploited a cloud-based application by sending multiple concurrent API requests. These
requests made the application unresponsive. Which solution protects the application from being overloaded and ensures more
equitable application access across the end-user community?

A. Add restrictions on the edge router on how often a single client can access the API
B. Reduce the amount of data that can be fetched from the total pool of active clients that call the API
C. Limit the number of API calls that a single client is allowed to make
D. Increase the application cache of the total pool of active clients that call the API

Answer: C

NEW QUESTION # 137 
According to GDPR, what should be done with data to ensure its confidentiality, integrity, and availability?

A. Conduct penetration testing
B. Perform awareness testing
C. Conduct a data protection impact assessment
D. Perform a vulnerability assessment

Answer: C

NEW QUESTION # 138 
Refer to the exhibit.



What is the threat in this Wireshark traffic capture?

A. A high rate of SYN packets being sent from multiple sources toward a single destination IP
B. A flood of ACK packets coming from a single source IP to multiple destination IPs
C. A flood of SYN packets coming from a single source IP to a single destination IP
D. A high rate of SYN packets being sent from a single source IP toward multiple destination IPs

Answer: C

NEW QUESTION # 139 
Refer to the exhibit.



What results from this script?

A. A list of domains as seeds is blocked
B. A search is conducted for additional seeds
C. Seeds for existing domains are checked
D. Domains are compared to seed rules

Answer: D

Explanation:
The script provided in the exhibit is indicative of a Domain Generation Algorithm (DGA), which is commonly used by cyber threats
to dynamically generate a large number of domain names. These domain names can serve as potential communication points with
command and control (C2) servers. The script takes a list of seeds and applies a transformation to generate new domain names. It
then checks these domains against a set of rules, such as not starting with "www." If a domain does not meet the specified criteria, it
is flagged as a potential C2 domain. This process is crucial in cyber operations for identifying and mitigating threats that use DGAs
for evasion and maintaining persistence.
References :=
* Understanding Cisco CyberOps Using Core Security Technologies (Official Cisco course material)
* Cisco Certified CyberOps Associate Certification Overview (Cisco Learning Network)

NEW QUESTION # 140 
Drag and drop the mitigation steps from the left onto the vulnerabilities they mitigate on the right.

Answer:

Explanation:

NEW QUESTION # 141
......
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