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B #178

There is an interface-mode IPsec tunnel configured between FortiGatel and FortiGate2.

You want to run OSPF over the IPsec tunnel. On both FortiGates. the IPsec tunnel is based on physical interface Portl. Port1 has
the default MTU setting on both FortiGate units.

Which statement is true about this scenario?

A. The MTU must be set manually on the [Psec interface.

B. An IP address nmust be assigned to the IPsec interface on FortiGatel and FortiGate2.

C. A nulticast firewall policy must be added on FortiGate1 and FortiGate2 to allow protocol 89.
D. The MTU must be set manually in the OSPF iterface configuration.

EfE: B

B #179
Referring to the command output shown on the exhibit, how many hosts are connected to the FortiGate?


https://www.goshiken.com/Fortinet/NSE8_813-mondaishu.html
https://www.mogiexam.com/NSE8_813-exam.html
https://www.it-passports.com/NSE8_813.html
https://www.japancert.com/NSE8_813.html

show bridge control interface root.b host.
fdb: size=256, used=6, num=7, depth=Z2, simple=no
Bridge root.b host table

t no device devname mac addr ttl attributes

porx
2 7 wan?2 02:09:0f€:78:69:00 0 .Lhocal Static

5 6 vian_1 02:09:0€£:78:69:01L 0 Local Static

3 8 dmz 02:09:0f:78:69:01 0 Local Static

4 9 internal 02:09:0f:78:69:0Z 0 Local Static
3 8 dmz 00:80:c8:39:-877:-5Sa 194

4 9 internal 02:09:0f:78:67:68 8

1 3 wanl 00:09:0£f:78:69: fe 0 Local Static

oW
W= o

Ef#: C

fERL:
httpz//cookbook. fortinet. com/troubleshooting-fortigate-installation/

E R #180
An admmnistrator has configured a FortiGate device to authenticate SSL. VPN users using digital certificates. A FortiAuthenticator is
the certificate authority (CA) and the Online Certificate Status Protocol (OCSP) server.

Part of the FortiGate configuration is shown below:
SONL1Yg VPN CerLlllcdLe selling

set ocsp-status enable
set ocsp-default-server "FortiAuthenticator'
set ocsp-option certificate
set strict-ocsp-check enable
and
zonfig user peer
edit any
set ca CA Cert
F HTIE\:EIFap“server Training-Lab
gat= ldap-mode principal-name
next
and
config user group
edit "SSLVPN Users"
set member " any

next

and
Based on this configuration, which statement is true?



A. OCSP checks will always go to the configured FortiAuthenticator.

B. If the OCSP server is unreachable, authentication will succeed if the certificate matches the CA.

C. The OCSP check ofthe certificate can be combined with a certificate revocation list.

D. Ifthe OCSP response is CertStatus unknown, authentication will succeed if the certificate matches the CA.

F
®

: B

B #181
Refer to the exhibit.

Trusted Location

———

=3

F::RTINET

SSLVPN

.
Radunm =~
Authentication

—

Untrusted Clients

o

The exhibit shows the topology a customer wants to implement using a flexible authentication scheme. Users connecting from trusted
remote locations are authenticated using only their username/password when connecting to the SSLVPN FortiGate in the data
center.

When connecting from the Untrusted Clients, users must authenticate using 2-factor authentication.

In this scenario, which RADIUS attribute can be used as a RADIUS policy selector on the FortiAuthenticator to accomplish this

goal?

A. Tunnel-Client- Auth-1d
B. Calling-Station-1d

C. Logn-IP-Host

D. Framed-IP-Address

IEf#: B

fi#E L

The Calling-Station-Id RADIUS attribute contains the MAC address or IP address of the client requesting access. In this scenario,
it can be used as a policy selector to distinguish between clients connecting from trusted remote locations and untrusted clients. By
identifying the source of the request, you can enforce different authentication methods (e.g., username/password for trusted locations
and two-factor authentication for untrusted clients).

HM#182
A customer wants to use the FortiAuthenticator REST API to retrieve an SSO group called SalesGroup. The following API call is
being made with the 'curl' utility:
curl -k —-v —u “admin:zeyDZXmP6GbKcergdWWEYNTNnHZ2TagdCg H‘!‘p-2dAVS" —-X PUT —-d M “name”:“SalesGroup”}’ -H
‘Content—Type: application/Jjson’ https://10. = . Hedr'v1/ssogroup/100

Which two statements correctly describe the expected behavior of the FortiAuthenticator REST API? (Choose two.)

e A. This API call will fail because it requires that API version 2



¢ B. Ifthe REST API web service access key is lost, it cannot be retrieved and must be changed.
o (. The syntax is incorrect because the API calls needs the get method
¢ D. Only users with the "Full permission” role can access the REST API

Eﬁ: B\ C

fEERA -
httpsz/docs.fortinet.conm/document/fortiauthenticator/6.5.3/rest-api-solution- guide/999573/mitializing-the-rest-api
httpsz/docs.fortinet.conydocument/fortiauthenticator/6.5.3/rest-api- solution-guide/564066/sso- remote-groups-ssogroup
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