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HE #47

After an engineer configures an [PSec tunnel with a Cisco ASA, the Palo Alto Networks firewall generates system messages
reporting the tunnel is failing to establish.

Which of'the following actions will resolve this issue?

A. Ensure that an active static or dynamic route exists for the VPN peer with next hop as the tunnel interface.
B. Check that IPSec is enabled in the management profile on the external interface.

C. Configure the Proxy IDs to match the Cisco ASA configuration.

D. Validate the tunnel interface VLLAN against the peer's configuration.

IEf#: C

TR

The Proxy IDs (or Traffic Selectors) define the local and remote subnets that are allowed to commumicate over the IPSec tunnel. If
the Proxy IDs on the Palo Alto Networks firewall do not match the configuration on the Cisco ASA, the tunnel will fail to establish
because the firewalls won't agree on which traffic to encrypt. Ensuring that the Proxy IDs match between the Palo Alto Networks
firewall and the Cisco ASA will resolve the issue.

H #48

A security engineer creates a policy allowing only members of the Finance?Active Directory group to access a cloud-based
accounting application.

Which NGFW capability makes this policy possible?

¢ A. High availability clustering
¢ B. Dynamic routing protocols
e C. NAT policy
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e D. User-ID/ identity integration
IEf#: D

R -
User-1ID integration maps IP addresses to authenticated users or groups, allowing identity-based security policies.

H #49
For which two purposes is an IP address configured on a tunnel interface? (Choose two.)

A. Use of peer IP

B. Use of dynamic routing protocols
C. Redistribution of User-1D

D. Tunnel monitoring

_EE%: B\ D

R :

Use of dynamic routing protocols: An IP address is needed on the tunnel interface to participate in dynamic routing protocols (like
OSPF, BGP, etc.) over the tunnel. This allows the firewall to advertise routes and receive updates over the tunnel.

Tunnel monitoring: The IP address on the tunnel interface can also be used for monitoring the tunnel's status. Tunnel monitoring (such
as [PSec tunnel monitoring) requires an IP address on the tunnel interface to check the health and availability of the tunnel.

P #50
Which set of options is available for detailed logs when building a customreport on a Palo Alto Networks NGFW?

A. GlobalProtect, traffic, application statistics

B. Traffic, User-ID, URL

C. Threat, GlobalProtect, application statistics, WildFire submissions
D. Traffic, threat, data filtering, User-1D

IEf#: D

fi .-

When building a custom report on a Palo Alto Networks NGFW, you can select detailed logs that provide specific insights into
various aspects of firewall activity. The available options for detailed logs typically include:

Traffic logs: These provide information on the network traffic passing through the firewall.

Threat logs: These logs capture data related to identified security threats, such as malware or intrusion attempts.

Data filtering logs: These logs capture events related to data filtering policies, such as preventing the transfer of sensitive data.
User-1D logs: These logs associate user identities with the traffic and activities observed on the firewall, enabling user-based policy
enforcement.

HH #51
Which CLI command is used to configure the management interface as a DHCP client?

A. set deviceconfig system type dhcp-client

B. set network dhcp type management-interface
C. set deviceconfig management type dhep-client
D. set network dhep interface management

IEf: C
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To configure the management interface as a DHCP client on a Palo Alto Networks NGFW, the correct CLI command is set
deviceconfig management type dhcp-client. This command configures the management interface to obtain an IP address dynamically
using DHCP.
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