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B #100
Refer to the exhibit.

0. Time Source Destination Protocol Length Info
715616434 | Dell_a3:0d:10 _09c250 ARP 42 192.168.51.105is at 00:24:e8:a3:0d:10

8 5616583 | Dell_a3:0d:10 Intel_5312:7¢c ARP  42192.168.51.1isat 00-24-e8-a3'0d%ﬂweweof1gz.|mls]1op c}tel:\e'l

9/ 5626711 | Dell_a3:0d:10 _09:c2:50 ARP 42 192.168.51.201 is at 00:24:e8:a

21 15647788 | Dell_a3:0d:10 7c:05:07:ad:43:67 42 192.168. 51 1is at 00:24: 3.0d cate use of 1926 I1 S1 Ced
2 a3.0d:10

: 4:es:a3:0d:10 (duplicate use of 192.168.51.105 detected!

18/ 15.637271 | Dell_a3:0d:10 |Sonicwal_09:c2:50 ARP 42 192. 1%
201 is at 00:24:e8:23:0d:10

19 15637486 | Dell_a3:0d:10 |Intel_53:2:7c ARP
20| 15647656 | Dell_a3:0d:10 icwal_09.c2:
ad:4 168.51.1 is at 00:24:e8:a3:0d: 10 (duplicate use of 192.168.51.201 detected!

21 15647788 | Dell_a3:0d:10
42 192 168.51.105 is at 00:24:e8:a3:0d:10

34| 25658359 | Dell_a3:0d:10
35 25658429 | Dell_a3:0d:10 ARP 42 192.168.51.1 is at 00:24:e8:a3:0d:10

» Frame 10: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
® Ethernet ll, Src: Dell_a3:0d:10 (00:24:€8:a3:0d:10), Dst: 7¢:05:07:ad:43:67 (7c.05:07-ad:43.:67)
» Address Resolution Protocol (reply)

A security analyst notices unusual connections while monitoring traffic. What is the attack vector, and which action should be taken
to prevent this type of event?

A. ARP spoofing; configure port security

B. DNS spoofing; encrypt commumication protocols
C. MAC flooding; assign static entries

D. SYN flooding, block malicious packets

H
R

: A

R #101
Refer to the exhibit.

(1]

ledgron/silof php Ti=yourghtl.cab
AmagesiBnviG_2F 4000 30nEOH_2/
Axacon oo HTTP.1

AmagesBaTGre ZPovihyspQHULKLE

20191204 1846 451439381
20191204 1846 451439381
2019.12.04 1846 451439381
2019.12.04 1846 451439381
20191204  18:47.. 194611178
20191204 18:48... 1948611178
20191204  18:52... 194611178
20191204 18:57... 194611178
20191204  19:02... 194611178
20191204  19:07... 194611178
20191204 19:08... 194611178
20191204  19:13.. 1946111478
20191204 19:18... 194611478
20191204  19:19... 104611178 443 nurngo29ki20 com
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" Frame 6: 386 bytes on wire (3088 bits), 386 bytes captured (3088 bits)

» Ethernet ll, Src: HewlettP_1c:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1
(20:e5:2a:b6:93:1)

» Internet Protocol Version 4, Src: 160.192.4.101, Dst: 185.188.182.76

0000 20 e5 2a b6 93 f1 00 08 02 1c 47 ae 08 00 45 00 * "~ "G "E

A network engineer is analyzing a Wireshark file to determine the HTTP request that caused the mitial Ursnif banking Trojan binary
to download. Which filter did the engineer apply to sort the Wireshark traffic logs?

e A tls.handshake.type =1
e B. tcp.porteq 25
e C. tcp.window_size =—0



¢ D. http.request.un matches

EfE: A

H #102
A malware outbreak revealed that a firewall was misconfigured, allowing external access to the SharePoint server. What should the
security team do next?

e A. Scan for and fix vulnerabilities on the firewall and server

¢ B. Review and update all firewall rules and the network security policy
e (. Disable external IP communications on all firewalls

e D. Harden the SharePomt server

Ef#: B

R -

The incident stens from a policy-level issue rather than a technical vulnerability. According to incident response best practices, the
priority should be to review and update firewall rules and ensure that the network security policy aligns with the principle of least
privilege and correct access segmentation.

HM #103
An incident response analyst is preparing to scan memory using a YARA rule. How is this task completed?

A. XML mjection
B. string matching
C. data diddling

D. deobfuscation

iIFf@: B

L2

YARA rules are pattern-matching rules used to identify malware based on specific strings, conditions, and binary patterns. They are
most effective in memory or file scans where analysts search for known indicators or unique signatures via string matching,

Correct answer: C. string matching,

E R #104
An mvestigator is analyzing an attack in which malicious files were loaded on the network and were undetected. Several of the
images received during the attack include repetitive patterns. Which anti-forensic technique was used?

A. steganography
B. tunneling

C. spoofing
D. obfuscation

EfE: A

AR

The use of repetitive patterns in images is a known indicator of steganography, which is an anti-forensics technique used to hide
malicious code or files inside seemingly benign content such as image or audio files.

The repetitive patterns suggest that the image may contain embedded hidden data. This technique is particularly difficult to detect
through conventional scanning or antivirus software.

According to theCyberOps Technologies (CBRFIR) 300-215 study guide, steganography is defined as

"concealing malicious content or instructions within ordinary files such as .jpg, .png, or audio files, allowing the content to bypass
security filters and reach the target system without detection".
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