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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q137-Q142):

NEW QUESTION # 137
Syslog collecting software is installed on the server For the log containment, a disk with FAT type partition is used An engineer
determined that log files are being corrupted when the 4 GB tile size is exceeded. Which action resolves the issue?

A. Add space to the existing partition and lower the retention penod.
B. Use FAT32 to exceed the limit of4 GB.

C. Use NTFS partition for log file containment

D. Use the Ext4 partition because it can hold files up to 16 TB.

Answer: B

Explanation:

FAT is a file system that organizes and stores data on a disk. However, FAT has a limitation of 4 GB for the maximum file size,
which means that any file larger than that will be corrupted. To resolve this issue, the engineer can use FAT32, which is an improved
version of FAT that supports files up to 32 GB. Alternatively, the engineer can use other file systens that have higher file size limits,
such as Ext4 or NTFS. Reference= Cisco Cybersecurity Operations Fundamentals, Module 5: Security Policies and Procedures,
Lesson 5.1: Data Retention, Topic 5.1.1: Data Retention Policies and Procedures

NEW QUESTION # 138

A SOC analyst detected connections to known C&C and port scanning activity to main HR database servers from one of the HR
endpoints via Cisco StealthWatch. What are the two next steps of the SOC team according to the NISTSP800-61 incident handling
process? (Choose two)

A. Update antivirus signature databases on affected endpoints to block connections to C&C
B. Isolate affected endpoints and take disk images for analysis

C. Block connection to this C&C server on the perimeter next-generation firewall

D. Provide security awareness training to HR managers and employees

E. Detect the attack vector and analyze C&C connections

Answer: B,C

Explanation:

According to the NIST SP 800-61 incident handling process, the SOC team should first isolate the affected endpoints to prevent
further spread of the attack and take disk images for analysis (A). This helps in preserving evidence for a thorough investigation. The
next step would be to block the connection to the C&C server on the perimeter next-generation firewall , which helps to cut off the
communication between the compromised endpoint and the attacker's server, thereby mitigating the threat123.
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NEW QUESTION # 139
Refer to the exhibit.

$ cuckoo submit --machiné\'cuckool /path/to/binary

Which event is occurring?

A. A URL is being evaluated to see if it has a malicious binary
B. A binary on VM cuckool is being submitted for evaluation
C. A binary is being submitted to run on VM cuckool

D. A binary named "submit" is running on VM cuckool.

Answer: B

NEW QUESTION # 140
Refer to the exhibit.
‘What is shown in this PCAP file?

A. Timestamps are indicated with error.
B. The HTTP GET is encoded.

C. The protocol is TCP.

D. The User-Agent is Mozlla/5.0.

Answer: D

Explanation:

The PCAP file shows a network packet capture of an HITP GET request from a client to a server. The User-Agent header field
identifies the type and version of the client software that generated the request. In this case, the User-Agent is Mozilla/5.0, which
indicates that the client is using a Mozilla-based browser or application. The User-Agent can help the server to customize the
response based on the client's capabilities and preferences. Reference: Understanding Cisco Cybersecurity Operations
Fundamentals (CBROPS) v1.0, Module 3: Network Protocols and Services, Lesson 3.2: HTTP and HTTPS, Topic 3.2.1: HTTP
Headers.
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NEW QUESTION # 141
‘Which type of access control depends on the job function of the user?

A. rule-based access control

B. discretionary access control

C. role-based access control

D. nondiscretionary access control

Answer: C

Explanation:

Role-Based Access Control (RBAC) is an approach to restricting system access to authorized users based on their roles within an
organization. It depends on the job functions that individual users have as part of their responsibilities and is designed to reduce
administrative work by assigning roles based on job competency, authority, and responsibility. References: Cisco Cybersecurity
Operations Fundamentals, Module 1: Security Concepts, Lesson 1.2: Data Protection, Topic 1.2.2: Access Control Models
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