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M #314

A company needs to create an Amazon Elastic Kubernetes Service (Amazon EKS) cluster to host a digital media streaming
application. The EKS cluster will use a managed node group that is backed by Amazon Elastic Block Store (Amazon EBS) volumes
for storage. The company must encrypt all data at rest by using a customer managed key that is stored in AWS Key Management
Service (AWS KMS) Which combination of actions will meet this requirement with the LEAST operational overhead? (Select
TWO.)

¢ A. Use a Kubernetes plugin that uses the customer managed key to perform data encryption.

¢ B. Enable EBS encryption by default in the AWS Region where the EKS cluster will be created. Select the customer
managed key as the default key.

e (. Create the EKS cluster Create an [AM role that has cuwlicy that grants permission to the customer managed key.
Associate the role with the EKS cluster.

e D. After creation of the EKS cluster, locate the EBS volumes. Enable encryption by using the customer managed key.

e E. Store the customer managed key as a Kubernetes secret in the EKS cluster. Use the customer managed key to encrypt the
EBS volumes.

Ef#: B. C

BRI :

EBS encryption by default is a feature that enables encryption for all new EBS volumes and snapshots created in a Regionl. EBS
encryption by default uses a service managed key or a customer managed key that is stored in AWS KMSI. EBS encryption by
default is suitable for scenarios where data at rest must be encrypted by using a customer managed key, such as the digital media
streaming application in the scenariol.

To meet the requirements of the scenario, the solutions architect should enable EBS encryption by default in the AWS Region where
the EKS cluster will be created. The solutions architect should select the customer managed key as the default key for encryptionl.
This way, all newEBS volumes and snapshots created in that Region will be encrypted by using the customer managed key.

EKS encryption provider support is a feature that enables envelope encryption of Kubernetes secrets in EKS with a customer
managed key that is stored in AWS KMS2. Envelope encryption means that data is encrypted by data encryption keys (DEKSs)
using AES-GCM; DEKs are encrypted by key encryption keys (KEKSs) according to configuration n AWS KMS3. EKS
encryption provider support is suitable for scenarios where secrets must be encrypted by using a customer managed key, such as the
digital media streaming application in the scenario2.

To meet the requirements of the scenario, the solutions architect should create the EKS cluster and create an IAM role that has a
policy that grants permission to the customer managed key. The solutions architect should associate the role with the EKS cluster2.
This way, the EKS cluster can use envelope encryption of Kubernetes secrets with the customer managed key.

HH #315

A company is running a photo hosting service in the us-east-1 Region. The service enables users across multiple countries to upload
and view photos. Some photos are heavily viewed tor months, and others are viewed for less than a week. The application allows
uploads of up to 20 MB for each photo. The service uses the photo metadata to determine which photos to display to each user.
Which solution provides the appropriate user access MOST cost-effectively?

e A Store the photos In the Amazon S3 Intelligent- Tiering storage class. Store the photo metadata and its S3 location in
DynamoDB.

¢ B. Store the photos in Amazon DynamoDB. Turn on DynamoDB Accelerator (DAX) to cache frequently viewed items.

e (. Store the photos in the Amazon S3 Glacier storage class. Set up an S3 Lifecycle policy to move photos older than 30
days to the S3 Glacier Deep Archive storage class. Store the photo metadata and its S3 location in Amazon Elasticsearch
Service (Amazon ES).

e D. Store the photos in the Amazon S3 Standard storage class. Set up an S3 Lifecycle policy to move photos older than 30
days to the S3 Standard-Infrequent Access (S3 Standard-IA) storage class. Use the object tags to keep track of metadata.

EfE: A
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HH #316
Is the encryption of connections between my application and my DB Instance using SSL for the MySQL server engines available?

A. Yes

B. Only n VPC

C. Only in certain regions
D. No

EfE: A

H #317
You have a CloudFront distribution configured with the following path patterns:
‘When users request objects that start with 'static2/', they are receiving 404 response codes. What might be the problem?

A. CloudFront distributions cannot have multiple different origin types

B. CloudFront distributions cannot have origins in different AWS regions
C. The "*' path pattern must appear after the 'static2/*' path

D. The "*" path pattern must appear before 'static1/*' path

H
R

: B
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A company runs a critical customer -lacing application on Amazon Elastic Kubernetes Service (Amazon EKS) The application has a
microservices architecture The company needs to implement a solution that collects, aggregates and summarizes metrics and logs
from the application in a centralized location Which solution meets these requirements?

¢ A. Configure Amazon CloudWatch Contamer Insights in the existing EKS cluster View the metrics and logs in the
CloudWatch console.

¢ B. Configure AWS CloudTrail to capture data events Query CloudTrail by using Amazon OpenSearch Service (Amazon
Elasticsearch Service)

¢ C. Run the Amazon CloudWatch agent In the existing EKS cluster View the metrics and logs in the CloudWatch console.

e D. Run AWS App Mesh in the existing EKS duster View the metrics and logs mthe App Mesh console

IEf#: B
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