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Microsoft Identity and Access Administrator Sample Questions (Q277-Q282):

NEW QUESTION # 277

Hotspot Question

You have an Azure subscription that is finked to a Microsoft Entra tenant. The tenant contains three users named User1, User2 and
User3.

You have the devices shown in the following table.

Name Platiorm_ Op 011 Description
Devicel Windows 11 Microsoft Entra joined
Device2 Windows 11 None
Device3 Android Microsoft Entra registered

You deploy a virtual machine that has the following configurations:
- Name: VM1

- Resource group: RG1

- Operating system: Windows Server

- Login with Microsoft Entra ID: Enabled
You have the Azure role assignments shown in the following table.

User Ralerosoit Scope
Usert Virtual Machie Local User Login RG1
User?2 Virtual Machie User Login RG1
User3 Virtual Machie Administrator Login Sub1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area .
)
1 “ - L .
Statements Yes No
User1 can sign in to VM1 from Device1 by using their Microsoft Entra credentials. © O
User2 can sign in to VM1 from Deviee2 by using their Microsoft Entra credentials. O O
User3 can sign in to VM1 from Device3 by using their Microsoft Entra credentials. © O
Answer:
Explanation:
Answer Area
Statements Yes No
User1 can sign in to VM1 from Device1 by using their Microsoft Entra credentials. © (o]
User2 can sign in to VM1 from Device2 by using their Microsoft Eqfia P"’.dé{l@ﬁ. b J ) G[
User3 can sign in to VM1 from Device3 by using their Microsoft Entra credentials. © o]
Explanation:
Box 1: No

User] has the Virtual Machine Local User logn role with scope RGI.
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The role is not correct.

The Virtual Machine User Login role would be OK.

Box 2: Yes

User2 has a correct role: The Virtual Machine User Login role.

The Device is Windows 11, which is fine.

The Device does not have to been Entra joined or Entra registered.

Box 3:No

Not possible from an Android device.

Note:

Enable Microsoft Entra login for a Windows VM in Azure

To use Microsoft Entra login for a Windows VM in Azure, you must:

1. Enable the Microsoft Entra login option for the VM. [we can assumme this has been configured]
2. Configure Azure role assignments for users who are authorized to sign in to the VM.
Reference:
https:/learn.microsoft.com/en-us/entra/identity/devices/howto-vim-sign-in-azure-ad-windows
https//learn.microsoft.conven-us/azure/virtual-desktop/azure-ad-joined- session-hosts

NEW QUESTION # 278

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through
authentication.

A corporate security policy states the following:

Domain controllers must never communicate directly to the internet.

Only required software must be- installed on servers.

The Active Directory domain contains the on-premises servers shown in the following table.

| me il

: _Serverd igell member server |
You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Serverd
C. Serverl
D. Server3

Answer: B

Explanation:
Reference:
https://docs.microsoft.comven-us/azure/active-directory/hybrid/how- to-connect-pta-quick-start

NEW QUESTION # 279

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

—— L%

Name--| — - Typc -

Groupt | LY o S

{ Group3- | MiGosaft 365
E'_w:_ d_';“ 3 SOCUT

e N —— = :
In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to App1?

——

v

A. Group1 only
B. Group3 only
C. Group1 and Group2 only
D. Group2 only



¢ E. Group]l and Group4

Answer: B

NEW QUESTION # 280

You have an Azure AD tenant that contains a user named Userl. User] is assigned the User Administrator role.
You need to configure External collaboration settings for the tenant to meet the following requirements: |

*Guest users must be prevented from querying staff email addresses.

*Guest users must be able to access the tenant only if they are invited by Userl.

Which three settings should you configure? To answer, select the appropriate settings in the answer area.

Guest user access restrictions: -
Guest users have the same access as members (most inclusive)
Guest users have limited access to properties and memberships of directory objects

Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite restrictions: v
Anyone in the organization can invite guest uséis including guests and non-admins (most inclusive)
TMember users and users assigned to specific adminroles caminvite guest users including guests with member permissions
Only users assigned to spe€ific admif rolés,€an invite guest users
No one in the organization can invite guest users including admins (most restrictive)

:nable guest self-service sign up via user
flows: No

Yes

Answer:

Explanation:

Guest user access restrictions:

- e -\ii;rlﬁmﬁq-&:r
Guest users have the same access as members [liBst indlvsiveé)- /DU L

| Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite restrictions: v
Anyone in the organization can invite guest.users including guests and non-admins (most inclusive)

nable guest self-service sign up via user
flows: No_ _

n |

iLyes

Explanation

Box1 = User access is restricted to properties and memberships of their own directory objects (most restrictive). This setting
ensures that guest users are prevented from querying staff email addresses and can access the tenant only if they are invited by
Userl.

Box2 = Only users assigned to specific admin roles can invite guest users. This setting ensures that guest users can access the tenant
only if they are mvited by Userl.

Box3 = This setting enables guest users to sign up for the tenant only if they are invited by Userl.

NEW QUESTION # 281

You have a Microsoft 365 ES tenant.

You purchase a cloud app named Appl.

Youneed to enable real-time session-level monitoring of App1 by using Microsoft Defender for Cloud Apps.

In which order should you perform the actions? To answer, move the appropriate actions from the list of actions to the answer area
and arrange them in the correct order.



Actions Answer Area

¢ Register App1 in Microsoft Entra ID

.. From Microsoft Defender for Cloud Apps, modify the Connected

" apps settings for App1

i From Microsoft Defender for Cloud Apps, create a session poligy
.. Create a conditional access policy that has session controls
" configured

Answer:

Explanation:

Actions Answer Area
|

ID |

______________________

ender for Cloud Apps, modify the Connected

settings for App1

s for App1

.. Create a conditional access policy that has sessioncontrols

)

)

1 configured
L S ————

From Microsoft Defender for Cloud Apps, create a session policy

Explanation:

Register App1 in Microsoft Entra ID.

Create a conditional access policy that has session controls configured.

From Microsoft Defender for Cloud Apps, modify the Connected apps settings for Appl.

From Microsoft Defender for Cloud Apps, create a session policy.

Let's break this down step by step based on Microsoft Defender for Cloud Apps (MDCA) and Microsoft Entra ID integration for
enabling real-time session-level monitoring, as outlined in Microsoft Identity and Access Administrator documentation.
Understanding the Goal: Real-Time Session-Level Monitoring with Microsoft Defender for Cloud Apps:

Microsoft Defender for Cloud Apps (MDCA) is a Cloud Access Security Broker (CASB) solution that provides visibility, control,
and threat protection for cloud applications.

Real-time session-level monitoring allows MDCA to inspect and control user activities within a cloud app (App1 i this case) during
active sessions. This requires integration with Microsoft Entra ID and the use of Conditional Access policies to route sessions
through MDCA for monitoring,

The Microsoft 365 ES5 tenant includes licenses for Microsoft Entra ID P2 and Microsoft Defender for Cloud Apps, which are
necessary for this finctionality.

Step-by-Step Analysis of the Actions:To enable real-time session-level monitoring, the actions must be performed in a logical order
that aligns with Microsoft's recommended workflow for integrating a cloud app with MDCA.

Step 1: Register App1 in Microsoft Entra ID.

Before Appl can be monitored by MDCA, it must be registered as an application in Microsoft Entra ID. This step involves adding
Appl to the tenant's enterprise applications, which allows Microsoft Entra ID to manage authentication and authorization for the
app.

Registering the app in Microsoft Entra ID enables single sign-on (SSO) and allows the app to be governed by Conditional Access
policies, which is a prerequisite for session-level monitoring,

This is the first step because none of the other actions can proceed without App1 being recognized by Microsoft Entra ID.

Step 2: Create a conditional access policy that has session controls configured.

Microsoft Defender for Cloud Apps integrates with Microsoft Entra ID Conditional Access to enforce session- level monitoring, A
Conditional Access policy must be created to target App1 and include session controls that route user sessions through MDCA.
In the Conditional Access policy, under "Session" controls, you enable the option "Use Conditional Access App Control," which
mntegrates with MDCA. This allows MDCA to monitor and control the session in real time.

This step must come after registering the app in Microsoft Entra ID because the Conditional Access policy needs to target an
existing app. It must also precede the MDCA-specific steps because the session control integration sets up the connection between
Microsoft Entra ID and MDCA.

Step 3: From Microsoft Defender for Cloud Apps, modify the Connected apps settings for Appl1.

After the Conditional Access policy routes sessions to MDCA, you need to configure App1within MDCA by modifying its



Connected apps settings. This step involves ensuring that App1 is properly connected to MDCA, which may include configuring
API connectors or verifying that MDCA can monitor the app's activities.

This step is necessary to ensure MDCA has the necessary permissions and configurations to monitor App1. It comes after the
Conditional Access policy because the policy enables the integration, and now MDCA needs to be set up to handle the app.

Step 4: From Microsoft Defender for Cloud Apps, create a session policy.

Finally, you create a session policy in MDCA to define the real-time monitoring and control rules for App1. A session policy in
MDCA allows you to monitor user activities (e.g., file downloads, data sharing) and apply actions (e.g,, block, notify) based on
predefined conditions.

This step is the last because it relies on the previous steps: the app must be registered, the Conditional Access policy must route
sessions to MDCA, and the Connected apps settings must be configured for MDCA to recognize App1. Only then can you define
session policies to enforce real-time monitoring,

Why This Order?

The order ensures a logical flow:

Registering the app in Microsoft Entra ID establishes the app's identity in the tenant.

The Conditional Access policy enables the integration with MDCA by routing sessions through it.

Modifying the Connected apps settings in MDCA ensures the app is properly set up for monitoring.

Creating a session policy in MDCA defines the specific monitoring and control rules for real-time session- level monitoring.
Deviating from this order would result in errors. For example, creating a session policy in MDCA before registering the app in
Microsoft Entra ID would fail because MDCA wouldn't recognize the app.

Additional Considerations:

The Microsoft 365 ES5 license includes Microsoft Entra ID P2 and Microsoft Defender for Cloud Apps, so no additional licensing is
required for this scenario.

If Appl is not a supported app for MDCA's app connectors, additional steps (e.g., using a custom app cornector) might be
needed, but the question implies App1 can be monitored with the standard process.

Session policies in MDCA can include actions like blocking downloads or requiring step-up authentication, which are applied in real
time during the user's session.

Conclusion:The correct order to enable real-time session-level monitoring of App1 using Microsoft Defender for Cloud Apps is:
Register App1 in Microsoft Entra ID.

Create a conditional access policy that has session controls configured.

From Microsoft Defender for Cloud Apps, modify the Connected apps settings for Appl.

From Microsoft Defender for Cloud Apps, create a session policy.

References:

Microsoft Defender for Cloud Apps documentation: "Session control with Microsoft Defender for Cloud Apps" (Microsoft
Learnthttps:/learn.microsoft. com/en-us/defender-cloud-apps/session-policy) Microsoft Entra ID Conditional Access documentation:
"Session controls in Conditional Access" (Microsoft Learn:https//learn.microsoft.com/en-us/entra/identity/conditional-
access/concept-conditional-access-session) Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers
mtegrating Microsoft Defender for Cloud Apps with Microsoft Entra ID for session-level monitoring.

NEW QUESTION # 282

Our SC-300 learning prep boosts the self-learning, self-evaluation, statistics report, timing and test stimulation finctions and each
function plays their own roles to help the clients learn comprehensively. The self-learning and self-evaluation finctions of our SC-300
guide materials help the clients check the results of their learning of the SC-300 Study Materials. The timing function of our SC-300
training quiz helps the learners to adjust their speed to answer the questions and keep alert and our study materials have set the
timer.
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