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¢ Synthetics: Covers the creation and monitoring of synthetic tests to simulate user interactions and
FH 1 proactively detect availability or performance issues.

¢ Business Analytics: Covers capturing and correlating business metrics with technical data to measure the
FH 2 impact of application performance on business outcommes.

o Traces: Covers distributed tracing and PurePath technology to track and analyze individual transactions
FH 3 end-to-end across services.

¢ User Experience Monitoring: Covers real user monitoring (RUM) to track and analyze how end users
=M 4 iteract with and experience web and mobile applications.

¢ Automation: Covers workflows, event-driven automation, and integrations that enable teans to automate
FH s remediation and operational tasks.

¢ Infrastructure Observability: Covers monitoring and visibility into hosts, services, and infrastructure
FH 6 components to detect and analyze performance issues.

¢ Reporting and Analysis: Covers tools and methods for analyzing observability data and generating insights
M7 to support performance and operational decisions.

e Security: Covers vulnerability detection, security alerting, and how Dynatrace identifies and prioritizes
A 8 security risks across the environment.

¢ Kubernetes Infrastructure: Covers monitoring and observability of Kubernetes clusters, workloads, and
™9 containerized environments within Dynatrace.

¢ [og Investigation: Covers querying, filtering, and analyzing log data within Dynatrace to troubleshoot and
ZH 10 identify root causes of problems.

¢ Dashboards: Covers building and customizing dashboards to visualize and communicate observability data
FH 11 across teans and stakeholders.

%| &l Dynatrace Associate Certification Dynatrace-Associate T2 M & EX|

(Q82-Q87):

EAE2#82
Which of'the following best describes the functionality of the Security Investigator app?

A. Conduct memory profiling tests to investigate the integrity of short-term data in the case of an attack

B. Run muiltiple DQL queries to connect multiple types of data for the primary purpose of investigating security issues
C. Checks for secure passwords in the credential vault

D. Investigate user sessions for instances of malicious actors and different cyber-attack vectors

He:. B

MY

The Security Investigator app in Dynatrace is designed for advanced security analysis and threat nvestigation using Dynatrace Query
Language (DQL).

It enables users to:

Run and chain muttiple queries across logs, metrics, traces, and events Correlate different data types stored in Grail Perform deep
mvestigations into potential security incidents This query-driven approach allows analysts to explore data relationships and uncover
threats efficiently.

Other options describe capabilities not related to this app:

Credential vault checks are unrelated

Session investigation is part of RUM and Session Replay

Memory profiling is not a feature of Security Investigator

Reference: Based on official Dynatrace University training materials on Security Investigator and Grail.



HEE #83
Ifa cloud provider does not support installing OneAgent to a specific service (such as for cloud-provided load balancers), is there
any way to get code-level data?

e A Itdepends, ifa cloud provider supports sending data in an OpenTelemetry format it can be possible toingest into
Dynatrace

B. Yes, all services support using OpenTelemetry to send code-level data back to Dynatrace

C. No, the only thing available to use is metric data and logs

D. No, cloud providers use their own proprietary tools that are incompatible with Dynatrace

HE: A

MY

If OneAgent cannot be installed, code-level visibility depends on alternative data ingestion methods .

* Ifthe service supports OpenTelemetry , trace data can be sent to Dynatrace

* This enables partial or full observability depending on the implementation Therefore:

* It is not always possible , but depends on OpenTelemetry support

Other options are incorrect because:

* It's not strictly impossible

* Not all services support OpenTelemetry

* Dynatrace is conpatible with cloud providers via multiple ingestion methods Reference: Based on official Dynatrace University
training materials on OpenTelemetry and data ingestion.

AE #84
Which attribute provides a unique value to view a transaction end-to-end?

A. W3C trace id
B. Span kind

C. Process id

D. Service type

e A

ME:

The W3C trace ID uniquely identifies a distributed trace across all services and components involved in a transaction.
It enables:

* End-to-end visibility of a request

* Correlation of spans across multiple services

* Full trace reconstruction in distributed environments

Other attributes are not unique identifiers:

* Span kind describes the role of a span

* Process 1D identifies a process, not a transaction

* Service type categorizes services

Only the W3C trace ID provides a globally unique identifier for a full transaction.

Reference: Based on official Dynatrace University training materials covering distributed tracing,

EE #85
Which options does Dynatrace support for Tracing? (Select all that apply)

A. Dynatrace Operator

B. OpenTracing

C. Dynatrace RUM

D. OpenTelemetry

E. Dynatrace OneAgent SDK

: B,D,E

ool
02 m



Dynatrace supports multiple approaches for distributed tracing:

* OpenTracing is supported as an open standard for instrumenting applications and sending trace data

* OpenTelemetry is the moder, preferred open standard for collecting and exporting traces, metrics, and logs into Dynatrace

* Dynatrace OneAgent SDK enables custom instrumentation for tracing in cases where automatic instrumentation is not sufficient
Dynatrace RUM focuses on capturing real user interactions and frontend performance, not distributed tracing.

Dynatrace Operator is used for deploying OneAgent in Kubernetes environments and does not provide tracing capabilities itself.
These supported tracing methods allow Dynatrace to capture end-to-end distributed traces across modern, cloud-native, and
custom environments.

Reference: Based on official Dynatrace University training materials covering distributed tracing and instrumentation.

2 #86

Select the most appropriate tool to use based on this scenario:

A colleague wants to see the Visually Complete time and the User Action time for a subset of user actions, filtered by a specific user
action property and multiple different geolocations. This user specifically wants to ensure that they can see all the user actions that
have the same name across multiple apps.

A. Multidimensional Analysis for User Actions
B. User Sessions Query Language (USQL)
C. Dashboards

D. Data Explorer

E. Notebooks

HE: A

Y.

Multidimensional Analysis for User Actions is designed specifically for deep analysis of user actions with muiltiple filters and
dimensions.

It allows:

* Filtering by user action properties

* Comparing across geolocations

* Aggregating user actions with the same name across applications

* Viewing metrics like Visually Complete time and User Action duration

Other tools are less suitable:

* USQL is legacy and less flexible

* Dashboards are for visualization, not deep filtering

* Data Explorer focuses on metrics, not user actions

* Notebooks are not optimized for this specific RUM analysis

Reference: Based on official Dynatrace University training materials on RUM and user action analysis.
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