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HA #115
Which of the following is the BEST indication of a highly effective privacy training program?

A. Recent audits have no findings or recommendations related to data privacy
B. Members of the workforce understand their roles in protecting data privacy
C. No privacy incidents have been reported in the last year

D. HR has made privacy training an annual mandate for the organization

IEf#: B
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Explanation

The best indication of a highly effective privacy training program is that members of the workforce understand their roles in
protecting data privacy, because this shows that the training program has successfully raised the awareness and knowledge of the
workforce on the importance, principles and practices of data privacy, and how they can contribute to the organization's privacy
objectives and compliance. According to ISACA, one of the key elements of a privacy training program s to define and
commumnicate the roles and responsibilities of the workforce in relation to data privacyl. Members of the workforce who understand
their roles in protecting data privacy are more likely to follow the privacy policies and procedures, report any privacy incidents or
issues, and support the privacy culture of the organization2. Recent audits have no findings or recommendations related to data
privacy, no privacy incidents have been reported in the last year, and HR has made privacy training an annual mandate for the
organization are not as reliable as members of the workforce understand their roles in protecting data privacy, as they do not
necessarily reflect the effectiveness of the privacy training program, but rather the performance of other factors such as audit
processes, incident management systens, or HR policies.

R #116
When is the BEST time during the secure development life cycle to perform privacy threat modeling?

¢ A. During fimctional verification testing

¢ B. When identifying business requirements
e C. Prior to the production release

¢ D. Early in the design phase

Ef#: D
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The best time during the secure development life cycle to perform privacy threat modeling is early in the design phase, because this
will help identify and mitigate the potential privacy risks and vulnerabilities of the system or application before they become costly or
difficult to fix. Privacy threat modeling is a systematic process of analyzing the data flows, assets, actors, and scenarios of a system
or application to identify and prioritize the privacy threats and countermeasures12. Performing privacy threat modeling early in the
design phase will also help ensure that privacy is built into the system or application from the start, rather than as an afterthought.
Reference:

CDPSE Exam Content Outline, Domain 2 - Privacy Architecture (Privacy Architecture Implementation), Task 2: Implement privacy
solutions3.

CDPSE Review Manual, Chapter 2 - Privacy Architecture, Section 2.3 - Privacy Architecture Implementationd.

R #117
Which of the following is MOST important when designing application programming interfaces (APIs) that enable mobile device
applications to access personal data?

A. The user's ability to select, filter, and transform data before it is shared
B. Unbrella consent for multiple applications by the same developer

C. User consent to share personal data

D. Unlimited retention of personal data by third parties

IEfE: C

HA #118
‘Which of the following is the MOST important consideration when choosing a method for data destruction?



A. Granularity of data to be destroyed

B. Validation and certification of data destruction

C. Time required for the chosen method of data destruction
D. Level and strength of current data encryption

IEf#: B
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Validation and certification of data destruction is the most important consideration when choosing a method for data destruction,
because it provides evidence that the data has been destroyed beyond recovery and that the organization has complied with the
applicable information security frameworks and legal requirements. Validation and certification can also help to prevent data
breaches, avoid legal liabilities, and enhance the organization's reputation and trustworthiness. Different methods of data destruction
may have different levels of validation and certification, depending on the type of media, the sensitivity of the data, and the standards
and guidelines followed. For example, some methods may require a third-party verification or audit, while others may generate a
certificate of destruction or a report of erasure. Therefore, the organization should choose a method that can provide sufficient
validation and certification for its specific needs and obligations.

Reference:

Secure Data Disposal and Destruction: 6 Methods to Follow, KirkpatrickPrice Data Destruction Standards and Guidelines,
BitRaser Best Practices for Data Destruction, U.S. Department of Education

B #119
‘Which of the following scenarios should trigger the completion of a privacy impact assessment (PIA)?

A. Updates to data quality standards

B. Updates to the enterprise data policy
C. New data retention and backup policies
D. New inter-organizational data flows

IEfE: D
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A privacy impact assessiment (PIA) is a process of analyzing the potential privacy risks and impacts of collecting, using, and
disclosing personal dat a. A PIA should be conducted when there is a change in the data processing activities that may affect the
privacy of individuals or the compliance with data protection laws and regulations. One of the scenarios that should trigger the
completion of a PIA is when there are new inter-organizational data flows, which means that personal data is shared or transferred
between different entities or jurisdictions. This may introduce new privacy risks, such as unauthorized access, misuse, or breach of
data, as well as new legal obligations, such as obtaining consent, ensuring adequate safeguards, or notifying authorities.

Reference:

PIA Triggers - International Association of Privacy Professionals

Privacy Impact Assessment - International Association of Privacy Professionals GDPR Privacy Impact Assessment Data Protection
Impact Assessment triggers: Clarity or confusion?
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