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Cisco Designing Cisco Enterprise Wireless Networks Sample Questions (Q242-
Q247):
NEW QUESTION # 242 
Which statement about the 9800 Series Wireless Controller mobility tunnel on a Cisco Catalyst 9800 controller is true?

A. It is an IPsec tunnel with control path only.
B. It is an IPsec tunnel with control path and data path.
C. It is a CAPWAP tunnel with control path and data path.
D. It is a CAPWAP tunnel with data path only.

Answer: C

Explanation:
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NEW QUESTION # 243 
A network engineer is designing a new wireless network. The network needs to have these characteristics:

Which approach should be taken?

A. Deploy APs near each other for 2.4 GHz coverage, and disable the 5 GHz radios for some APs.
B. Deploy APs near each other for 5 GHz coverage, and disable the 2A GHz radios for some Aps.
C. Deploy APs near each other for 5 GHz coverage, and enable the 2.4 GHz radios for all Aps.
D. Deploy APs near each other for 2.4 GHz coverage, and disable the 5 GHz radios for all APs.

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/86/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html

NEW QUESTION # 244 
A wireless engineer must design mobility between two buildings at a campus site. The engineer has one controller at each site. The engineer is
investigating inter-controller CAPWAP data and control traffic. Which two ports must be open? (Choose two.)

A. 0
B. 1
C. 2
D. 3
E. 4

Answer: D,E

NEW QUESTION # 245 
A 60,000-square foot outdoor area must be surveyed. The survey must be completed in the least amount of time. Which tool or equipment is
used when performing the site survey?

A. additional access points that use sniffer mode
B. additional access points that use GPS mode
C. site survey tool that has modules in sniffer mode
D. site survey tool that has a GPS module

Answer: D

Explanation:
When performing a site survey of a large outdoor area, a site survey tool with a GPS module is ideal. The GPS module allows for precise
location tracking, which is essential for mapping signal coverage over a large area. This tool can help complete the survey efficiently by
automatically recording the location of signal measurements.

NEW QUESTION # 246 
A customer called with a requirement that internal clients must be on different subnets depending on the building they are in. All access points
are operating in local mode and will not be modified, and this is a single controller solution. Which design approach creates the desired result?

A. Create mobility anchors for the SSID and on the controller under the internal SSID create a foreign map to the desired VLAN based
on location.
B. Create AP groups for each desired location, map the correct VLANs to the internal SSID, and add the access points for that
location.
C. Create FlexConnect groups, place the access points in, and set the correct VLAN to SSID mapping based on location.
D. Create an SSID place it to the desired VLAN under WLANs and configure 802.1x in ISE to assign the correct VLAN based on the
SSID from which the client is authenticating

Answer: B

Explanation:
Creating AP groups for each location allows for the mapping of specific VLANs to an internal SSID tailored for that area. This approach



enables clients to be on different subnets based on their building location within a single controller environment.
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-vlan/71477-ap-group-vlans-wlc.html
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