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EE#22
In a GitOps setup, which of the following correctly describes the interaction between components when using a pull-based
approach?

e A The syncer continuously checks the git repository for changes and applies them to the target cluster.
e B. The git repository pushes configuration changes directly to the syncer without any checks.
e (. The syncer uses webhooks to notify the target cluster of changes in the git repository.
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e D. The target cluster sends updates to the git repository whenever a change is made.
He: A

Y.

GitOps uses a pull-based approach, where controllers inside the cluster continuously reconcile the desired state stored in Git with the
actual cluster state. Option A is correct because GitOps sync agents (e.g., Argo CD, Flux) poll or watch Git repositories for
changes and automatically apply updates to the cluster.

Option B reverses the model-clusters do not send updates to Git; Git is the source of truth. Option C is partially misleading;
webhooks can trigger faster syncs but reconciliation is still pull-based. Option D misrepresents GitOps-Git never pushes directly to
clusters.

This pull-based approach ensures greater security (clusters pull changes rather than exposing themselves to pushes), consistency (Git
as source of truth), and continuous reconciliation (drift correction).

References:- CNCF GitOps Principles- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study Guide

EE #23
What is the primary advantage of using a declarative approach to Infrastructure as Code (IaC) over an imperative approach?

A. Declarative IaC requires more coding effort compared to imperative laC.

B. Declarative IaC allows for more granular control over resource provisioning,

C. Declarative [aC is less suitable for dynamic environments compared to imperative laC.

D. Declarative IaC focuses on the "what" rather than the "how," simplifying the management of infrastructure.

He: D

MY

Declarative Infrastructure as Code (1aC) is a key principle in cloud native environments because it enables platform teams to define
the desired state of infrastructure rather than step-by-step procedures. Option A is correct since declarative [aC focuses on
describing the "what" (e.g., the infrastructure resources needed) rather than the "how" to create them. Tools such as Terraform,
Pulumi (in declarative mode), and Kubernetes manifests embody this model.

Option B is incorrect; declarative 1aC is particularly well-suited for dynamic environments due to reconciliation loops. Option C is
misleading-imperative methods typically provide more granular control, but declarative abstracts it for simplicity. Option D is false;
declarative IaC usually reduces coding effort by relying on higher-level abstractions.

This model allows for consistent, reproducible environments, simplifies management, and integrates naturally with GitOps workflows.
It reduces human error and ensures the platform continuously enforces the desired infrastructure state.

References:- CNCF GitOps Principles- Kubernetes Declarative Management Model- Cloud Native Platform Engineering Study
Guide

A2 #24
Development teans frequently raise support tickets for short-term access to staging clusters, creating a growing burden on the
platform team. What's the best long-term solution to balance control, efficiency, and developer experience?

e A Use GitOps to manage RBAC roles and allow teamns to request access via pull requests with automatic approval for non-
sensitive environments.

B. Provide pre-approved kubeconfigs to trusted developers so they can access staging clusters without platform intervention.
C. Set up scheduled access windows and batch all requests into specific time slots managed by the platform team.

D. Dedicate one Cloud Native Platform Engineer to triage and fulfill all access requests to maintain fast turnaround times.

HE: A

=R

The most sustainable solution for managing developer access while balancing governance and self-service is to adopt GitOps-based
RBAC management. Option A is correct because it leverages Git as the source of truth for access permissions, allowing developers
to request access through pull requests. For non-sensitive environments such as staging, approvals can be autormated, ensuring
efficiency while still maintaining auditability. This approach aligns with platform engineering principles of self-service, automation, and
compliance.

Option B places the burden entirely on one engineer, which does not scale. Option C introduces bottlenecks, delays, and reduces
developer experience. Option D bypasses governance and auditability, potentially creating security risks.

GitOps for RBAC not only improves developer experience but also ensures all changes are versioned, reviewed, and auditable. This



model supports compliance while reducing manual intervention from the platform team, thus enhancing efficiency.
References:- CNCF GitOps Principles- CNCF Platforms Whitepaper- Cloud Native Platform Engneering Study Guide

HEE #25
‘Which of'the following observability pillars provides detailed information about the path a request takes through different services in
a distributed system?

A. Events
B. Logs
C. Traces
D. Metrics

HE: C

Y.

Traces provide end-to-end visibility into how a request flows through multiple services in a distributed system. Option A is correct
because tracing captures spans (individual service operations) and stitches them together to forma complete picture of request
execution, including latency, bottlenecks, and dependencies.

Option B (logs) provide detailed event records but lack contextual linkage across services. Option C (events) are discrete system
occurrences, not correlated request flows. Option D (iretrics) provide aggregated numerical data like latency or throughput but
cannot show request-level detail across distributed systemns.

Tracing is especially critical in microservices architectures where a single request may traverse dozens of services. Tools like
OpenTelemetry, Jaeger, and Zipkin are commonly used to implement distributed tracing, which is essential for debugging,
performance optimization, and improving reliability.

References- CNCF Observability Whitepaper- OpenTelemetry CNCF Project Documentation- Cloud Native Platform Engineering
Study Guide

EE #26
A team wants to deploy a new feature to production for internal users only and be able to instantly disable it if problens occur,
without redeploying code. Which strategy is most suitable?

A. Use a canary deployment to gradually expose the feature to a small group of random users.

B. Use a blue/green deployment to direct internal users to one version and switch as needed.

C. Use feature flags to release the feature to selected users and control its availability through settings.
D. Deploy the feature to all users and prepare to roll it back manually if an issue is detected.

HE. C

ME:

Feature flags are the most effective way to control feature exposure to specific users, such as internal testers, while enabling fast
rollback without redeployment. Option B is correct because feature flags allow teams to decouple deployment from release, giving
precise runtime control over feature availability. This means that once the code is deployed, the team can toggle the feature on or off
for different cohorts (e.g., internal users) dynamically.

Option A (blue/green deployment) controls traffic between two environments but does not provide user-level granularity. Option C
(canary deployments) gradually expose changes but focus on random subsets of users rather than targeted groups such as internal
employees. Option D requires redeployment or rollback, which introduces risk and slows down incident response.

Feature flags are widely recognized in platform engneering as a core continuous delivery practice that improves safety, accelerates
experimentation, and enhances resilience by enabling immediate mitigation of issues.

References:- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study Guide- Continuous Delivery Foundation
Guidance
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