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Google Cloud Certified - Professional Cloud DevOps Engineer Exam Sample
Questions (Q184-Q189):
NEW QUESTION # 184 
You support a popular mobile game application deployed on Google Kubernetes Engine (GKE) across several Google Cloud
regions. Each region has multiple Kubernetes clusters. You receive a report that none of the users in a specific region can connect to
the application. You want to resolve the incident while following Site Reliability Engineering practices. What should you do first?

A. Use Stackdriver Monitoring to check for a spike in CPU or memory usage for the affected region.
B. Add an extra node pool that consists of high memory and high CPU machine type instances to the cluster.
C. Reroute the user traffic from the affected region to other regions that don't report issues.
D. Use Stackdriver Logging to filter on the clusters in the affected region, and inspect error messages in the logs.

Answer: D

NEW QUESTION # 185 
You support an application running on GCP and want to configure SMS notifications to your team for the most critical alerts in
Stackdriver Monitoring. You have already identified the alerting policies you want to configure this for. What should you do?

A. Configure a Slack notification for each alerting policy. Set up a Slack-to-SMS integration to send SMS messages when
Slack messages are received. Ensure that your team members add their SMS/phone numbers to the external integration.
B. Download and configure a third-party integration between Stackdriver Monitoring and an SMS gateway. Ensure that your
team members add their SMS/phone numbers to the external tool.
C. Select the Webhook notifications option for each alerting policy, and configure it to use a third-party integration tool.
Ensure that your team members add their SMS/phone numbers to the external tool.
D. Ensure that your team members set their SMS/phone numbers in their Stackdriver Profile. Select the SMS notification
option for each alerting policy and then select the appropriate SMS/phone numbers from the list.

Answer: D

NEW QUESTION # 186 
Your organization is using Helm to package containerized applications Your applications reference both public and private charts
Your security team flagged that using a public Helm repository as a dependency is a risk You want to manage all charts uniformly,
with native access control and VPC Service Controls What should you do?

A. Store public and private charts by using Git repository Configure Cloud Build to synchronize contents of the repository into
a Cloud Storage bucket Connect Helm to the bucket by using https: // [bucket] .srorage.googleapis.com/ [holnchart] as the
Helm repository
B. Configure a Helm chart repository server to run in Google Kubernetes Engine (GKE) with Cloud Storage bucket as the
storage backend
C. Store public and private charts by using GitHub Enterprise with Google Workspace as the identity provider
D. Store public and private charts in OCI format by using Artifact Registry

Answer: D
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Explanation:
The best option for managing all charts uniformly, with native access control and VPC Service Controls is to store public and private
charts in OCI format by using Artifact Registry. Artifact Registry is a service that allows you to store and manage container images
and other artifacts in Google Cloud. Artifact Registry supports OCI format, which is an open standard for storing container images
and other artifacts such as Helm charts. You can use Artifact Registry to store public and private charts in OCI format and manage
them uniformly. You can also use Artifact Registry's native access control features, such as IAM policies and VPC Service Controls,
to secure your charts and control who can access them.

NEW QUESTION # 187 
You are configuring Cloud Logging for a new application that runs on a Compute Engine instance with a public IP address. A user-
managed service account is attached to the instance. You confirmed that the necessary agents are running on the instance but you
cannot see any log entries from the instance in Cloud Logging. You want to resolve the issue by following Google-recommended
practices. What should you do?

A. Enable Private Google Access on the subnet that the instance is in.
B. Export the service account key and configure the agents to use the key.
C. Add the Logs Writer role to the service account.
D. Update the instance to use the default Compute Engine service account.

Answer: C

Explanation:
Explanation
The correct answer is A. Add the Logs Writer role to the service account.
To use Cloud Logging, the service account attached to the Compute Engine instance must have the necessary permissions to write
log entries. The Logs Writer role (roles/logging.logWriter) provides this permission. You can grant this role to the user-managed
service account at the project, folder, or organization level1.
Private Google Access is not required for Cloud Logging, as it allows instances without external IP addresses to access Google
APIs and services2. The default Compute Engine service account already has the Logs Writer role, but it is not a recommended
practice to use it for user applications3. Exporting the service account key and configuring the agents to use the key is not a secure
way of authenticating the service account, as it exposes the key to potential compromise4.
References:
1: Access control with IAM | Cloud Logging | Google Cloud
2: Private Google Access overview | VPC | Google Cloud
3: Service accounts | Compute Engine Documentation | Google Cloud
4: Best practices for securing service accounts | IAM Documentation | Google Cloud

NEW QUESTION # 188 
Your team has recently deployed an NGINX-based application into Google Kubernetes Engine (GKE) and has exposed it to the
public via an HTTP Google Cloud Load Balancer (GCLB) ingress. You want to scale the deployment of the application's frontend
using an appropriate Service Level Indicator (SLI). What should you do?

A. Install the Stackdriver custom metrics adapter and configure a horizontal pod autoscaler to use the number of requests
provided by the GCLB.
B. Configure the vertical pod autoscaler in GKE and enable the cluster autoscaler to scale the cluster as pods expand.
C. Configure the horizontal pod autoscaler to use the average response time from the Liveness and Readiness probes.
D. Expose the NGINX stats endpoint and configure the horizontal pod autoscaler to use the request metrics exposed by the
NGINX deployment.

Answer: A

Explanation:
https://cloud.google.com/kubernetes-engine/docs/tutorials/autoscaling-metrics

NEW QUESTION # 189
......
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