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Palo Alto Networks Network Security Architect NetSec-Architect
Prüfungsfragen mit Lösungen (Q15-Q20):
15. Frage 
A company wants visibility into all traffic, including unknown applications. What feature enables this?

A. NAT
B. Routing
C. App-ID
D. QoS

Antwort: C

Begründung:
App-ID identifies applications regardless of port, protocol, or encryption. It provides deep visibility into network traffic, including
unknown or evasive applications.
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16. Frage 
You need to decrypt SSL traffic for inspection while ensuring compliance with privacy regulations.
What should you configure?

A. Decrypt all traffic
B. No decryption
C. Selective SSL decryption policies
D. Disable inspection

Antwort: C

Begründung:
Selective SSL decryption allows inspection of relevant traffic while excluding sensitive or regulated content, ensuring compliance.
Decrypting all traffic may violate privacy laws, while disabling decryption reduces visibility into encrypted threats.

17. Frage 
A security architect needs to design a log collection architecture for a large organization with hundreds of firewalls distributed across
multiple geographic regions. The primary requirement is to ensure that if a single Log Collector in any region fails, logs from the
firewalls in that region will automatically be sent to another available Log Collector without manual intervention. What is the
recommended Panorama feature to achieve this level of log collection resilience?

A. Load balancer to distribute logs across all Log Collectors
B. Log Collectors deployed in a high availability (HA) pair
C. Storage capacity increase on each individual Log Collector
D. Log Collector Group for each geographic region

Antwort: D

Begründung:
A Log Collector Group allows multiple collectors to operate together so firewalls can automatically forward logs to any available
collector in the group. If one collector fails, logging seamlessly continues to other members without manual reconfiguration, providing
the required resilience across regions.

18. Frage 
A security architect must design a Zero Trust architecture using Palo Alto solutions. Which principle is MOST critical?

A. Disable encryption
B. Allow all outbound traffic
C. Verify and inspect all traffic
D. Trust internal network by default

Antwort: C

Begründung:
Zero Trust requires continuous verification of all users and traffic, regardless of location. Palo Alto NGFW supports this with App-
ID, User-ID, and content inspection. Trusting internal networks or allowing unrestricted outbound traffic contradicts Zero Trust
principles.

19. Frage 
A global manufacturing organization has a strategic plan for rapid growth through mergers and acquisitions Several components the
organization has purchased are deemed large deployments with existing IP address schemas and allocations that conflict with the
parent organization. The manufacturing organization needs access to the resources before a re-IP initiative can be completed.
All of the deployments include a variety of IoT devices Leadership requires protection of vulnerable assets and identification of any
known CVEs associated with the IoT devices. The governance, risk and compliance (GRC) team requires comprehensive non-
repudiable logs to identify all IoT devices reporting "Critical (9 0+) CVE scores" for mandatory remediation.
Throughput needs to exceed the current 1 Gbps trending rate, and with expected growth will soon scale to 5 Gbps.



Segmentation is a mandatory requirement with enclaves based on region, device type, and function.
In which two ways should the organization architect for isolation of IoT with groupings based on the device types? (Choose two.)

A. Device-ID based policies
B. Vendor OUI-based policy
C. Dynamic address groups
D. CVE risk scoring-based policy

Antwort: A,C

Begründung:
Device-ID enables identification and classification of IoT devices based on attributes such as device type, allowing policy
enforcement specific to those device categories. Dynamic address groups allow automatic grouping of devices based on tags or
attributes, enabling scalable segmentation and isolation aligned with device type and function without manual updates.

20. Frage
......
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