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M #200

An IT organization has recently implemented a hybrid cloud deployment. The server teamis deploying a new set of domain-joned
Windows servers on cloud-based virtual machines. Users must be able to use their Active Directory credentials to sign in to
applications regardless of whether they are running on Windows servers in the cloud or on-premises.

¢ A. Challenge-Handshake Authentication Protocol (CHAP)
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¢ B. Privileged identity management
o (. Identity federation
e D. Two-step verification
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Identity federationallows authentication credentials to be used across multiple systens or domains- includingon-premises and cloud
platforms-without duplicating user databases.

NIST SP 800-63C (Federated Identity Guidelines):

"Federation enables users to access multiple, disparate services using a single digital identity that can be shared securely across
organizational boundaries." This approach is essential in hybrid architectures where cloud VMs and on-prem servers must recognize
acentralized identity providerlike Active Directory.

#WGU Course Alignment:

Domain:Access Control and Identity Management

Topic:Implement federated identity in hybrid and multi-cloud environments

HA #201
An IT team must allow on-premises users to log in to the Azure portal using their corporate credentials.
Which strategy should be used to enable identity federation in this scenario?

A. Encrypting with Transport Layer Security (TLS)

B. Integrating with lightweight directory access protocol (LDAP)

C. Deploying a hardware-based two-factor authentication (2FA) solution

D. Configuring third-party authentication with Security Assertion Markup Language (SAML)

Ef#: D
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The correct answer is D - Configuring third-party authentication with Security Assertion Markup Language (SAML).

According to the WGU KFO1 / D488 Study Guide, SAML enables Single Sign-On (SSO) and federated identity across different
domains by securely exchanging authentication and authorization data between an identity provider (such as an organization's Active
Directory Federation Services) and a service provider (such as Azure). This allows on-premises users to log into cloud services
using their existing corporate credentials.

TLS (A) provides secure communication but does not manage identity federation. 2FA (B) strengthens authentication but is not
about identity federation setup. LDAP (C) is a protocol for accessing directory services, not specifically designed for federation
across cloud platforms.

Reference Extract from Study Guide:

"SAML is used to implement Single Sign-On (SSO) and federated identity management, allowing organizations to extend on-
premises authentication capabilities to cloud services seamlessly."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Identity and Access Management Concepts

E R #202
A company has recently failed a security audit. Many of the end users have passwords older than 365 days.
Which password policy type will prevent this issue?

A. Recovery
B. Conplexity
C. Expiration
D. Length

IEf: C
R -

The correct answer is A - Expiration.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), password expiration policies require users to
change their passwords after a certain period, ensuring that long-term credential exposure risk is minimized.

Length (B) defines minimum password size. Recovery (C) relates to resetting forgotten passwords.

Complexity (D) enforces character requirements, not age.



Reference Extract fiom Study Guide:
"Password expiration policies require users to update passwords regularly, minimizing the risk of long-term credential exposure."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Password Security Best Practices

P #203
Match the legislative purpose with the corresponding legislation.
Answer options may be used more than once or not at all.

Ef#:
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Explanation:

DMCA (Digital Millennium Copyright Act)

Purpose: The DMCA makes it illegal to violate copyrights by disseminating digitized material.

The DMCA was enacted in 1998 to address the issues of digital rights management and copyright infringement in the digital age. It
provides legal protection to copyright holders against unauthorized copying, sharing, and distribution of their digital works. The
legislation criminalizes the production and dissemination of technology, devices, or services intended tocircumvent measures that
control access to copyrighted works (commonly known as DRM-Digital Rights Management).

DMCA Overview - U.S. Copyright Office

HIPAA (Health Insurance Portability and Accountability Act)

Purpose: Prohibits agencies from distributing an individual's health information without the individual's consent.

HIPAA, enacted in 1996, is designed to protect individuals' medical records and other personal health information. The Privacy Rule
under HIPAA sets standards for the protection of health information by health plans, healthcare clearinghouses, and healthcare
providers that conduct certain healthcare transactions electronically. It mandates the protection and confidential handling of protected
health information (PHI).

References: HIPAA Privacy Rule - U.S. Department of Health & Human Services FERPA (Family Educational Rights and Privacy
Act) Purpose: Gives students the right to access their own educational records and prevents schools from distributing student
records without permission.

Explanation: FERPA is a federal law enacted in 1974 that protects the privacy of student education records. It grants parents certain
rights with respect to their children's education records, which transfer to the student when they reach 18 years of age or attend a
school beyond the high school level. FERPA requires that schools must have written permission from the student or parent to release
any information froma student's education record.

References: FERPA Regulations - U.S. Department of Education

E Y #204

An IT organization has recently implemented a hybrid cloud deployment. The server teamis deploying a new set of domain-joined
Windows servers on cloud-based virtual machines. Users must be able to use their Active Directory credentials to sign in to
applications regardless of whether they are running on Windows servers in the cloud or on-premises.

‘Which solution should be implemented to meet the requirements?

A. Challenge-Handshake Authentication Protocol (CHAP)
B. Privileged identity management

C. Identity federation

D. Two-step verification

IEf: C
AR :

The correct answer is D - Identity federation.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) details that identity federation enables users to authenticate using
the same credentials across multiple systems and platforms, including hybrid cloud and on-premises environments. Federation
facilitates Single Sign-On (SSO) and seamless authentication.

Two-step verification (A) improves authentication strength but does not federate identities. CHAP (B) is an old protocol for PPP
connections. Privileged identity management (C) manages high-privilege accounts, not general user access across domains.
Reference Extract fiom Study Guide:

"Identity federation allows for seamless authentication across on-premises and cloud environments by trusting external identity
providers, supporting Single Sign-On (SSO) and hybrid deployments."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Federation and Identity Management Concepts
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