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¢ Installation: This section of the exam measures the skills of System Implementation Specialists and focuses

on installing and deploying Instana across different environments. It includes installing the Instana backend,
T | deploying and configuring agents, and migrating existing Instana setups. Candidates will also demonstrate
their ability to implement Synthetic Monitoring and manage Points of Presence (PoPs) effectively for end-
to-end performance validation.

¢ Security and Compliance: This section of the exam measures the skills of IT Security Analysts and focuses
on the data protection and compliance aspects of Instana deployment. Candidates must describe and

EN D) implement data retention policies, plan for regulatory compliance, secure APIs, manage user access, and

mterpret audit logs. The goal is to ensure secure system configurations that align with organizational and

regulatory standards.

¢ Planning: This section of the exam measures the skills of Cloud Monttoring Engineers and covers the
foundational planning tasks required for successful Instana deployment. Candidates must understand the
installation prerequisites, the architectural design of Instana for on-premises environments, and the platform
F&E3 core capabilities and use cases. It also assesses knowledge of different agent modes, supported sensors
and tracers, and the distinctions between cloud service agents and serverless agents essential for scalable
implementation.
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FIRE #46
‘What happens when multiple agent configuration files are created and put alongside the main configuration. yaml?

A. An error is thrown since only one configuration file is allowed at any time.
B. All configuration files are merged in alphabetical order.

C. Only the first file is processed while other files are silently ignored.

D. The configuration file is read in alphabetical order.

ZE: D

fE R A -

IBM Instana Observability's agent supports modularized configuration through multiple YAML configuration fragments within its
configuration directory. As described in the documentation: "When multiple configuration files exist alongside the main
configuration.yaml, the agent reads each in alphabetical order and applies configurations sequentially." This mechanism supports
composable and layered configuration management, allowing base settings in configuration.yaml to be overridden or extended by
secondary fragments. The key design principle is deterministic merge order-guaranteeing predictable configuration hierarchies across
deployments. This method improves maintainability in large environments by facilitating separation of sensitive and technology-
specific settings while maintaining a consistent merge process. IBM warns not to name multiple files with overlapping keys unless
intentional overrides are desired. The merge is additive and case-sensitive, processed lexicographically, providing administrators
both flexibility and traceability for troubleshooting and auditing. There is no error generated when muiltiple files are present; rather,
Instana agent gracefully integrates them during initialization, a behavior that promotes advanced configuration modularity for complex
deployments.

I RE #47
How can OTLP be enabled?

A. In the settings.hcl
B. Using Helm

C. By configuring muiltiple tracers
D. In the params.yaml

EX: B

R -

OTLP (OpenTelemetry Protocol) enables modern, standards-based telemetry with Instana for traces and metrics. The official IBM
Instana documentation explains that enabling OTLP support should be done during installation or upgrade via Helm, using either
values set ina YAML file or via the --set command line argument. This method is described as, "To enable OTLP, use Helm with
the provided chart and set OTLP values in your values.yaml or with the --set flag," Helm automation allows administrators to easily
manage, update, and version-control agent and collector configuration at scale-especially in Kubernetes environments. It is favored
because it is compatible with Instana's operator and dynamic config approaches. Manual edits in settings.hcl or params.yaml are not
recommended or officially documented for enabling OTLP streams. Mulltiple tracers relate to instrumentation and are not for
enabling the protocol itself. Using Helm provides a streamlined, repeatable and supported approach - per IBM Instana deployment
best practices.

R #48
‘Which protocol is used by the Grafana Plugin for Instana to fetch data?

e A HTTP
e B.JDBC
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e C.SOP
e D.gRPC

BE&R: A

it RE S B -

When integrating Grafana with Instana, the plugin communicates using RESTful interactions over the HTTP protocol. IBM's
integration guide clearly explains: '"The Instana DataSource Plugin for Grafana communicates with the Instana backend via HTTP-
based REST APIs to query metrics and event data." This ensures secure TLS-encrypted data transport and allows compatibility
with Grafana's native data source management features. HTTP is chosen due to its simplicity, standardization, and suitability for web
API integrations, allowing Grafana to query time-series data from Instana and automatically populate dashboards. The plugin
retrieves metrics, trace-level summaries, and service health states over HTTP GET and POST requests. Other options such as
gRPC are used only internally between microservices, SOP is not a standard communication protocol, and JDBC is limited to
databases. The HTTP choice makes integration straightforward across networked environments, requiring only AP tokens or basic
authentication per Instana API access configuration.

P& #49
When are issues or incidents triggered in Instana while using .Net sensor?

A. When a user logs in
B. Based on failing health signatures or custom metric thresholds
C. When a sensor goes offline

D. During regular maintenance
EX: B

fE AR A«

Instana triggers Issues and Incidents based on dynamic health signatures and custom metric thresholds established for NET
applications. The official documentation clarifies: "Issues are generated automatically when health signatures fail or when custom
metric thresholds are breached for .NET sensors, indicating performance or reliability degradation." This includes transaction latency,
error rates, resource exhaustion, or process failure detection. Health signatures are built-in, algorithmic checks using expected
baselines and historical data. Custom thresholds may be established by users for business-specific metrics (e.g,, request time or
throughput), further enriching early warning detection. Offline sensors or regular maintenance only lead to downtime or muted alerts,
not issues/incidents. User logins reflect authentication flow monitoring and do not prompt system-wide issues in Instana's event
model unless login failure ties to health impacts.

PR #50
‘Which tool does Instana use to provide geographical data by mapping user IP addresses?

A. Geo Application Service
B. GeoLite2 database
C. Google Maps API
D. Universal Geo database

Z%: B

fE R A -

IBM Instana leverages the open-source and widely recognized GeoLite2 database for mapping user IP addresses to their
approximate physical locations in synthetic and real user monitoring scenarios. The documentation details: "[nstana provides
geographical and location metadata based on the GeoLite2 database, which is regularly updated for improved accuracy and privacy
compliance." GeoLite2 is a MaxMind-developed database providing country, city, region, and sometimes ISP-level information
from [P addresses. Using an on-premise and regularly-curated geo database ensures no end-user data is ever transmitted to external
or third-party web mapping services (such as Google Maps), maintaining strong data privacy and compliance for enterprise
customers. Other listed tools are not native to Instana's geo lookup implementation.

FIE #51
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