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B2 #35
Which FortiGate log type records denied traffic events?

A. System Log
B. Event Log
C. Traffic Log
D. Security Log

He: C

dY:

Traffic Logs in FortiGate record all traffic events, including denied packets, with details like source, destination, and policy ID.
Security Logs (B) cover UTM events, Event Logs (C) system events, and System Logs (D) hardware or system status, not
specifically denied traffic. Exact extract: "Traffic Logs record all packet activity, including allowed and denied traffic, with details
such as source/destination IPs, ports, and the firewall policy applied."
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EE #36
Firewall is performing stateful inspection for TCP traffic between Client 10.0.0.21 and Server 172.16.1.200.

A. Traffic should be allowed

B. Three way handshake was not completed

C. Traffic is Asymmetric and not allowed by the Firewall

D. The ACK was not supposed to be sent to client 10.0.0.21

HE: B

Y.

Stateful inspection requires a complete TCP three-way handshake (SYN, SYN-ACK, ACK) to establish a session in the firewall's
state table. If the handshake is incomplete (e.g., missing ACK), the session is not established, and traffic is dropped. The question
implies a stateful firewall scenario where traffic is blocked, likely due to an incomplete handshake. Asymmetric traffic (B) or
incorrect ACK (A) are not indicated without further context, and C is incorrect if the handshake fails. Exact extract: "Stateful
inspection ensures that a TCP three-way handshake is completed before allowing traffic... If the handshake is not completed,
FortiGate drops the packets as invalid."

HE#37
‘Which Router in an OSPF Domain sends a Type-4 Summary LSA

A. Stub Routers only
B. ABR

C. ASBR

D. AllOSPF Routers

H¥e: B

HE:

In OSPF, the Area Border Router (ABR) generates Type-4 Summary LSAs to advertise the location of an Autonomous System
Boundary Router (ASBR) to other areas. This LSA mforms routers in different areas how to reach the ASBR for external routes.
ASBR generates Type-5 LSAs for external routes, but ABR summarizes them with Type-4. Not all routers or stub routers do this.
Exact extract: This article describes the basic steps to configure FortiGates in an OSPF scenario where the FortiGates will be ABR
and ASBR OSPF routers across 3 areas. Router3 is the Autonomous System Border Router (ASBR). It routes all traffic to the ISP
BGP router for internet access. It redistributes routes from BGP and ... Type 4 LSAs exist to let the area know the router-id of the
ASBR, so the routers can look at the type 5 route, find advertising-router, and map

... An ASBR summary L.SA is generated by an ABR and describes the location of an ASBR (Autonomous System Boundary
Router) that connects to an external network. The FortiGate in the middle shall be a ABR between the two areas. But I don't want
R2 inarea 0.0.0.0 to have every /32 route for every VPN client. So I tried ...

A2 #38
What is the purpose of the FortiGate 'diagnose debug flow' command?

A. To monitor system performance metrics

B. To troubleshoot routing table issues

C. To display real-time packet captures

D. To show the packet flow through firewall policies

He:. D

Y.

The 'diagnose debug flow' command in FortiGate is used to troubleshoot how packets are processed through firewall policies,
showing details like policy matching, NAT, and session handling. It helps identify why packets are allowed or dropped. Option A
refers to packet sniffing, B to routing diagnostics, and D to performance monitoring, none of which are the primary function. Exact
extract: "The diagnose debug flow command displays the packet flow through FortiGate, including policy matching, NAT, and
session details, useful for troubleshooting traffic issues."



AE #39
‘What happens when a FortiGate detects a SYN flood attack?

A. Tt redirects traffic to a backup gateway
B. It applies rate limiting to SYN packets
C. It enables proxy-based inspection

D. It drops all incoming packets

2
m

SH: B

ME:

When FortiGate detects a SYN flood attack, it applies rate limiting to SYN packets via a DoS policy, dropping excessive packets
to mitigate the attack. It does not drop all packets (A), enable proxy inspection (B), or redirect traffic (D). Exact extract: "FortiGate
mitigates SYN flood attacks using DoS policies, which apply rate limiting to SYN packets to prevent overwhelming the system."
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