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What are two benefits of deploying FortiSASE with FortiGate ZTNA access proxy? (Choose two.)

¢ A The on-premises FortiGate performs a device posture check.
¢ B. It offers data center redundancy.

e C. It is ideal for latency-sensitive applications.

e D. It supports both agentless ZTNA and agent-based ZTNA.

IE%: C\ D

fiR e«
Deploying FortiSASE with FortiGate ZTNA access proxy enables efficient access to private applications with reduced latency and
supports both agentless and agent-based ZTNA methods for flexible access control.

B #19
‘Which authentication method overrides any other previously configured user authentication on FortiSASE?

A. MFA
B. Local
C. RADIUS
D. SSO

Ef#: D

fER L2

Comprehensive and Detailed Explanation From FortiSASE 24.x/25 x, FortiOS 7.4, FortiAuthenticator

6.5, FortiClient 7.0 and later Exact Extract study guide:

In FortiSASE environments, Single Sign-On (SSO) is prioritized as the primary enterprise authentication mechanism. According to
the FortiSASE Configuration Guide and Security Operations documentation, when you configure SAML SSO (Single Sign-On), it
serves as a global authentication setting that overrides any previously configured local or remote (RADIUS/LDAP) user
authentication methods for the secure web gateway (SWG) and VPN tunnels.

The architectural logic is designed to ensure a seamless "Zero Trust" identity provider (IdP) experience. Once SSO is enabled and
configured (typically using Azure AD, Okta, or FortiAuthenticator as the IdP), FortiSASE redirects authentication requests to the
defined IdP. This effectively supersedes manual local user databases or legacy RADIUS configurations to maintain a single source of
truth for identity management. While MFA is often a component of the authentication process, it is a secondary factor, whereas SSO
is the foundational method that dictates the authentication flow and overrides prior settings.

ER#20
What are two benefits of deploying secure private access (SPA) with SD-WAN? (Choose two answers)

A. Support of both TCP and UDP applications

B. A direct access proxy tunnel from FortiClient to the on-premises FortiGate
C. Inline security inspection by FortiSASE

D. ZTNA posture check performed by the hub FortiGate

EfE: AL C

AR :

According to the NSE7 SASE Enterprise Guide (Pages 46 & 61), deploying Secure Private Access (SPA) with SD-WAN
provides advanced security and networking capabilities by routing traffic through global Points of Presence (PoPs).

* Inline Security Inspection (D): A major advantage of this approach is that traffic is routed through FortiSASE PoPs before it
reaches private applications. This enables inline security inspection, providing robust protection against threats by applying the full
SASE security stack-including antivirus, intrusion prevention, and deep packet inspection-to private access traffic.

* Support for TCP and UDP (B): Organizations with existing FortiGate SD-WAN deployments benefit from broader and seamless
access to privately hosted applications. The SD-WAN SPA use case explicitly supports both TCP- and UDP-based applications,
ensuring that legacy or specialized services that rely on UDP function correctly over the secure tunnel.

* SD-WAN Optimization: This method leverages the benefits of SD-WAN to optimize traffic flow between the SASE PoP and the
corporate SD-WAN hub or data center FortiGate. It is particularly useful for mission-critical applications that require an extra layer
of security combined with path optimization.

* Architecture: In this configuration, the FortiSASE Security PoPs act as spokes in the organization's SD-WAN network, relying on



IPsec VPN overlays and BGP for secure dynamic routing,
While ZTNA posture checks are a feature of the broader ecosystem, the NSE7 Guide specifically highlights inline inspection and
application support (TCP/UDP) as primary advantages of the SD-WAN integrated SPA approach.

HE#21

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

A. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.

B. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWQ) service as an explicit web proxy.
C. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

D. Use the self-registration portal on FortiSASE to grant internet access.

Ef#: D

R -
The self-registration portal is the recommended method for granting temporary internet access to contractors or guests. It provides a
simple and secure way for the contractor to authenticate and access the internet without requiring full endpoint management or policy

configuration.

H #22

An organization needs to resolve internal hostnames using its internal rather than public DN'S servers for remotely connected
endpoints. Which two components must be configured on FortiSASE to achieve this?

(Choose two.)

e A. DNS filter

e B. SSL deep inspection

e C. Split DNS rules

e D. Split tunnelling destinations

IEf#E: C. D

fiR .-

To resolve internal hostnames using internal DNSS servers for remotely connected endpoints, the following two components must be
configured on FortiSASE:

* Split DNS Rules:

* Split DNS allows the configuration of specific DNS queries to be directed to internal DNS servers instead of public DNS servers.
* This ensures that internal hostnames are resolved using the organization's internal DNS infrastructure, maintaining privacy and
accuracy for internal network resources.

* Split Tunneling Destinations:

* Split tunneling allows specific traffic (such as DNS queries for internal domains) to be routed through the VPN tunnel while other
traffic is sent directly to the internet.

* By configuring split tunneling destinations, you can ensure that DNS queries for internal hostnames are directed through the VPN
to the internal DNSS servers.

References:

FortiOS 7.6 Administration Guide: Provides details on configuring split DNS and split tunneling for VPN clients.

FortiSASE 23.2 Documentation: Explains the implementation and configuration of split DN'S and split tunneling for securely resolving
mnternal hostnames.
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