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CertNexus CyberSec First Responder Sample Questions (Q151-Q156):

NEW QUESTION # 151
After successfully enumerating the target, the hacker determines that the victim is using a firewall. Which of the following techniques
would allow the hacker to bypass the intrusion prevention system (IPS)?
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A. FINS scanning
B. Port scanning
C. Stealth scanning
D. Xmas scanning

Answer: A

NEW QUESTION # 152
A security administrator needs to review events from different systerns located worldwide. Which of the following is MOST
important to ensure that logs can be effectively correlated?

A. Logs should include the physical location of the action performed.
B. Logs should contain the username of the user performing the action.
C. Logs should be synchronized to their local time zone.

D. Logs should be synchronized to a common, predefined time source.

Answer: C

Explanation:
Section: (none)
Explanation

NEW QUESTION # 153
An organization that recently suffered a ransonmware attack found that its backups were faulty. Which of the following steps could
BEST ensure reliable backups in the future?

A. Storing backups at an offSite location.

B. Backing up all data to solid-state storage.

C. Conducting a full asset inventory assessment.
D. Implementing periodic tests of backups.

Answer: D

Explanation:

Implementing periodic tests of backups ensures that the backups are flinctional and reliable when they are needed. Regular testing
helps verify that the data can be restored successfully and that the backup process is working correctly, which is crucial for effective
recovery froman attack like ransomware.

NEW QUESTION # 154
A system administrator identifies unusual network traffic from outside the local network. Which of the following is the BEST method
for mitigating the threat?

A. Packet capturing
B. Malware scanning
C. Content filtering
D. Port blocking

Answer: A

NEW QUESTION # 155
‘Which encryption technology was built into Mac OS X?

A. Bitlocker
B. LUKS

C. VeraCrypt
D. FileVault



Answer: D

Explanation:
FileVault is the encryption technology built into Mac OS X (and later macOS). It provides full disk encryption to protect data by
encrypting the entire disk using XTS-AES-128 encryption with a 256-bit key.

NEW QUESTION # 156
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