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Antwort: C

Begriindung;

According to ISO 27001:2022 Annex A Control 8.30, the organisation shall ensure that externally provided processes, products or
services that are relevant to the information security management system are controlled. This includes developing and entering into
licensing agreements that cover code ownership and intellectual property rights, and implementing appropriate contractual
requirerments related to secure design and coding in accordance with Annex A 8.25 and 8.2912 In this case, the organisation and the
developer have performed security tests that failed, which indicates that the secure design and coding requirements of Annex A 8.29
were not met. The IT Manager explains that the encryption and pseudonymisation functions failed because they slowed down the
system and service performance, and that an extra 150% of resources are needed to cover this. However, this does not justify the
acceptance of the test results by the Service Manager, who is not authorised to approve the test according to the software security
management procedure. The Service Manager should have consulted with the IT Manager, who is the owner of the process, and
followed the procedure for handling nonconformities and corrective actions. The Service Manager's decision to continue the service
based on access control alone exposes the organisation to the risk of compromising the confidentiality, integrity, and availability of
personal data processed by the mobile app. Therefore, there is a nonconformity (NC) with clause 8.1, control A.8.30.

References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Training Course by PECB 2
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Antwort: C,F,G.H

Begrindung;

Based on the understanding of follow-up audits, especially in the context of Information Security Management Systens (ISMS) and
the guidelines provided by ISO 19011:2018, here are the four questions from your list that the auditor in training has answered
correctly:

B: Q: Should follow-up audits seek to ensure nonconformities have been effectively addressed? A: YES This is correct. The primary
purpose of follow-up audits is to verify that nonconformities identified in previous audits have been effectively addressed and the
corrective actions taken are suitable and effective.

D: Q: Is the purpose of a follow-up audit to verify the completion of corrections, corrective actions, and opportunities for
improverment? A: YES Yes, the follow-up audit ains to verify the completion and effectiveness of corrections and corrective actions.
It may also consider the implementation of opportunities for improvement identified during the initial audit.

E: Q: Are follow-up audits required for all audits? A: NO This is correct. Follow-up audits are not automatically required for all
audits. They are typically conducted when nonconformities or other significant issues were identified in an earlier audit and there's a
need to verify the implementation and effectiveness of the corrective actions.

H: Q: Could an outcome froma follow-up audit be another follow-up audit if required? A: YES Yes, this is a possible outcome. If
the follow-up audit finds that the corrective actions have not been fully effective, or if new issues are identified, it may be necessary
to conduct another follow-up audit.

The other responses provided by the auditor in training require some clarification or correction. For instance, while a follow-up audit
primarily focuses on previously identified nonconformities and corrective actions, it can still identify new nonconformities if observed
(A). Opportunities for improvement are generally considered in the scope of regular audits more so than in follow-up audits, which
are more narrowly focused on corrective actions (C). Also, the outcomes of follow-up audits should typically be reported to both
the audit team leader and the audit client (F and G), ensuring transparency and accountability.

The four questions that the auditor in training has answered correctly are B, D, E, and H. These questions and answers are
consistent with the definition and purpose of a follow-up audit as specified in ISO 19011:2018, Clause 6.712. A follow-up audit is
conducted to verify the completion and effectiveness of corrective actions taken as a result of a previous audit (B, D). Follow-up
audits are not mandatory for all audits, but they may be required by the audit program, the audit client, or other interested parties
(E). The outcome of a follow-up audit may be another follow-up audit if the corrective actions are not satisfactory or not completed
within the agreed time frame (H). The other questions and answers are either incorrect or irrelevant. A follow-up audit should not
seek to identify new nonconformities, as this is not its objective (A). Follow-up audits should consider agreed opportunities for
improverment as well as corrective actions, as they are both outputs of a previous audit . The outcome of a follow-up audit should be
reported to the audit client, as well as to other relevant parties, such as the audit team leader who carried out the previous audit (F,
Q). References: 1: ISO

190112018, Guidelines for auditing management systens, Clause 6.7 \n2: PECB Certified ISO/IEC 27001 Lead Auditor Exam
Preparation Guide, Domain 6: Closing an ISO/IEC 27001 audit
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Antwort: CE,F



Begrindung;

* A. Advise the Shipping Manager that his request will be included in the audit report. This is true because the audit report should
document all the relevant information and evidence related to the audit, including any requests or objections raised by the auditee.
The audit report should also provide the rationale for the audit conclusions and recommendations12.

* B. Advise management that the new information provided will be discussed when the auditors have more time. This is true because
the auditors should not make hasty decisions based on incomplete or unverified information. The auditors should review and evaluate
the new information in a systematic and objective manner, and determine whether it affects the audit findings, nonconformities, or
conclusions12.

* F. Thank the Shipping Manager for his honesty but advise that withdrawing the nonconformity is not the right way to proceed. This
is true because the auditors should acknowledge and appreciate the cooperation and transparency of the auditee, but also maintain
their professional integrity and independence. The auditors should not withdraw a nonconformity unless they are satisfied that it was
raised in error or that it has been effectively corrected and verified12.

References =

*1SO 19011:2022 Guidelines for auditing management systems

* ISO/IEC 17021-1:22022 Conformity assessment - Requirements for bodies providing audit and certification of management
systens - Part 1: Requirements
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Antwort: A,E

Begrindung;

A sanpling plan for the audit is a method of selecting a representative subset of the audit evidence to evaluate the conformity of the
ISMS1. The advantages of using a sampling plan are:

* It reduces the audit duration by focusing on the most relevant and significant aspects of the ISMS2.

* It gives confidence in the audit results by ensuring that the sample is sufficient, reliable, and unbiased3.

1: ISMS Auditing Guideline - ISO27000, page 9; 2: Internal Audit Plan - ISO Templates and Documents Download; 3: A Step-by-
Step Guide to Conducting an ISO 27001 Internal Audit, Step 4; : ISMS Auditing Guideline - ISO27000; : Internal Audit Plan -
ISO Templates and Documents Download; : A Step-by-Step Guide to Conducting an ISO 27001 Internal Audit
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Antwort:

Begriindung;

Explanation:

* Risk analysis is the process by which the nature of'the risk is determined along with its probability and impact. Risk analysis
mvolves estimating the likelihood and consequences of potential events or situations that could affect the organization's information
security objectives or requirements12. Risk analysis could use qualitative or quantitative methods, or a combination of both12.
* Risk management is the process by which a risk is controlled at all stages of its life cycle by means of the application of
organisational policies, procedures and practices. Risk management involves establishing the context, identifying, analyzing,
evaluating, treating, monitoring, and reviewing the risks that could affect the organization's information security performance or
compliancel2. Risk management ains to ensure that risks are identified and treated in a timely and effective manner, and that
opportunities for improvement are exploited12.

* Risk identification is the process by which a risk is recognised and described. Risk identification involves identifying and



documenting the sources, causes, events, scenarios, and potential impacts of risks that could affect the organization's information
security objectives or requirements 12. Risk identification could use various techniques, such as brainstorming, interviews, checklists,
surveys, or historical datal2.

* Risk evaluation is the process by which the impact and/or probability of a risk is compared against risk criteria to determine if it is
tolerable. Risk evaluation involves comparing the results of risk analysis with predefined criteria that reflect the organization's risk
appetite, tolerance, or acceptancel2. Risk evaluation could use various methods, such as ranking, scoring, or matrix12. Risk
evaluation helps to prioritize and decide on the appropriate risk treatment options12.

* Risk mitigation is the process by which the impact and/or probability of a risk is reduced by means of the application of controls.
Risk mitigation involves selecting and implementing measures that are designed to prevent, reduce, transfer, or accept risks that
could affect the organization's information security objectives or requirements12. Risk mitigation could include various types of
controls, such as technical, organizational, legal, or physicall 2. Risk mitigation should be based on a cost-benefit analysis and a
residual risk assessment12.

* Risk transfer is the process by which a risk is passed to a third party, for example through obtaining appropriate insurance. Risk
transfer involves sharing or shifting some or all of the responsibility or liability for a risk to another party that has more capacity or
capability to manage it12. Risk transfer could include various methods, such as contracts, agreements, partnerships, outsourcing, or
insurance12. Risk transfer should not be used as a substitute for effective risk management within the organization12.

References =

* ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements
* ISO/IEC 270052022 Information technology - Security techniques - Information security risk management
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