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Review the diagram and existing configuration of RouterA above. Which configuration changes are necessary to permit load
balancing between RouterA and RouterB? (Selecttwo) Exhibit.

e o o o o
moOw»

EME: AL B

R -
Analyze Topology and Existing Configuration:
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* RouterA (AS 64500) peers with RouterB (AS 64512) using eBGP.

* Peering is configured between loopback interfaces (RouterA LoO 10.3.0.3 to RouterB Lo0 10.255.0.12).

* Two parallel physical links connect the routers (10.255.102.0/30 and 10.255.102.4/30).

* RouterA has two static routes pointing to RouterB's loopback (10.255.0.12/32), one via each physical link's next hop
(10.255.102.1 and 10.255.102.5). This provides reachability to the BGP peer address over both paths.

* RouterA's BGP config activates the neighbor 10.255.0.12 for [Pv4 unicast but is missing key commands for stable loopback
peering and load balancing.

Goal:Permit load balancing for traffic exchanged via BGP between RouterA and RouterB. This requires BGP ECMP (Equal Cost
Multi-Path).

Requirements for eBGP ECMP over Loopbacks:

* Stable Peering:Peering must use loopback addresses. This requires:

* update-source loopback <id>: To source BGP TCP packets from the loopback IP.

* ebgp-multihop <ttP>: Because loopbacks are not directly connected (TTL > 1 needed).

* ECMP Enabled:BGP must be configured to allow multiple paths in the routing table. This requires:

* maximum-paths <n> (or maximum+-paths ebgp <n>): To allow more than the default 1 path.

* Equal Paths:BGP must see multiple paths to thesameprefix learnedfrom RouterBthat are considered equal based on BGP path
selection attributes (Weight, Local Pref, AS Path, Origin, MED, etc.). Since routes are learned from the same neighbor IP
(RouterB's loopback), these attributes will likely be identical for routes learned via this peering. RouterA already has equal static
routestothe BGP next hop (10.255.0.12).

H #22

A user cannot connect to the wired network using 802.1X with EAP-TLS. The user's device is configured correctly and the user has
a valid certificate. The RADIUS server logs show that the user is authenticating successfully.

What could be the reason for this issue?

A. The RADIUS server is not configured to use EAP-TLS.

B. The switch is not configured to use EAP-TLS.

C. The user's device is not using the correct certificate authority.
D. There is an issue with the switch interface configuration.

Ef#: D

R :

Since the RADIUS logs show successful authentication with a valid certificate, EAP-TLS is fnctioning properly between the client
and the RADIUS server. Ifthe user still cannot connect, the issue is most likely with the switch interface configuration (e.g., missing
VLAN assignment, incorrect role, or port-access settings), which prevents network access after successful authentication.

R #23
Security administrators are complaining about the number if HPE Aruba Networking ClearPass Access Tracker events from the
user 'radius-test'. Given the configuration below, hao can the number of events be reduced?

A. Configure 'dead-only' tracking mode.
B. Configure 'any' tracking mode.

C. Decrease the tracking retries.

D. Increase the tracking interval.

IEf#E: A

AR :

The configuration shown enables RADIUS server tracking using the test user radius-test. By default, this generates continuous
Access Tracker events because every probe attempt is logged.

To reduce the number of events, the tracking mode should be changed to dead-only, which limits authentication probes to when the
RADIUS server is marked as unreachable. This way, ClearPass only sees test authentications when a failure condition occurs,
significantly reducing unnecessary log entries.

HH #24
What is the most secure way to configure HPE Aruba Networking access points for employee/guest access?



¢ A Use a single SSID for employee and guest access and configure a captive portal for guest access.

¢ B. Configure VLANS to segregate employee and guest traffic but use the same default password for all VLANS.

e (. Use separate SSIDs for enployee and guest access and configure an HPE Aruba Networking ClearPass Policy Manager
for guest authentication.

¢ D. Use WPA2 Enterprise encryption with a RADIUS server but use a weak pre-shared key (PSK) for the RADIUS server.

Ef: C

A -

Separate SSIDs ensure traffic segregation between employees and guests.

Employees can use 802.1X with WPA2/WPA3-Enterprise for secure authentication via RADIUS.
Guests can be directed to ClearPass Guest Captive Portal for secure onboarding and controlled access.
This provides the highest level of security and policy enforcement compared to the other options.

HM #25
Acnre is having BGP issues with its AOS-CX switch and has asked you to helptroubleshoot the issue You have access to the CLI
ofthe switch. Which command can you use to begn troubleshooting?

A. show debug start

B. show debug destinations

C. show run | route destination!
D. snow buffer | debug

Ef#: B

fEEL:

The question involves troubleshooting BGP issues on an AOS-CX switch, and the task is to identify the appropriate CLI command
to begin the troubleshooting process.

* Analysis of Options:

* Option A (show run | route destination):Incorrect syntax; the show running-config command with a filter is not specific to BGP
troubleshooting,

* Option B (show debug start):Incorrect; AOS-CX does not use show debug start for initiating debugging.

* Option C (show buffer | debug):Incorrect; this is not a valid AOS-CX command for BGP troubleshooting,

* Option D:Correct. The show debug destinations command displays the current debug settings, including whether BGP debugging
is enabled, which is a critical first step in troubleshooting BGP issues.

* Why Option D is Correct:To troubleshoot BGP issues, the first step is to verify if debugging is enabled for BGP events, as this
provides detailed logs of session states, messages, and errors. The show debug destinations command on AOS-CX switches shows
which debug types (e.g., BGP) are active and where logs are sent (e.g., console, syslog). If BGP debugging is not enabled, the
administrator can enable it using debug bgp to capture relevant information, making this the ideal starting point for BGP
troubleshooting,

* Relevance to Certification Objectives:

* Troubleshooting (10%):Involves performing advanced troubleshooting of routing protocols like BGP.

* Routing (16%):Includes diagnosing BGP session and configuration issues.

References:

HPE Aruba Networking AOS-CX Configuration Guide: Debugging and Logging, detailing debug commands.

HPE7-A06Study Guide: Covers BGP troubleshooting workflows.

HPE Aruba Networking Technical Documentation: AOS-CX CLI Reference, explaining show debug destinations.
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