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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q95-Q100):
NEW QUESTION # 95 
You are configuring logging for a security policy.
In this scenario, in which two situations would log entries be generated? (Choose two.)

A. every 60 seconds
B. at session close
C. at session initialization
D. every 10 minutes

Answer: B,C

Explanation:
Log entries would be generated in two situations: at session initialization and at session close. At session initialization, the log entry
would include details about the connection, such as the source and destination IP addresses, the service being used, and the action
taken by the security policy. At session close, the log entry would include details about the connection, such as the duration of the
session, the bytes sent/received, and the action taken by the security policy. For more information, you can refer to the Juniper
Security documentation at
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/security- log-co

NEW QUESTION # 96 
You are currenty using a third-party threat analyzer. You want your SRX Series device to send decrypted SSE traffic to......
In this scenario, which feature should you configure on the SRX device?

A. SSL decryption mirroring
B. IPS IPanotify action
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C. JSA vulnerability assessment
D. Phase 2 proxy ID

Answer: B,C

NEW QUESTION # 97 
You have implemented a vSRX in your VMware environment. You want to implement a second vSRX Series device and enable
chassis clustering.
Which two statements are correct in this scenario about the control-link settings? (Choose two.)

A. In the vSwitch security settings, reject MAC address changes.
B. In the vSwitch properties settings, set the VLAN ID to None.
C. In the vSwitch security settings, reject forged transmits.
D. In the vSwitch security settings, accept promiscuous mode.

Answer: A,D

NEW QUESTION # 98 
Which statement about security policy schedulers is correct?

A. A policy can have multiple schedulers.
B. A policy without a defined scheduler will not become active
C. Multiple policies can use the same scheduler.
D. When the scheduler is disabled, the policy will still be available.

Answer: C

Explanation:
Schedulers can be defined and reused by multiple policies, allowing for more efficient management of policy activation and
deactivation. This can be particularly useful for policies that need to be activated during specific time periods, such as business hours
or maintenance windows.

NEW QUESTION # 99 
Which statement defines the function of an Application Layer Gateway (ALG)?

A. The ALG uses software processes for permitting or disallowing specific IP address ranges.
B. The ALG uses software processes for managing specific protocols.
C. The ALG contains protocols that use one application session for each TCP session.
D. The ALG uses software that is used by a single TCP session using the same port numbers as the application.

Answer: B

Explanation:
The statement that defines the function of an Application Layer Gateway (ALG) is: The ALG uses software processes for managing
specific protocols. An ALG is a security component that operates at the application layer (layer 7) of the OSI model and handles
data associated with certain application protocols, such as SIP, FTP, RTSP, etc. An ALG acts as a proxy or intermediary between
the client and the server applications and performs various functions, such as address and port translation, resource allocation,
application response control, and synchronization of data and control traffic. An ALG can also inspect and modify the application
payload to enable firewall or NAT traversal, prevent spoofing or DoS attacks, or enforce granular security policies based on
application-specific commands. Reference: = Application-level gateway - Wikipedia, What Is an Application Layer Gateway
(ALG)? | F5, What is ALG
** Application Layer Gateway | 3CX

NEW QUESTION # 100
......
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