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WGU Managing Cloud Security (JY02) Sample Questions (Q156-Q161):
NEW QUESTION # 156 
Which guide remedies the challenge of the international nature of cloud forensics and is known for becoming the premier standard for
eDiscovery?

A. ISO/IEC 27037:2012
B. ISO/IEC 27050-1:2016
C. ISO/IEC 27041:2015
D. ISO/IEC 27042:2015

Answer: B

Explanation:
ISO/IEC 27050-1:2016 is the guide that addresses the international challenges of cloud forensics and is recognized as the premier
standard for electronic discovery (eDiscovery). Managing Cloud documentation explains that eDiscovery involves identifying,
collecting, preserving, and producing electronically stored information in legal proceedings.
This standard provides guidance for handling digital evidence across jurisdictions, which is especially important in cloud environments
where data may reside in multiple countries. It establishes consistent processes and terminology to support legal defensibility and
compliance.
The other ISO standards address evidence handling, investigation readiness, or incident management, but ISO
/IEC 27050 specifically focuses on eDiscovery. Therefore, ISO/IEC 27050-1:2016 is the correct answer.

NEW QUESTION # 157 
Which logical consideration should be addressed when planning the design of a data center?

A. Heating and cooling
B. Utility power availability
C. Ability for expansion
D. Multitenancy of networks

Answer: D

Explanation:
Multitenancy of networks is a logical design consideration when planning a data center. Managing Cloud principles explain that
logical considerations focus on how systems, networks, and services are structured and interact, rather than physical infrastructure
components.
Multitenancy requires logical separation of tenants to ensure confidentiality, integrity, and availability of data.
This includes network segmentation, virtual LANs, access controls, and isolation mechanisms that prevent one tenant from accessing
another tenant's resources. Proper logical design is critical in cloud environments where multiple customers share the same physical
infrastructure.
The other options represent non-logical considerations. Heating and cooling and utility power availability are physical and
environmental concerns, while ability for expansion relates to physical capacity planning.
Therefore, multitenancy of networks is the correct logical consideration.

NEW QUESTION # 158 
Which threat modeling process would a security analyst use to test a new application from a malicious actor's perspective?

A. Process for Attack Simulation and Threat Analysis (PASTA)
B. Damage, Reproducibility, Exploitability, Affected Users, and Discoverability (DREAD)
C. Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privileges (STRIDE)
D. Architecture, Threats, Attack Surfaces, and Mitigation (ATASM)
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Answer: A

Explanation:
TheProcess for Attack Simulation and Threat Analysis (PASTA)is a risk-centric threat modeling methodology that explicitly focuses
on simulating real-world attacks from an adversary's perspective. Unlike STRIDE or DREAD, which classify threats and rate
severity, PASTA evaluates how an attacker would exploit vulnerabilities step by step.
PASTA has seven stages, including defining objectives, decomposing applications, and simulating attacks.
This methodology helps organizations understand both technical and business risks by looking at the application as an attacker
would.
STRIDE categorizes threats, DREAD provides scoring, and ATASM emphasizes architecture and mitigation.
While valuable, they are not primarily attack-simulation frameworks. PASTA enables proactive testing of defenses against realistic
adversary behaviors, making it especially relevant in modern cloud and DevSecOps environments.

NEW QUESTION # 159 
In most redundant array of independent disks (RAID) configurations, data is stored across different disks.
Which method of storing data is described?

A. Crypto-shredding
B. Mapping
C. Archiving
D. Striping

Answer: D

Explanation:
The method described isstriping, which is a technique used in RAID configurations to improve performance and distribute risk.
Striping involves splitting data into smaller segments and writing those segments across multiple disks simultaneously. For example, if
a file is divided into four parts, each part is written to a separate disk in the RAID array.
This parallelism enhances input/output (I/O) performance because multiple drives can be accessed at once. It also provides resilience
depending on the RAID level. While striping by itself (RAID 0) increases performance but not redundancy, when combined with
mirroring or parity (e.g., RAID 5 or RAID 10), it offers both speed and fault tolerance.
The purpose of striping in the data management context is to optimize how data is stored, accessed, and protected. It is
fundamentally different from archiving, mapping, or crypto-shredding, as those serve different objectives (long-term storage, logical
placement, or secure deletion). Striping is central to high-performance storage systems and supports availability in mission-critical
environments.

NEW QUESTION # 160 
Which cloud architecture model provides application development services?

A. Software as a Service (SaaS)
B. Security as a Service (SECaaS)
C. Platform as a Service (PaaS)
D. Infrastructure as a Service (IaaS)

Answer: C

Explanation:
Platform as a Service (PaaS) provides application development services in cloud environments. Managing Cloud documentation
explains that PaaS delivers development frameworks, programming languages, libraries, databases, and testing tools required to
build and deploy applications.
This model eliminates the need to manage infrastructure and operating systems, allowing developers to rapidly create, test, and
deploy applications. PaaS also supports scalability and integration with other cloud services.
SaaS delivers completed applications, IaaS provides raw infrastructure, and SECaaS focuses on security services. Therefore, PaaS
is the correct model for application development services.

NEW QUESTION # 161
......
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