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The overall competence of thel2:

The audit scope and criteria: The audit scope defines the extent and boundaries of the audit, such as the locations, processes,
functions, and time period to be audited. The audit criteria are the set of policies, procedures, standards, or requirements used as a
reference against which the audit evidence is compared. The audit scope and criteria determine the complexity and extent of the
audit, and thus influence the number and expertise of the auditors needed to cover all the relevant aspects of the audit.

The overall competence of the audit team needed to achieve audit objectives: The audit team should have the appropriate
knowledge, skills, and experience to conduct the audit effectively and efficiently, and to provide credible and reliable audit results.
The audit team competence should include the following elements12:

Generic competence: The ability to apply the principles and methods of auditing, such as planning, conducting, reporting, and
following up the audit, as well as the personal behaviour and attributes of the auditors, such as ethical conduct, fair presentation,
professional care, independence, and impartiality.

Discipline and sector-specific competence: The ability to understand and apply the audit criteria and the relevant technical or industry
aspects of the audited organization, such as the nformation security management system (ISMS) requirements, the nformation
security risks and controls, the legal and regulatory obligations, the organizational context and culture, the processes and activities,
the products and services, etc.

Audit team leader competence: The ability to manage the audit team and the audit process, such as coordinating the audit activities,
communicating with the audit programme manager and the auditee, resolving any audit-related problens, ensuring the quality and
consistency of the audit work and the audit report, etc.

The person responsible for managing the audit programme should not consider the following factors when deciding the size and
composition of the audit team for a specific audi, as they are either irrelevant or nappropriate for the audit process12:

Customrer relationships: The audit team should not be influenced by any personal or professional relationships with the auditee or
other interested parties, as this may compromise the objectivity and impartiality of the audit. The audit team should avoid any
conflicts of interest or self-interest that may affect the audit results or the audit decisions.

Seniority of the audit team leader: The audit team leader should be selected based on their competence and experience, not on their
seniority or rank within the organization or the audit programme. The audit team leader should have the authority and responsibility to
manage the audit team and the audit process, regardless of their seniority or position.

The cost of the audit: The cost of the audit should not be the primary factor for determining the size and composition of the audit
team, as this may compromise the quality and effectiveness of the audit. The audit team should have sufficient resources and time to
conduct the audit in accordance with the audit objectives, scope, and criteria, and to provide accurate and reliable audit results and
recommendations.

The duration preferred by the auditee: The duration of the audit should be based on the audit objectives, scope, and criteria, and the
availability and cooperation of the auditee, not on the preference or convenience of the auditee. The audit team should have enough
time to conduct the audit in a thorough and systematic manner, and to collect and evaluate sufficient and relevant audit evidence.
Reference:

ISO 19011:2018 - Guidelines for auditing management systems

PECB Candidate Handbook ISO 27001 Lead Auditor, pages 19-20
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According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control A.5.29 requires an organization to establish and maintain a
business continuity management process to ensure the continued availability of information and information systems at the required
level following disruptive incidents1. The organization should identify and prioritize critical information assets and processes, assess
the risks and impacts of disruptive incidents, develop and implement business continuity plans (BCPs), test and review the BCPs,
and ensure that relevant parties are aware of their roles and responsibilities1. Therefore, when verifying the information security of
the business continuity management process, an ISMS auditor should verify that these aspects are met in accordance with the audit
criteria.

Three options that will be in the audit trail for verifying control A.5.29 are:

* Collect more evidence on how the organisation manages information security on mobile devices and during teleworking (Relevant
to control A.6.7): This option is relevant because it can provide evidence of how the organization has implemented appropriate
controls to protect the confidentiality, integrity and availability of information and information systems when staff work from home
using mobile devices, such as laptops, tablets or smartphones. This is related to control A.6.7, which requires an organization to
establish a policy and procedures for teleworking and use of mobile devices].

* Collect more evidence on how and when the Business Continuity Plan has been tested (Relevant to control A.5.29): This option is
relevant because it can provide evidence of how the organization has tested and reviewed the BCPs to ensure their effectiveness and
suitability for different scenarios, such as a pandemic. This is related to control A.5.29, which requires an organization to test and
review the BCPs at planned intervals or when significant changes occurl.

* Collect more evidence on how the organisation makes sure only staff with a negative test result can enter the organisation
(Relevant to control A.7.2): This option is relevant because it can provide evidence of how the organization has implemented
appropriate controls to prevent or reduce the risk of infection or transmission of diseases among staff or residents, such as requiring
regular staff self-testing and using a health status app. This is related to control A.7.2, which requires an organization to ensure that
all employees and contractors are aware of information security threats and concerns, their responsibilities and liabilities, and are
equipped to support organizational policies and procedures in this respect].

The other options are not relevant to verifying control A.5.29, as they are not related to the control or its requirements. For example:
* Collect more evidence by interviewing more staff about their feeling about working from home (Relevant to clause 4.2): This
option is not relevant because it does not provide evidence of how the organization has established and maintained a business
continuity management process or ensured the continued availability of information and information systems following disruptive
incidents. It may be related to clause 4.2, which requires an organization to understand the needs and expectations of interested
parties, but not specifically to control A.5.29.

* Collect more evidence on what resources the organisation provides to support the staff working from home (Relevant to clause
7.1): This option is not relevant because it does not provide evidence of how the organization has established and maintained a
business continuity management process or ensured the continued availability of information and information systems following
disruptive incidents. It may be related to clause 7.1, which requires an organization to determine and provide the resources needed
for its ISMS, but not specifically to control A.5.29.

* Collect more evidence on how the organisation performs a business risk assessment to evaluate how fast the existing residents can
be discharged from the nursing home (Relevant to clause 6): This option is not relevant because it does not provide evidence of how
the organization has established and maintained a business continuity management process or ensured the continued availability of
information and information systems following disruptive incidents. It may be related to clause 6, which requires an organization to
plan actions to address risks and opportunities for its ISMS, but not specifically to control A.5.29.

References: ISO/IEC 27001:2022 - Information technology - Security techniques - Information security management systens -
Requirements
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The three Annex A controls that you would expect the auditee to have implemented when you conduct the follow-up audit are:

* B. 5.13 Labelling of information

* E. 5.34 Privacy and protection of personal identifiable information (PII)

* (. 6.3 Information security awareness, education, and training

* B. This control requires the organisation to label information assets in accordance with the information classification scheme, and to
handle them accordingly12. This control is relevant for the auditee because it could help them to avoid misaddressing labels and
sending parcels to wrong destinations, which could compromise the confidentiality, ntegrity, and availability of the nformation assets.
By labelling the information assets correctly, the auditee could also ensure that they are delivered to the ntended recipients and that
they are protected from unauthorized access, use, or disclosure.

* E. This control requires the organisation to protect the privacy and the rights of individuals whose personal identifiable information
(PII) is processed by the organisation, and to comply with the applicable legal and contractual obligations13. This control is relevant
for the auditee because it could help them to prevent the unauthorized use of residents' personal data by a supplier, which could
violate the privacy and the rights of the residents and their family members, and expose the auditee to legal and reputational risks. By
protecting the PII of the residents and their family members, the auditee could also enhance their trust and satisfaction, and avoid
complaints and disputes.

* G. This control requires the organisation to ensure that all employees and contractors are aware of the information security policy,
their roles and responsibilities, and the relevant information security procedures and controls14. This control is relevant for the
auditee because it could help them to improve the nformation security culture and behaviour of their staff, and to reduce the human
errors and negligence that could lead to information security incidents. By providing information security awareness, education, and
training to their staff] the auditee could also increase their competence and performance, and ensure the effectiveness and efficiency
of the information security processes and controls.

References:

1: ISO/IEC 27001:2022 - Information technology - Security techniques - Information security management systens - Requirements,
Annex A 2: ISO/IEC 27002:2022 - Information technology - Security techniques - Code of practice for information security
controls, clause 8.2.1 3: ISO/IEC 27002:

2022 - Information technology - Security techniques - Code of practice for information security controls, clause 18.1.4 4: ISO/IEC
270022022 - Information technology - Security techniques - Code of practice for information security controls, clause 7.2.2
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Yes, this action is acceptable. The internal audits being outsourced ensure independence and objectivity and allow the audit function
to serve its advisory role effectively, in line with ISO/IEC 27001 requirements. The independence enhances the credibility and
reliability of the audit results.
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Professional skepticism involves challenging evidence, verifying claims, and avoiding assumptions.

The auditors critically assessed the validity of evidence, ensuring claims made by Techvology were backed by concrete proof.
A . Incorrect:

Risk-based auditing prioritizes high-risk areas, but the paragraph focuses on verifying clains and evidence.

B . Incorrect:

Fair presentation ensures accurate reporting of findings, but the paragraph focuses on questioning evidence, not reporting,
Relevant Standard Reference:

Explanation:

Comprehensive and Detailed In-Depth
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