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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q458-Q463):

NEW QUESTION # 458

A company has a high-performance Windows workload. The workload requires a storage volume mat provides consistent
performance of 10.000 KDPS. The company does not want to pay for additional unneeded capacity to achieve this performance.
Which solution will meet these requirements with the LEAST cost?

¢ A. Use an Amazon Elastic File System (Amazon EFS) file system w\ Max I/O mode.

¢ B. Use a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume that is configured with 10.000
provisioned IOPS.

e (. Use a Provisioned IOPS SSD (lol) Amazon Elastic Block Store (Amazon EBS) volume that is configured with 10.000
provisioned IOPS

e D. Use an Amazon FSx for Windows Fife Server foe system that is configured with 10.000 IOPS

Answer: B

Explanation:

To meet the requirement of consistent performance of 10,000 IOPS with the least cost, the SysOps admmnistrator should use a
General Purpose SSD (gp3) Amazon EBS volume:

* General Purpose SSD (gp3) EBS Volume:

* The gp3 volume type can be provisioned with the required IOPS without the need for additional capacity, making it a cost-
effective solution compared to Provisioned IOPS SSD (iol) volumes.

Reference: Amazon EBS Volume Types

Configuration Steps:

Create a gp3 EBS volume and specify 10,000 IOPS and the required throughput.

Attach the volume to the EC2 instance running the Windows workload.

Reference: Modifying the Size, IOPS, or Throughput of an EBS Volume

NEW QUESTION # 459

A company has created an AWS CloudFormation template that consists of the AWS: EC2 Instance resource and a custom Cloud
Formation resource The custom CloudFormation resource is an AWS Lambda finction that attempts to run automation on the
Amazon EC2 mstance.

During testing, the Lambda function fails because the Lambda finction tries to run before the EC2 instance is launched Which
solution will resolve this issue?

A. Update the Lambda finction to use the cfi-response module to send a response to the custom resource.
B. Use the Fn:lf mtrinsic finction to check for the EC2 instance before the custom resource runs.

C. Update the customresource's service token to point to a valid Lambda function

D. Add a DependsOn attribute to the custom resource. Specify the EC2 instance in the DependsOn attribute.

Answer: D

Explanation:

DependsOn Attribute in CloudFormation:

* The DependsOn attribute in AWS CloudFormation ensures that one resource is created only after another resource has been
successfully created. In this case, it ensures that the EC2 instance is fully launched before the customresource (the Lambda fimction)
is executed.

* Steps:

* Update the CloudFormation template to include the DependsOn attribute for the custom resource.

* Ensure that the custom resource references the EC2 instance.

Resources:

MyEC2Instance:

Type: AWS:EC2:Instance

Properties:


https://www.vceengine.com/SOA-C02-vce-test-engine.html

# EC2 properties

MyCustomResource:

Type: Custom:MyCustomResource
DependsOn: MyEC2Instance

Properties:

ServiceToken: !GetAtt MylLambdaFunction.Am
# Other properties

1: AWS CloudFormation DependsOn Attribute

NEW QUESTION # 460

A company is creating an application that runs on smart TVs and mobile phones. Static images for the application are loaded from
an Amazon CloudFront distribution.

The images have large file sizes that result in a poor experience for users of mobile devices. The company has created a set of
smaller images for mobile devices.

A SysOps administrator must configure CloudFront to cache different content based on the user's device type.

‘Which solution will meet this requirement?

¢ A Create a CloudFront origin request policy. Include the CloudFront-Is-SmartTV-Viewer header and the CloudFront-Is-
Mobile- Viewer header in the origin request settings.

¢ B. Configure AWS Anplify to set the CloudFront distribution origin request policy to enable caching of different images for
mobile devices.

e C. Create two new CloudFront distributions: one distribution with the smart TV resources, and one distribution with the
mobile device resources. Create a CloudFront behavior. Add a policy to send the requests to the correct distribution.

¢ D. Set the Elemental-MediaTailor-PersonalizedManifests origin request policy on the CloudFront distribution to enable
caching of different images depending on the requesting device.

Answer: A

Explanation:

Use a CloudFront origin request policy that includes the CloudFront-Is-SmartTV-Viewer and CloudFront-Is-Mobile- Viewer
headers. CloudFront sets these headers automatically, letting your origin return (and CloudFront cache) the appropriate image
variant per device type.

NEW QUESTION # 461

An existing, deployed solution uses Amazon EC2 instances with Amazon EBS General Purpose SSD volumes, an Amazon RDS
PostgreSQL database, an Amazon EFS file system, and static objects stored in an Amazon S3 bucket. The Security team now
mandates that at-rest encryption be turned on immediately for all aspects of the application, without creating new resources and
without any downtime.

To satisfy the requirements, which one of these services can the SysOps administrator enable at-rest encryption on?

A. RDS PostgreSQL database

B. S3 objects within a bucket

C. Amazon EFS file systenms

D. EBS General Purpose SSD volumes

Answer: B

Explanation:
https://docs.aws.amazon.cony AmazonS3/latest/userguide/UsingEncryption. html

NEW QUESTION # 462
To automatically reboot an EC2 mnstance when disk usage reaches 100%, a solution with minimal operational overhead is needed.
Options:

e A Create a CloudWatch alarm for the EC2 instance. Create an Amazon EventBridge event rule that reacts to the
CloudWatch alarm and reboots the EC2 instance.
¢ B. Create a CloudWatch alarm for the EC2 instance. Create an Amazon Simple Email Service (Amazon SES) notification



that reacts to the CloudWatch alarm and reboots the EC2 mstance.

e C. Create an AWS Lambda function to reboot the EC2 instance. Create a CloudWatch alarm that uses Amazon EventBridge
to nvoke the Lambda finction.

e D. Create an AWS Lambda function to reboot the EC2 instance. Use EC2 health checks to invoke the Lambda function.

Answer: A

Explanation:
Using a CloudWatch alarm with an EventBridge rule provides an automated, direct way to reboot the EC2 instance without extra
components like SES or Lambda. This is a straightforward approach with low operational overhead.

NEW QUESTION # 463
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