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138. Frage 
Which of the following passwords is the most complex?

A. H3sa1dt01d
B. H3s@1dSh3t0|d
C. HeSaidShetold
D. he$@ID$heTold

Antwort: B

Begründung:
Password complexity is a fundamental concept within the Security domain of CompTIA Linux+ V8. Complex passwords
significantly reduce the risk of successful brute-force, dictionary, and credential-stuffing attacks.
Linux+ emphasizes evaluating passwords based on length, character variety, unpredictability, and resistance to common word
patterns.
Option C, H3s@1dSh3t0|d, is the most complex password among the choices. It demonstrates strong security characteristics by
incorporating:
Uppercase letters (H, S)
Lowercase letters (s, d, t)
Numbers (3, 1, 0)
Multiple special characters (@, |)
A longer overall length compared to some other options
Additionally, option C uses character substitution (leet-style) in a way that breaks up recognizable words more effectively than the
other choices. This significantly increases entropy and makes the password harder to guess using rule-based or hybrid cracking
techniques.
Option A includes uppercase letters and numbers but lacks special characters and is relatively short. Option B includes special
characters and mixed case, but it still closely resembles readable words, making it more susceptible to dictionary-based attacks.
Option D uses only alphabetic characters and clear word patterns, making it the weakest choice.
Linux+ V8 documentation highlights that the strongest passwords combine length with diverse character classes and minimal
predictability. Password C best meets all of these criteria and would score highest against common password-cracking strategies.
Therefore, the correct answer is C. H3s@1dSh3t0|d.

139. Frage 
A systems administrator is restoring data from a backup. While analyzing the file format, the administrator sees the following output:
data: 7-zip archive data, version 0.4
Which of the following commands should the administrator use to help extract the data?

A. unzip -nP 7 data
B. tar x --lzip --format=v7 data
C. zcat -S 7 data
D. 7za e data

Antwort: D

Begründung:
The output indicates the file is a 7-zip archive, and the 7za command is specifically designed to extract 7-zip formatted archives,
making it the appropriate tool to restore the data.

140. Frage 
A systems administrator receives reports about connection issues to a secure web server. Given the following firewall and web
server outputs:
Firewall output:
Status: active
To Action From
443/tcp DENY Anywhere
443/tcp (v6) DENY Anywhere (v6)
Web server output:
tcp LISTEN 0 4096 *:443 :
Which of the following commands best resolves this issue?



A. ufw allow 4096/tcp
B. ufw delete deny https/tcp
C. ufw disable
D. ufw allow 80/tcp

Antwort: B

141. Frage 
Which of the following best describes journald?

A. A system service that collects and stores logging data
B. A feature that creates crash dumps in case of kernel failure
C. A service responsible for writing audit records to a disk
D. A service responsible for keeping the filesystem journal

Antwort: A

Begründung:
journald, part of systemd, is the core logging service in modern Linux systems and is covered under Linux+ V8 logging and
monitoring objectives.
The correct description is A. systemd-journald collects, stores, and indexes logging data from the kernel, system services, and
applications. Logs are stored in a structured, binary format and can be queried using journalctl. Journald supports metadata tagging,
log filtering, and centralized logging integration.
Option B refers to kernel crash dump mechanisms like kdump. Option C describes filesystem journaling (such as ext4 journaling).
Option D refers to auditd, which manages security audit logs.
Linux+ V8 documentation clearly distinguishes journald from other logging and auditing services. Therefore, the correct answer is A.

142. Frage 
A DevOps engineer made some changes to files on a local repository. The engineer realizes that the changes broke the application
and the changes need to be reverted back. Which of the following commands is the best way to accomplish this task?

A. git stash
B. git rebase
C. git reset
D. git pull

Antwort: C

Begründung:
The git reset command reverts changes in the local repository to a previous commit, effectively discarding the problematic
modifications and restoring the application to a working state.

143. Frage
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