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ECCouncil Certified Cybersecurity Technician Sample Questions (Q17-Q22):
NEW QUESTION # 17 
Kayden successfully cracked the final round of interviews at an organization. After a few days, he received his offer letter through an
official company email address. The email stated that the selected candidate should respond within a specified time. Kayden
accepted the opportunity and provided an e-signature on the offer letter, then replied to the same email address. The company
validated the e-signature and added his details to their database. Here, Kayden could not deny the company's message, and the
company could not deny Kayden's signature. Which of the following information security elements was described in the above
scenario?

A. Integrity
B. Availability
C. Non-repudiation
D. Confidentiality

Answer: C

Explanation:
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It describes the information security element that was described in the above scenario. Non- repudiation is an information security
element that ensures that a party cannot deny sending or receiving a message or performing an action. In the above scenario, non-
repudiation was described, as Kayden could not deny company's message, and company could not deny Kayden's signature.

NEW QUESTION # 18 
Perform vulnerability analysis of a web application, www.luxurytreats.com. and determine the name of the alert with WASC ID 9.
(Practical Question)

A. Application Error Disclosure
B. Absence of Anti-CSRF Tokens
C. Viewstate without MAC Signature
D. X-Frame-Options Header Not Set

Answer: A

Explanation:
Performing a vulnerability analysis on a web application involves identifying specific security weaknesses. In this case, the WASC ID
9 refers to "Application Error Disclosure."
* Vulnerability Description:
* Application Error Disclosure: This vulnerability occurs when a web application reveals too much information about internal errors,
potentially aiding attackers in crafting specific attacks against the system.
* Detection and Mitigation:
* Error Handling: Ensure that error messages do not expose sensitive information and provide only necessary details to the end-user.
* Logging: Detailed error information should be logged securely for internal review without being exposed to users.
References:
* OWASP Top Ten Web Application Security Risks: OWASP
* WASC Threat Classification: WASC ID 9

NEW QUESTION # 19 
A software company is developing a new software product by following the best practices for secure application development.
Dawson, a software analyst, is checking the performance of the application on the client's network to determine whether end users
are facing any issues in accessing the application.
Which of the following tiers of a secure application development lifecycle involves checking the performance of the application?

A. Quality assurance (QA)
B. Testing
C. Staging
D. Development

Answer: B

NEW QUESTION # 20 
TechTonic, a leading software solution provider, is incorporating stringent cybersecurity measures for their Windows-based server
farm. Recently, it noticed a series of unauthorized activities within its systems but could not trace back tot he origins. The company
Intends to bolster Its monitoring capabilities by comprehensively analyzing Windows system logs. Which strategy should TechTonic
prioritize to gain an insightful and effective analysis of its Windows logs, aiming to trace potential intrusions?

A. Routinely back up logs every week and conduct a monthly manual review to detect anomalies.
B. Set up monitoring only for Windows Event Log IDs commonly associated with security breaches.
C. Focus solely on logs from critical servers, assuming other logs are less consequential.
D. Implement a centralized logging server and analyze logs using pattern-detection algorithms.

Answer: D

NEW QUESTION # 21 
Which of the following are examples of physical security controls? (Select all that apply)



A. Encryption algorithms
B. Security guards
C. Firewalls
D. Biometric access control

Answer: B,D

NEW QUESTION # 22
......

The Certified Cybersecurity Technician (212-82) certification exam is one of the top-rated career advancement certification exams.
The Certified Cybersecurity Technician (212-82) certification exam can play a significant role in career success. With the Certified
Cybersecurity Technician (212-82) certification you can gain several benefits such as validation of skills, career advancement,
competitive advantage, continuing education, and global recognition of your skills and knowledge. The Certified Cybersecurity
Technician (212-82) certification is a valuable credential that assists you to enhance your existing skills and experience.
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