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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q69-Q74):
NEW QUESTION # 69 
Which type of communications media uses light waves to transmit data?

A. Radio towers
B. Fiber optic
C. Coaxial
D. Twisted pair

Answer: B

Explanation:
* Fiber optic communications use light waves to transmit data.
* This method allows for high-speed and long-distance data transmission.
* The other options:
* Radio towers use radio waves.
* Twisted pair uses electrical signals.
* Coaxial also uses electrical signals.
* Therefore, the correct communication medium that uses light waves is fiber optic.
References:
* "Fiber-Optic Communication Systems" by Govind P. Agrawal, which details how fiber optics use light for data transmission.
* "Communication Networks" by Alberto Leon-Garcia and Indra Widjaja, which explains various communication media.

NEW QUESTION # 70 
A large healthcare provider is acquiring a small clinic and has identified a full understanding of the clinic's organizational risks. The
large provider has several tools it can implement to reduce the clinic's identified risks.
Which type of risk response should the healthcare provider use?

A. Risk transference
B. Risk acceptance
C. Risk avoidance
D. Risk mitigation

Answer: D

Explanation:
The correct answer is B - Risk mitigation.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488) course content, risk mitigation involves taking
steps to reduce either the likelihood or the impact of risks. Since the healthcare provider plans to implement tools to lower the risks
identified at the clinic, it is using a mitigation strategy, not avoiding, transferring, or simply accepting the risk.
Risk acceptance (A) means taking no action. Risk transference (C) shifts responsibility elsewhere, such as through insurance. Risk
avoidance (D) involves eliminating the risky activity entirely.
Reference Extract from Study Guide:
"Risk mitigation is the process of implementing measures to reduce the likelihood or impact of identified risks, often through security
controls or operational changes."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Response Strategies

NEW QUESTION # 71 
In which state is data considered information?

A. Input
B. Unprocessed
C. Processed
D. Raw

Answer: C



Explanation:
Data is considered information when it has been processed and organized in a meaningful way. Raw data in its unprocessed state is
not useful until it undergoes processing to become interpretable and actionable information. Processing can involve sorting,
aggregating, and analyzing data to extract valuable insights.

NEW QUESTION # 72 
What is a component of IT infrastructure?

A. Printer
B. Networks
C. People
D. Data

Answer: B

Explanation:
IT infrastructure encompasses all the physical and virtual resources that support the flow,storage, processing, and analysis of data.
Networks, which include the internet, intranets, and extranets, are fundamental components of IT infrastructure as they enable
communication and data exchange between different hardware and software components.

NEW QUESTION # 73 
The security team manages a set of legacy firewalls that have been in production for nearly ten years. The organization recently
issued a mandate requiring that all firewalls be configured with intrusion detection controls that alert the team in real time based on
inbound threats.
Which solution meets these requirements?

A. Replacing the legacy firewalls with a reverse proxy
B. Replacing the legacy firewalls with next-generation firewalls (NGFWs)
C. Replacing the legacy firewalls with a security information and event management (SIEM) appliance
D. Replacing the legacy firewalls with a load balancer

Answer: B

Explanation:
The correct answer is C - Replacing the legacy firewalls with next-generation firewalls (NGFWs).
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) outlines that NGFWs integrate advanced features like intrusion
detection and prevention, application control, and real-time threat intelligence. They are designed to detect and alert on inbound
threats as required by the mandate.
SIEM appliances (A) collect logs and correlate events but do not replace firewall functionality. Load balancers (B) manage traffic
distribution, not threat detection. Reverse proxies (D) secure and balance traffic for web servers, not general firewall traffic.
Reference Extract from Study Guide:
"Next-generation firewalls (NGFWs) provide integrated intrusion detection and prevention capabilities, fulfilling modern security
requirements for real-time threat monitoring and alerting."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Firewall Technologies and Modern Security Controls

NEW QUESTION # 74
......

Nowadays the knowledge capabilities and mental labor are more valuable than the manual labor because knowledge can create
more wealth than the mental labor. If you boost professional knowledge capabilities in some area you are bound to create a lot of
values and can get a good job with high income. Passing the test of Cybersecurity-Architecture-and-Engineering Certification can
help you achieve that, and our Cybersecurity-Architecture-and-Engineering study materials are the best study materials for you to
prepare for the test.
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