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Cisco Designing Cisco Security Infrastructure Sample Questions (Q58-Q63):

NEW QUESTION # 58

A developer company recently implemented a testing environment based on Linux operating system. The company needs a
technology solution that produces tracing and filtering capabilities in the Linux kernel. Which technology meets these requirements
without modifying the kernel source code?

A. VPP

B. NGFW

C. distributed firewall
D. eBPF
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Answer: D

Explanation:

eBPF (extended Berkeley Packet Filter) allows tracing, filtering, and monitoring directly inside the Linux kernel without modifying the
kernel source code. It provides deep visibility into system and application behavior, making it ideal for secure and efficient
observability in a testing environment.

NEW QUESTION # 59
‘Which design policy addresses harmful content creation by generative Al?

A. watermarking

B. retrieval augmented generation
C. human in the loop

D. quantum resistant encryption

Answer: A

Explanation:

Watermarking is a generative Al design policy that embeds hidden identifiers into Al-generated content. This helps address the risk
of harmful content creation by enabling traceability and accountability, making it easier to detect and regulate malicious or misleading
Al outputs.

NEW QUESTION # 60
‘Which two metrics are important for evaluating the performance of automated security response workflows? (Choose two.)

A. VLAN propagation speed

B. CPU temperature

C. Mean Tine to Detect (MTTD)
D. Mean Time to Respond (MTTR)

Answer: C,D

Explanation:
MTTD measures how quickly incidents are detected, and MTTR measures how quickly they are resolved. Together, they indicate
the effectiveness of automated security response workflows.

NEW QUESTION # 61
Which tool is used to collect, analyze, and visualize logs from network devices, endpoints, and other sources in an enterprise?

A. Cisco Email Security Appliance
B. Cisco Web Security Appliance
C. Cloud Observability

D. Splunk

Answer: D

Explanation:
Splunk is a SIEM and log management tool used to collect, analyze, and visualize logs from diverse sources such as network
devices, endpoints, and applications. It provides centralized visibility for security monitoring and incident response.

NEW QUESTION # 62
A technology company recently onboarded a new customer in the medical space. The customer needs a solution to provide data
integrity across remote sites. Which solution must be used to meet this requirement?

e A preshared key
e B. data masking
e C. authentication



e D. hashing
Answer: D

Explanation:
Hashing ensures data integrity by generating a fixed-length value (hash) for data. When data is transmitted between remote sites, the
hash can be recalculated and compared to verify that the data has not been altered in transit.

NEW QUESTION # 63
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