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FH1

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systers (IPS) to monitor and
mitigate threats within enterprise networks.

FH 2

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure IPsec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

=3

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate commumnication between different networks, ensuring efficient traffic flow
across enterprise environments.

=M 4

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

FH 5

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.
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EHE #68

Refer to the exhibit, which shows the ADVPN network topology and partial BGP configuration.




ADVPN network topology

10.1.0.0/24
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172.16.1.9/3 172.16.1.3/32

Partial BGP configuration

Hub ¢ config router bgp
set as 65100

set router-id 172.16.11
config neighbor-group

=RTIRET "29PR
set remote=as 65100

end

config neighbor-range
egdic 1
end

config network

end

‘Which two parameters must an administrator configure in the config neighbor range for spokes shown in the exhibit? (Choose two.)

A. set neighbor-group advpn

B. set prefix 172.16.1.0 255.255.255.0
C. set route-reflector-client enable

D. set max-neighbor-num 2

Y. AB



Y.

In the given ADVPN (Auto-Discovery VPN) topology, BGP is being used to dynamically establish routes between spokes. The
neighbor-range configuration is crucial for simplifying BGP peer setup by automatically assigning neighbors based on their IP range.
set neighbor-group advpn

The neighbor-group parameter is used to apply pre-defined settings (such as AS number) to dynamically discovered BGP
neighbors.

The advpn neighbor-group is already defined in the configuration, and assigning it to the neighbor- range ensures consistent BGP
settings for all spoke neighbors.

set prefix 172.16.1.0 255.255.255.0

This command allows dynamic BGP peer discovery by defining a range of potential neighbor IPs (172.16.1.1 - 172.16.1.255).
Since each spoke has a unique /32 IP within this subnet, this ensures that any spoke within the

172.16.1.0/24 range can automatically establish a BGP session with the hub.

HEE #69
Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below.
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Wh10h statements are true regardmg the output in the exhibit? (Choose two.)

A. The state of the remote BGP peer is Open Confirm

B. BGP peers have successfully inter changed Open and Keep alive messages.

C. Local BGP peer received a prefix for a default route.

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes.

(1]
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HEE #70
When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filler web requests when the client
browser does not provide the server name indication (SNI) extension?

A. FortiGate uses the Issued To: field in the server's certificate

B. FortiGate uses the requested URL from the user's web browser

C. FortiGate blocks the request without any further inspection

D. FortiGate switches to the full SSL inspection method to decrypt the data

0
"

: A

AR #71

A user reports that their computer was infected with malware after accessing a secured HTTPS website. However, when the
admmistrator checks the FortiGate logs, they do not see that the website was detected as insecure despite having an SSL certificate
and correct profiles applied on the policy.

How can an administrator ensure that FortiGate can analyze encrypted HTTPS traffic on a website?



A. The administrator must enable DNS over TLS to protect against fake Server Name Indication (SNI) that cannot be
analyzed in common DNS requests on HTTPS websites.

B. The administrator must enable URL extraction from SNI on the SSL certificate inspection to ensure the TLS three-way
handshake is correctly analyzed by FortiGate.

C. The admnistrator must enable full SSL inspection in the SSL/SSH Inspection Profile to decrypt packets and ensure they
are analyzed as expected.

D. The administrator must enable reputable websites to allow only SSL/TLS websites rated by FortiGuard web filter.

HE: C

Y.

FortiGate, like other security appliances, cannot analyze encrypted HTTPS traffic unless it decrypts it first. If only certificate
inspection is enabled, FortiGate can see the certificate details (such as the domain and issuer) but cannot inspect the actual web
content.

To fully analyze the traffic and detect potential malware threats:

Full SSL inspection (Deep Packet Inspection) must be enabled in the SSL/SSH Inspection Profile.

This allows FortiGate to decrypt the HTTPS traffic, inspect the content, and then re-encrypt it before forwarding it to the user.
Without full SSL inspection, threats embedded in encrypted traffic may go undetected.

HE#72
An administrator is configuring application control with FortiGate running in next-generation firewall (NGFW) policy-based mode.
Which two actions must the administrator take? (Choose two.)

A. Create an application control profile and apply the profile to a firewall policy.

B. Configure the action as quarantine, if an application requires feedback to prevent instability.
C. Specify an SSLISSH inspection profile on a consolidated policy.

D. Configure central source network address translation (SNAT), if NAT is required.

dE: CD
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