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B #99
An admmnistrator configured a FortiGate device to act as a collector for agentless polling mode.
‘What must the administrator add to the FortiGate device to retrieve AD user group information?

A. Keycloak server
B. LDAP server

C. RADIUS server
D. TACACS server

IEf#: B
R e«

In agentless polling mode, FortiGate directly queries Active Directory to obtain user and group nformation. To do this, the
administrator must configure an LDAP server on the FortiGate, which allows it to retrieve user group membership details from AD.

M #100
Which three strategies are valid SD-WAN rule strategies for member selection? (Choose three.)

¢ A Lowest Cost (SLA) with load balancing
B. Manual with load balancing

C. Lowest Quality (SLA) with load balancing
D. Best Quality with load balancing

E. Lowest Cost (SLA) without load balancing
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Refer to the exhibit. An administrator has configured an Application Overrides for the ABC.Com application signature and set the
Action to Allow. This application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is
enabled in the firewall policy. To test the configuration, the administrator accessed the ABC.Com web site several times.
applicatifrandfFET Uil

Priority Details Twpe Actlon
I 1 & ABCICom Application @ Allow
2 20 Excessive-Bandwidth  Filter ® Biock
(2]

Why are there no logs generated under security logs for ABC.Com?

A. The ABC.Com Type is set as Application instead of Filter.

B. The ABC.Comiis hitting the category Excessive-Bandwidth.

C. The ABC.Comis configured under application profile, which must be configured as a web filter profile.
D. The ABC.Com Action is set to Allow.

EME: D
i

When the action is set to Allow in an application override, traffic matching this override is allowed without generating security logs
because it bypasses deeper inspection and blocking,

R #102
Refer to the exhibits.
Antivirus profile

Edit AntiVirus Profile

Name HTTP_AV_Profile

C t Write a comment.
omments v ommen Y o258

AntiVirus scan ) @ s 8 Monitor

Feature set Flow-based mHTInET

Inspected Protocols
HTTP O
SMTP >
POP3 o»
IMAP »
FTP O
CIFS »
MAPI @ O»

SSHQ@ O




Firewall policy

Edit Policy
Incoming interface h portd -
Outgoing interface F, port2 ot

Source & Destination  Showiegc

Source Oa x
User/group
Destiration ) all *
Service @ oNs x
@ HTTP *
@ HTTPS x e
“ FAPINET
Firewsall/MNetwork Options
Inspection mode Flow-based 0 A m Tt
NAT ©

RN o [

Preserve source port OB

Protocol options =0 detault -

Security Profiles

AntiVirus © B HTTP_AV Profile -
Web fiter

Video filter

DNS filter
Application control

IPS

(I * I

File filter

SSL inspection B certificate-inspection -

EXCAR HTTP/HTTPS TEST

C O &a 100.65.00254

wnload area usl
earom ixt olcar com zip

You are asked to implement an antivirus profile for files downloaded through FTP, HTTP, and HTTPS.
While testing, you are successful with HTTP and FTP protocols, but FortiGate does not block the file download over HTTPS.



‘What could be the cause?

A. The feature set in the antivirus profile is not set to Flow-based.

B. The action on the firewall policy is not set to deny.

C. Web filter is not enabled on the firewall policy to complement the antivirus profile.
D. The SSL inspection mode in the firewall policy is not deep content inspection.

Ef#: D
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The SSL inspection mode in the firewall policy is set to certificate-inspection, which only examines SSL certificates without
decrypting HTTPS traffic. Because of this, FortiGate cannot inspect or block files downloaded over HTTPS, as the content remains
encrypted. To enable antivirus scanning on HTTPS traffic, the SSL inspection mode nust be set to deep-inspection, allowing the
FortiGate to decrypt, inspect, and re-encrypt the traffic.

R #103
Refer to the exhibit. Which two statements are true about the routing entries in this database table? (Choose two.)

FortiGate routing database

Logcal= ] ter info routing-table database
ﬁﬁmﬁﬁnnected, 8 - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSS5A external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i1 = IS-IS, L1 - IS-1IS level-1l, L2 = I5-I5 leysl-F, B4 9 I8-I5 inter area
V - BGP VPNV{
> - selected route, * = EJB route] p = Stale info

Routing table " for-VRE=D
0.0.0.070 [20/0] via 10.200.2.254, port2, [1/0]
0.0.0.0/0 [10/0] wia 10.200.1.254, portl, [1/0]

10.0.1.0/24 is directly connected, port3

10.200.1.0/24 is directly connected, portl
10.200.2.0/24 is directly connected, port2
172.16.100.0/24 is directly connected, ports

A. Both default routes have different administrative distances.

B. The port2 interface is marked as nactive.

C. The default route on port2 is marked as the standby route.

D. All of the entries in the routing database table are installed in the FortiGate routing table.

Ef#: AL C
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The default route via port2 has the same prefix as the route via portl but a higher administrative distance [20/0]vs[10/0] and is not
marked with ">" or "*". This indicates it is kept as a standby/backup route, to be used only if the better route via port1 fails.

The two static default routes clearly show different administrative distances in the brackets: [20/0] for port2 and [10/0] for portl,
confirming that their administrative distances are different.
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