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Match each component of custom prioritization with its use:
Component

A) Alert tag condition

B) Endpomnt group mapping

C) Alert field weight

D) Scoring rule

Use Case

1. Modify score for specific alert types

2. Elevate scoring for high-value assets

3. Increase impact of certain alert attributes
4. Combine logic to adjust incident priority
Response:

A A-1,B-3,C-2, D-4
B.A-1,B-2,C-4,D-3
C. A-4,B-2,C-3,D-1
D. A-1,B-2, C-3, D-4

M
R

: C
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SCENARIO:

A security analyst has been assigned a ticket from the help desk stating that users are experiencing errors when attempting to open
files on a specific network share. These errors state that the file format cannot be opened. IT has verified that the file server is online
and finctioning, but that all files have unusual extensions attached to them

The security analyst reviews alerts within Cortex XSIAM and identifies malicious activity related to a possible ransomware attack on
the file server. This incident is then escalated to the incident response team for firther investigation.

Upon reviewing the incident, the responders confirm that ransonware was successfully executed on the file server. Other details of
the attack are noted below:

* Anunpatched vulnerability on an externally facing web server was exploited for initial access

* The attackers successfully used Mimikatz to dump sensitive credentials that were used for privilege escalation

* PowerShell was used on a Windows server for additional discovery, as well as lateral movement to other systens

* The attackers executed SystemBC RAT on multiple systens to maintain remote access

* Ransomware payload was downloaded on the file server via an external site "file io" QUESTION STATEMENT:

‘Which hunt collection category in Cortex XSIAM should the incident responders use to identify all systems where the attackers
established persistence during the attack?
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e A. Network Data
* B. Process Execution
¢ C. Command History
e D. Remote Access

EM: D
s

The correct answer isA - Remote Access.

TheRemote Accesshunt collection category in Cortex XSIAM is specifically designed to help incident responders identify endpoints
where attackers have installed remote access tools (RATs) or backdoors, which are classic methods of attacker persistence. In this
scenario, the attackers executedSystemBC RATon muiltiple systems to maintain remote access, making the "Remote Access"
category the most relevant for finding all endpoints where persistence was established.

"Remote Access hunt collections in Cortex XSIAM identify the presence of remote access tools such as RATs and backdoors used
by attackers to maintain persistence on endpoints. Analysts should review this collection category after incidents involving tools like
SystemBC RAT." Document Reference:XSIAM Analyst ILT Lab Guide.pdf, Page 28 (Alerting and Detection / Threat Intel
Management sections)

HM#13
‘Which pane in the User Risk View will identify the country from which a user regularly logs in, based on the past few weeks of data?

A. Login Attempts

B. ACTUAL ACTIVITY

C. Common Locations

D. Latest Authentication Attempts

EM: C
e

The Common Locations pane summarizes the countries a user habitually logs in from over recent weeks, letting you see their normal
geography at a glance.

B #14

During an ongoing investigation, a user reports a suspected file on their machine. What actions can the analyst take using XSIAM?
(Choose two)
Response:

A. Delete the file via DNS filter

B. Perform malware scan

C. Push a browser update

D. Retrieve the file using endpoint file retrieval

IEf#: B. D

HE #15

A Cortex XSIAM analyst is reading a blog that references an unfamiliar critical zero-day vulnerability. This vulnerability has been
weaponized, and there is evidence that it is being exploited by threat actors targeting a customer's industry.

Where can the analyst go within Cortex XSIAM to learn more about this vulnerability and any potential impacts on the customer
environment?

e A. Attack Surface --> Attack Surface Rules

e B. Threat Intel Management --> Sample Analysis
e (. Threat Intel Management --> Indicator

e D. Attack Surface --> Threat Response Center

R



The Threat Response Center centralizes emerging/zero-day vulnerability intelligence and correlates it with your environment, showing
impact, affected assets, and recommended actions.
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