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CWNP Certified Wireless Analysis Professional Sample Questions (Q28-
Q33):
NEW QUESTION # 28 
How does a VoIP Phone, using WMM Power Save, request data frames buffered at the AP?

A. The VoIP phone transmits a PS-Poll frame
B. The VoIP phone transmits a trigger frame, which is a QoS Null frame or a QoS Data frame
C. The VoIP phone sets the More Data bit in the MAC Header to 1
D. The VoIP phone transmits a WMM Action frame

Answer: B

Explanation:
A VoIP phone, using WMM Power Save, requests data frames buffered at the AP by transmitting a trigger frame, which is a QoS
Null frame or a QoS Data frame. WMM Power Save is a power saving mode that allows a STA (station) to conserve battery
power by periodically sleeping and waking up. WMM Power Save is based on WMM (Wi-Fi Multimedia), which is a QoS
(Quality of Service) enhancement that provides prioritized and differentiated access to the medium for different types of traffic. When
a STA sleeps, it cannot receive any data frames from the AP, so it informs the AP of its power save status by setting a bit in its
MAC header. The AP then buffers any data frames destined for the sleeping STA until it wakes up. When a STA wakes up, it sends
a trigger frame to the AP, indicating its AC (Access Category), which is a logical queue that corresponds to its QoS level. A trigger
frame can be either a QoS Null frame or a QoS Data frame, depending on whether it has any payload or not. The AP then responds
with one or more data frames from the same AC as the trigger frame, followed by an ACK or BA (Block Acknowledgement) frame
from the STA.
The other options are not correct, as they are not used by a VoIP phone using WMM Power Save to request data frames buffered
at the AP. A PS-Poll (Power Save Poll) frame is used by a STA using legacy power save mode, not WMM Power Save mode, to
request data frames buffered at the AP. A PS-Poll frame does not indicate any AC or QoS information. Setting the More Data bit in
the MAC header to 1 does not request any data frames from the AP, but indicates that there are more data frames to be sent by the
STA or received by the STA. Transmitting a WMM Action frame does not request any data frames from the AP, but performs
various management actions related to WMM features, such as admission control, parameter update, etc. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 7: QoS Analysis, page
198-199

NEW QUESTION # 29 
What is the function of the PHY layer?

A. Convert PPDUs to PSDUs for transmissions and PSDUs to PPDUs for receptions
B. Convert MSDUs to PPDUs for transmissions and PPDUs to MSDUs for receptions
C. Convert PSDUs to PPDUs for transmissions and PPDUs to PSDUs for receptions
D. Convert PPDUs to MSDUs for transmissions and MSDUs to PPDUs for receptions

Answer: C

Explanation:
The function of the PHY layer is to convert PSDUs to PPDUs for transmissions and PPDUs to PSDUs for receptions. A PSDU
(PHY Service Data Unit) is the data unit that is passed from the MAC layer to the PHY layer for transmission, or from the PHY
layer to the MAC layer for reception. A PPDU (PHY Protocol Data Unit) is the data unit that is transmitted or received over the
wireless medium by the PHY layer. A PPDU consists of a PSDU and a PHY header, which contains information such as
modulation, coding, and data rate.
The PHY layer adds or removes the PHY header to or from the PSDU during the conversion process. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 4: 802.11 Physical Layer, page 97-98

NEW QUESTION # 30 
You have been recently hired as the wireless network administrator for an organization spread across seven locations. They have
deployed more than 100 APs, but they have not been managed in either an automated or manual process for more than 18 months.
Given this length of time, what is one of the first things you should evaluate from a support perspective?

A. The data rates allowed



B. The VLANs in use
C. The channels in use
D. The firmware revision

Answer: D

NEW QUESTION # 31 
In the 2.4 GHZ band, what data rate are Probe Requests usually sent at from an unassociated STA?

A. The minimum basic rate
B. MCS 0
C. 1 Mbps
D. 6 Mbps

Answer: A

Explanation:
In the 2.4 GHz band, probe requests are usually sent at the minimum basic rate from an unassociated STA. A probe request is a
type of management frame that is transmitted by a STA to discover available BSSs in its vicinity. A probe request can be sent on
one or more channels in either passive or active scanning mode. In passive scanning mode, a STA listens for beacon frames from
APs on each channel. In active scanning mode, a STA sends probe requests on each channel and waits for probe responses from
APs. A probe request is usually sent at the minimum basic rate, which is the lowest data rate among the supported rates that is
required for all STAs to join and communicate with a BSS. The minimum basic rate can vary depending on the configuration of each
BSS, but it is typically one of these values: 1 Mbps, 2 Mbps, 5.5 Mbps, or 11 Mbps in the 2.4 GHz band. The other options are
not correct, as they do not reflect how probe requests are usually sent in the 2.4 GHz band. MCS 0 is a modulation and coding
scheme used by 802.11n/ac devices in either band, but it is not a data rate per se. 6 Mbps is a data rate used by OFDM devices in
either band, but it is not usually configured as a minimum basic rate in the 2.4 GHz band. References: [Wireless Analysis Professional
Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 123-124

NEW QUESTION # 32 
You are performing 802.3 network analysis. For what are the DA and SA fields used in the frame header?

A. They are not used; addresses are only used in the 802.11 header
B. Defining either distance access routing or strict access routing
C. Defining the addresses sending and receiving the frame
D. Defining either direct access or sourced access

Answer: C

NEW QUESTION # 33
......
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