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NEW QUESTION # 89
Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
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Which two factors can you observe from these configurations? (Choose two.)

Application sensor

Edit Application Sensor
Categories
@ Mixed - All Categories

Operational Technology

Proxy (189) ‘

Social Media (113, £ 29) & = Storage/Badkup (150, £ 20)
Update (48) ®~ Videoudio (148, 55 17)

@ - VolP(23)

S A ) =

(O Network Protocol Enforcement

Apglication and Filter Overrides

Priority Details Type
1 28 xcessive Bandwidth  Filter
2 =N Googe Filter




“iIrewall policy

Edit Policy
" Firewall/Network Options
FIEE:EME Proxy-based
NAT L &
IP pool configuration Use Dynamic IP Pool
Preserve source port O

Protocol options 5 default v

Security Profiles

AntiVirus
Web filter
DINS filter
= oefault -

Application control

IPS

I I o B R I ®

File filter

SSL inspection A BT deep-inspection -

Decrypted trafhc mirror OB

Logging Options

Log alowed traffc © Searityevnts

A. YouTube access is blocked based on Excessive-Bandwidth Application and Filter override settings.

B. Facebook access is allowed but you cannot play Facebook videos based on Video/Audio category filter settings.
C. Facebook access is blocked based on the category filter settings.

D. YouTube search is allowed based on the Google Application and Filter override settings.

Answer: A,C

Explanation:

Facebook belongs to the Social Media application category, which is set to Block in the application sensor. Therefore, any
Facebook application traffic is blocked by category.

The Excessive-Bandwidth behavior filter is configured as an override with priority 1 and action Block. YouTube streaming
applications are tagged with the Excessive-Bandwidth behavior, so this override takes precedence over the Google (vendor)
monitor rule and results in YouTube being blocked.

NEW QUESTION # 90

A network administrator has enabled fill SSL inspection and web filtering on FortiGate. When visiting any HTTPS websites, the
browser reports certificate warning errors. When visiting HTTP websites, the browser does not report errors.

What is the reason for the certificate warning errors?



A. The option invalid SSL certificates is set to allow on the SSL/SSH inspection profile

B. The browser does not trust the certificate used by FortiGate for SSL inspection.

C. The matching firewall policy is set to proxy inspection mode.

D. The certificate used by FortiGate for SSL inspection does not contain the required certificate extensions.

Answer: B

Explanation:

When full SSL inspection is enabled, FortiGate decrypts and re-signs HTTPS traffic using its own SSL inspection certificate. If the
FortiGate CA certificate is not imported and trusted by the client's browser or OS, the browser sees it as untrusted and displays
certificate warning errors. HTTP traffic is unaffected since it does not use certificates.

NEW QUESTION # 91
Refer to the exhibits, which show the firewall policy and an antivirus profile configuration.

Firewall policy configuration

Edit Policy
Name © Internet_Access
Incoming Interface & port2 o
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Antivirus profile configuration

Edit AntiVirus Profile

Name default

Comments Scan files and block viruses. 7 29955
AntiVirus scan @ @ [ES Monitor

Feature set

Inspected Protocols

HTTP ©
SMTP ©

IMAP ©

T
in email attachments as viruses

Send files to FortiSandbox for inspection @ B
Send files to FortiNDR for inspection @ »
Include mobile malware protection O
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Virus Outbreak Prevention @

Use FortiGuard outbreak prevention database O
Use external malware block list »
Use EMS threat feed © »

Why is the user unable to receive a block replacement message when downloading an infected file for the first time?



A. The option to send files to FortiSandbox for inspection is enabled.

B. The intrusion prevention security profile must be enabled when using flow-based inspection mode.
C. Flow-based inspection is used, which resets the last packet to the user.

D. The firewall policy performs a full content inspection on the file.

Answer: C

Explanation:

‘When flow-based inspection is used, FortiGate scans packets as they flow through, and ifa virus is detected, the connection is reset
immediately. Because the infected file is blocked mid-transfer, the user does not receive a block replacement message - only the last
packet is dropped to terminate the connection.

Replacement messages are shown only in proxy-based inspection, where FortiGate can buffer and fully analyze the file before
sending a response page.

NEW QUESTION # 92
Refer to the exhibit.
Application and FiltefGvesaded 1 11 1E1

(7

An administrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow. This
application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall
policy. To test the configuration, the administrator accessed the ABC.Com web site several times.

Why are there no logs generated under security logs for ABC.Com?

A. The ABC.Com Type is set as Application instead of Filter.

B. The ABC.Comis hitting the category Excessive-Bandwidth.

C. The ABC.Com Action is set to Allow.

D. The ABC.Comiis configured under application profile, which must be configured as a web filter profile.

Answer: C

Explanation:
When the action is set to Allow in an application override, traffic matching this override is allowed without generating security logs
because it bypasses deeper inspection and blocking,

NEW QUESTION # 93

Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
You cannot access any of the Google applications, but you are able to access www.fortinet.com

What would you do to resolve this issue?



Application sensor

Edit Application Sensor
Categories
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Firewall policy

Edit Policy
Firewall / Network Options
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Protocol Options L5 default v
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¢ A. Move up Google in the Application and Filter Overrides section to set its priority to 1.
¢ B. Set SSL inspection to deep-content-inspection.
¢ (. Change the Inspection mode to Proxy-based.
¢ D. Add *Google*.comto the URL category in the security profile.
Answer: A
Explanation:

In the Application and Filter Overrides, the Excessive-Bandwidth filter (set to Block) is priority 1, and Google (set to Monitor) is
priority 2. Since overrides are evaluated by priority, Google traffic is being blocked by the higher-priority rule. Moving Google to the
top (priority 1) ensures it is matched first, allowing access while still monitoring it.

NEW QUESTION # 94
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