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FIRE #46

Multiple users in your organization are reporting that Calendar invitations sent froma specific department are not being received.
You verified that the invitations are being sent and there are no error messages in the sender's logs. You want to troubleshoot the
issue. What should you do?

e A Verify that the senders in the specific department have the necessary permissions to share their calendars externalty and
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send invitations outside of the organization.

¢ B. Disable and re-enable the Calendar service for the affected users to refresh their connection.

¢ (. Analyze the message headers of the sent invitations by using the Google Admin Toolbox to identify any delivery issues.

e D. Check the affected users' Calendar settings to confirm whether they have accidentally blocked invitations from the specific
department.
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Using the Google Admin Toolbox to analyze the message headers of the sent invitations helps you identify if there are any issues with
the delivery of the invitations, such as misrouted messages or issues with email delivery to the affected users. This approach will give
you detailed information on what might be causing the issue, even if no error messages appear in the sender's logs.

FIE #47

An enmployee is leaving your company and has numerous files stored in My Drive. Their manager wants to retain access to these
files. You need to oftboard the departing employee's Google Workspace account while ensuring that the manager can still access the
files while following Google-recommended practices. What should you do?

e A Transfer ownership of the departing employee's files to the manager during the user deletion process.

¢ B. Instruct the departing enmployee to share their My Drive folder with the manager before leaving. Delete the Google
Workspace account on the departing employee's last day.

e C. Download the departing employee's Drive data by using Google Takeout. Upload the data to the manager's Drive before
deleting the departing employee's Google Workspace account.

¢ D. Use Google Vault to establish a retention policy for the organizational unit (OU) of the departing employee. Assign the
Google Archived User license.
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Transferring ownership of the departing employee's files to the manager ensures that the manager retains access to all the files,
including those stored in My Drive, without requiring additional steps like downloading or sharing files. This method follows Google-
recommended practices and ensures that the files remain under proper management even after the employee's account is deleted.
This process can be done efficiently during the offboarding process to ensure continuity of access.

FIRE #48

Your security team is concerned about disgruntled employees downloading large amounts of intellectual property. You need to
create an automatic notification if any user downloads more than 500 files from Google Drive within a one-hour period. What should
you do?

e A Set up an alert within Google Cloud Monitoring to track the number of Drive API calls and trigger a notification when a
user makes an excessive number of download requests.

¢ B. Configure a Data Loss Prevention (DLP) rule for Drive.

e (. Create an activity rule in the security nvestigation tool to monitor Drive download events. Set a threshold to trigger an
alert.

e D. Use the alert center to review Drive audit logs for instances where users download a large number of files.
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To create an automatic notification for a specific event (downloading more than 500 files from Google Drive within a one-hour
period), an "activity rule" in the Google Workspace Security Center (which leverages the security investigation tool's capabilities) is
the most appropriate and direct solution. Activity rules allow you to define conditions based on log events (like Drive downloads)
and set thresholds to trigger alerts and even automated actions.

Here's why the other options are less suitable for this specific requirement:

B. Use the alert center to review Drive audit logs for instances where users download a large number of files. The Alert Center
displays alerts, but it doesn't create the custom alert for this specific threshold. You would review existing alerts here. While Drive
audit logs are the source of the data, the Alert Center isn't where you configure the rule to generate the alert based on a specific
count of downloads within a time period.

C . Configure a Data Loss Prevention (DLP) rule for Drive. DLP rules are designed to prevent sensitive data from being shared or



downloaded. They focus on the content of the files (e.g,, credit card numbers, PII). While useful for data exfiltration, a DLP rule
wouldn't specifically count the number of downloads to trigger an alert based on a volume threshold, regardless of content.

D . Set up an alert within Google Cloud Monitoring to track the number of Drive API calls and trigger a notification when a user
makes an excessive number of download requests. While technically possible via Google Cloud's logging and monitoring
infrastructure if you're forwarding Google Workspace logs there, this is a more complex and advanced solution requiring integration
with Google Cloud Platform. The Google Workspace Admin console offers a direct, built-in feature (activity rules) for this specific
use case, making it the more efficient and less expensive solution within the context of Google Workspace administration.

Reference from Google Workspace Administrator:

Create and manage activity rules: This documentation directly explains how to create activity rules, including setting conditions based
on log events (like Drive downloads) and defining thresholds to trigger alerts.

Reference:

Specifically, for Drive download events: The activity rule configuration allows you to select "Drive log events" as the data source and
then filter by "Download" event type. You can then define the threshold (e.g., count > 500 within 1 hour).

Drive audit log events: These logs are the source data that activity rules analyze. They capture events like "Download." About the
security investigation tool: Activity rules are often created within or leverage the capabilities of the security investigation tool.

P& #49

Your organization wants to ensure that all employees who use Chrome browsers for work adhere to specific security and
configuration settings. You need to manage and control the Chrome browsers used within the company while using the least
expensive solution. What should you do?

A. Enroll the Chrome browsers in your organization's domain and apply Chrome browser policies.

B. Disable all extensions on employee Chrome browsers to prevent any potential security risks.

C. Use a third-party software deployment solution to manage the Chrome browser.

D. Remotely wipe all employee devices to ensure that they are using the latest Chrome browser version.
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Google Workspace (specifically Chrome Enterprise Core, which is often included or available for free with Google Workspace
editions) provides built-in capabilities to manage Chrome browsers across an organization. By enrolling Chrome browsers in your
domain, you can apply policies centrally from the Google Admin console, controlling security settings, extensions, updates, and
more. This is a first-party, cloud-based solution that doesn't require additional software or licensing costs beyond your existing
Google Workspace subscription, making it the "least expensive solution." Here's why the other options are less suitable for managing
Chrome browsers with the least expense:

A . Use a third-party software deployment solution to manage the Chrome browser. While possible, this would incur additional
costs for the third-party software, its licensing, and potentially its mamntenance. Google Workspace offers native browser
management, so a third-party solution is not the "least expensive." B . Remotely wipe all employee devices to ensure that they are
using the latest Chrome browser version. Remotely wiping devices is a drastic and disruptive measure, typically used for lost/stolen
devices or oftboarding, It's not a standard or appropriate method for managing browser versions or applying configuration settings.
It would also be highly expensive in terms of lost productivity and IT effort.

D . Disable all extensions on employee Chrome browsers to prevent any potential security risks. While disabling extensions can
mitigate some risks, it's an overly broad and potentially disruptive action that could hinder employee productivity if legitimate and
necessary extensions are disabled. More importantly, it's just one potential policy you might apply, not the method for managing the
browsers centrally and cost-effectively. Chrome browser policies allow for granular control, including allowing/blocking specific
extensions.

Reference firom Google Workspace Administrator:

Set Chrome policies for users or browsers: This is the key administrative flinction that allows you to manage Chrome browsers. It
describes how to apply policies to Chrome browsers enrolled in your organization's domain.

Reference:

Chrome Enterprise Core: This outlines the free cloud-based management features available for Chrome browsers, which are often
mtegrated with Google Workspace. It explicitly states that "cloud-based management and reporting for $0" are available with
Chrome Enterprise Core.

Maximizing Google Chrome Management in Google Workspace: This article further emphasizes that "the basic policies for Google
Chrome managemment are available for free with Google Workspace." By leveraging the built-in Chrome browser management
capabilities within the Google Workspace Admin console, organizations can centrally control Chrome settings and security with no
additional software cost, fitting the "least expensive solution" requirement.
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Your organization wants to provide access to YouTube to a select group of users for educational purposes, while restricting
YouTube access for all other users. You need to implement a solution that allows for granular control over YouTube access based
on user roles or groups. What should you do?

¢ A Deploy a Chrome extension from the Google Workspace Marketplace that blocks YouTube for users who are not in the
select user group.

¢ B. Configure a SAML application to manage YouTube access for different user groups.

e (. Use organizational units (OUs) to apply a policy that restricts YouTube access, and create an exception for the select
group of users.

¢ D. Instruct the select group of users to switch to their personal Google account when accessing YouTube.
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To achieve granular control over YouTube access within your Google Workspace organization, allowing access to a select group
while restricting it for others, the recommended approach is to use organizational units (OUs) in conjunction with service settings
exceptions. You would apply a policy to restrict YouTube access at a higher-level OU (encompassing most users) and then create a
child OU containing the select group, where you override the inherited policy to allow YouTube access.

Here's why option D is the most appropriate solution and why the others are less suitable for centrally managed, granular control
within Google Workspace:

D . Use organizational units (OUs) to apply a policy that restricts YouTube access, and create an exception for the select group of
users.

Google Workspace allows administrators to configure settings for various Google services, including YouTube, at the organizational
unit level. You can set a policy to block YouTube access for the top-level OU or a parent OU containing most of your users. Then,
you can create a child OU specifically for the select group of users who need access and, within the settings for this child OU,
override the inherited policy to allow YouTube access. This provides centralized management and ensures that the restrictions and
exceptions are applied consistently based on the organizational structure.

Associate Google Workspace Administrator topics guides or documents reference: The official Google Workspace Admin Help
documentation on "Control access to YouTube" (or similar titles) explains how to manage YouTube settings at the OU level. It
details the different access options available (e.g,, unrestricted, restricted, signed-in users in your organization, off) and how these
settings can be applied to specific OUs. The concept of OU inheritance and overriding settings in child OUs is fundamental to
Google Workspace policy management, allowing for exceptions to be created for specific groups of users.

A . Deploy a Chrome extension from the Google Workspace Marketplace that blocks YouTube for users who are not in the select
user group.

Relying on a Chrome extension for blocking and allowing access can be less reliable and harder to manage centrally compared to
server-side policies enforced through the Admin console. Extensions can sometimes be bypassed or uninstalled by users.
Additionally, managing access based on group membership via a third-party extension might not integrate seamlessly with your
Google Workspace user and group structure.

Associate Google Workspace Administrator topics guides or documents reference: While Chrome extensions can extend browser
functionality, they are not the primary mechanism for enforcing organizational-wide service access policies managed by Google. The
Admin console provides more robust and centrally controlled settings for Google services.

B . Configure a SAML application to manage YouTube access for different user groups.

SAML (Security Assertion Markup Language) is typically used for single sign-on (SSO) to third-party applications. YouTube is a
core Google service, and its access within a Google Workspace organization is managed directly through the Admin console's
service settings, not via SAML application configuration. Configuring a SAML app for YouTube access within the same Google
Workspace domain would be an unnecessary and likely unsupported complexity.

Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on SAML focuses on integrating external applications for SSO. Managing access to core Google services like
YouTube is handled through the service settings within the Admin console.

C . Instruct the select group of users to switch to their personal Google account when accessing YouTube.

This approach is not a centrally managed solution and introduces several problens. It requires users to manually switch accounts,
which can be inconvenient and lead to errors. More importantly, it means their YouTube activity would be associated with their
personal accounts, not their organizational accounts, which might not align with the educational purpose and could bypass any
organizational oversight or policies you might want to apply (e.g., content restrictions). It also doesn't effectively restrict access for
other users within their organizational accounts.

Associate Google Workspace Admmnistrator topics guides or documents reference: Google Workspace is designed to manage
access to services within the organizational context. Instructing users to use personal accounts for organizational purposes bypasses
this management and is generally not a recommended practice for maintaining control and security.

Therefore, the best practice for providing access to YouTube to a select group of users while restricting it for others is to use
organizational units (OUs) to apply a policy that restricts YouTube access and create an exception (by overriding the policy) for the



OU containing the select group of users.
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