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HAE #49

A security engineer configured VPC Flow Logs to publish to Amazon CloudWatch Logs. After 10 minutes, no logs appear. The
issue is isolated to the IAM role associated with VPC Flow Logs.

‘What could be the reason?

A. The vpc-flow-logs.amazonaws.com principal cannot assume the role.
B. logs:GetLogEvents is missing,

C. The role cannot tag the log stream

D. The engneer cannot assume the role.

HE: A
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VPC Flow Logs require an IAM role that CloudWatch Logs can use to publish flow log records. AWS documentation and AWS
Certified Security - Specialty materials explain that the VPC Flow Logs service must be able to assume the IAM role through its
trust policy. The trust relationship must include the service principal vpe-flow-logs.amazonaws.com. If the trust policy does not allow
this principal to assumme the role, flow logs cannot be delivered and no records will appear in the CloudWatch Logs log group even
when traffic exists. logs:GetlLogEvents is not required for delivery; it is used for reading logs. The security engineer's ability to assume
the role is not relevant because the service, not the engineer, assumes it. Tagging permissions are not required for basic log delivery.


https://drive.google.com/open?id=1rQk4OSy-3FFryI45D0H3X7x01dslWzrK
https://kr.fast2test.com/SCS-C03-practice-test.html
https://www.koreadumps.com/SCS-C03-practice-test.html
https://www.koreadumps.com/SCS-C03_exam-braindumps.html
https://www.dumptop.com/free/SCS-C03-dump.html

Therefore, the most likely cause is an incorrect trust policy that prevents the VPC Flow Logs service principal from assuming the
role.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon VPC Flow Logs IAM Role Requirements

IAM Trust Policies for AWS Services

EE #50

A company has several Amazon S3 buckets that do not enforce encryption in transit. A security engineer must implement a solution
that enforces encryption in transit for all the company's existing and future S3 buckets.

‘Which solution will meet these requirements?

¢ A Enable Amazon Inspector. Create a custom AWS Lambda rule. Create a Lambda function that applies a bucket policy to
deny requests when the value of the aws:Secure Transport condition key is False. Set the Lambda function as the target of the
rule.

¢ B. Enable AWS Config. Create a proactive AWS Config Custom Policy rule. Create a Guard clause to evaluate the S3
bucket policies to check for a value of True for the aws:Secure Transport condition key.

Ifthe AWS Config rule evaluates to NON_COMPLIANT, block resource creation.

e C. Create an AWS CloudTrail trail. Enable S3 data events on the trail. Create an AWS Lambda fimction that applies a
bucket policy to deny requests when the value of the aws:Secure Transport condition key is False. Configure the CloudTrail
trail to invoke the Lambda fimction.

¢ D. Enable AWS Config, Configure the s3-bucket-ssl-requests-only AWS Config managed rule and set the rule trigger type to
Hybrid. Create an AWS Systenms Manager Automation runbook that applies a bucket policy to deny requests when the value
of the aws:SecureTransport condition key is False.

Configure automatic remediation. Set the runbook as the target of the rule.

He. D

MH.

To enforce encryption in transit for Amazon S3, AWS best practice is to require HTTPS (TLS) by using a bucket policy condition
that denies any request where aws:Secure Transport is false. The requirement includes both existing buckets and future buckets, so
the control must continuously evaluate configuration drift and automatically remediate. AWS Config is the service intended for
continuous configuration compliance monitoring across resources, and AWS Config managed rules provide standardized checks
with low operational overhead. The s3-bucket-ssl-requests-only managed rule evaluates whether S3 buckets enforce SSL-only
requests, aligning directly with enforcing encryption in transit. Setting the trigger type to Hybrid ensures evaluation both on
configuration changes and periodically. Automatic remediation with an AWS Systerms Manager Automation runbook allows the
organization to apply or correct the bucket policy consistently at scale without manual work. This approach also supports
governance by maintaining a measurable compliance status while actively fixing noncompliance. Option A is not the best fit because a
"proactive" custom policy rule does not by itself remediate existing buckets and "block resource creation” is not how AWS Config
enforces controls. Option C is incorrect because Amazon Inspector is a vulnerability management service and does not govern S3
bucket transport policies. Option D is inefficient and indirect because CloudTrail data events are not a compliance engine and would
require custom processing,

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS Config Managed Rules for S3 Conpliance

Amazon S3 Security Best Practices for SSL-only Access

EE #51

A conpany stores sensitive data in an Amazon S3 bucket. The company encrypts the data at rest by using server-side encryption
with Amazon S3 managed keys (SSE-S3). A security engineer must prevent any modifications to the data in the S3 bucket.
Which solution will meet this requirement?

A. Change the encryption on the S3 bucket to use AWS Key Management Service (AWS KMS) customer managed keys.
B. Configure S3 bucket policies to deny DELETE and PUT object permissions.

C. Configure S3 Object Lock in compliance mode with S3 bucket versioning enabled.

D. Configure the S3 bucket with multi-factor authentication (MFA) delete protection.
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Amazon S3 Object Lock in compliance mode provides write-once-read-many (WORM) protection, which prevents objects from
being modified or deleted for a specified retention period. According to the AWS Certified Security - Specialty Study Guide,
compliance mode enforces immutability even for the root user and cannot be overridden.

Enabling S3 Object Lock requires S3 bucket versioning and ensures that once an object is written, it cannot be changed or removed
until the retention period expires. This is the strongest protection against data modification and is commonly used for regulatory and
legal retention requirements.

Option A can be bypassed by administrators. Option D only protects against deletions, not overwrites. Option C changes
encryption but does not prevent modification.

AWS documentation explicitly identifies S3 Object Lock in compliance mode as the correct solution for immutable data storage.
Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon S3 Object Lock

Amazon S3 Data Protection and Compliance

EE #52

A company runs a public web application on Amazon EKS behind Amazon CloudFront and an Application Load Balancer (ALB).
A security engineer must send a notification to an existing Amazon SNS topic when the application receives 10,000 requests from
the same end-user IP address within any 5-minute period.

‘Which solution will meet these requirements?

e A Configure an AWS WAF web ACL with an ASN match rule and CloudWatch alarmns.

¢ B. Configure an AWS WAF web ACL with a rate-based rule. Associate it with CloudFront. Create a CloudWatch alarmto
notify SNS.

e C. Configure VPC Flow Logs and CloudWatch Logs metric filters.

¢ D. Configure CloudFront standard logging and CloudWatch Logs metric filters.

H¥e: B
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AWS WAF rate-based rules are designed specifically to track the number of requests froma single IP address over a configurable
time window. According to AWS Certified Security - Specialty guidance, rate-based rules integrate natively with CloudFront and
emit CloudWatch metrics that can trigger alarms.

CloudFront logs and VPC Flow Logs are not real-time detection tools. ASN match rules do not count request rates.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS WAF Rate-Based Rules

CloudFront and AWS WAF Integration

HEE #53

A company has a VPC that has no internet access and has the private DNS hostnames option enabled. An Amazon Aurora
database is running inside the VPC. A security engineer wants to use AWS Secrets Manager to automatically rotate the credentials
for the Aurora database. The security engineer configures the Secrets Manager default AWS Lambda rotation function to run inside
the same VPC that the Aurora database uses.

However, the security engineer determines that the password cannot be rotated properly because the Lambda finction cannot
communicate with the Secrets Manager endpoint.

What is the MOST secure way that the security engineer can give the Lambda function the ability to communicate with the Secrets
Manager endpoint?

A. Add a NAT gateway to the VPC to allow access to the Secrets Manager endpoint.

B. Add an mterface VPC endpoint to the VPC to allow access to the Secrets Manager endpoint.
C. Add a gateway VPC endpoint to the VPC to allow access to the Secrets Manager endpoint.
D. Add an internet gateway for the VPC to allow access to the Secrets Manager endpoint.

He:. B
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AWS Secrets Manager is a regional service that is accessed through private AWS endpoints. In a VPC without internet access,
AWS recommends using AWS PrivateLink through interface VPC endpoints to enable secure, private connectivity to supported



AWS services. According to AWS Certified Security - Specialty documentation, interface VPC endpoints allow resources within a
VPC to commumnicate with AWS services without traversing the public internet, NAT devices, or internet gateways.

An interface VPC endpoint for Secrets Manager creates elastic network interfaces (ENIs) within the VPC subnets and assigns
private IP addresses that route traffic directly to the Secrets Manager service. Because the VPC has private DNS enabled, the
standard Secrets Manager DNS hostname resolves to the private IP addresses of the interface endpoint, allowing the Lambda
rotation function to communicate securely and transparently.

Option A introduces unnecessary complexity and expands the attack surface by allowing outbound internet access. Option B is
incorrect because gateway VPC endpoints are supported only for Amazon S3 and Amazon DynamoDB. Option D violates the
security requirement by exposing the VPC to the internet.

AWS security best practices explicitly recommend interface VPC endpoints as the most secure connectivity method for private VPC
workloads accessing AWS managed services.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS Secrets Manager Security Architecture

AWS PrivateLink and Interface VPC Endpoints Documentation
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